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Research on the Architecture of Network Monitoring Administration with Precaution

ZHANG Xian-Feng ZHNG Feng QIN Zhi-Guang LIU Jin-De
(College of Computer Science and Engineering, UESTC of China, Chengdu 610054)

Abstract The architecture of network monitoring administration with precaution is presented. Related technologies

and approaches to realize the architecture are analyzed and provided. The architecture consists of a precaution

subsystem and a monitoring administration subsystem. With building an adaptive abnormal detection model and taking

abnormal assessment approach, the precaution subsystem can forewarn the intrusion attempts and send the precaution

information to the monitoring administration subsystem in real time. Then the monitoring administration subsystem

can take some countermeasures in advance. Moreover, based on intrusion tolerance technology, the monitoring

administration subsystem can reconfigure the resources and the security policies when facing active intrusions, so as

to provide the expected users with timely services and ensure the security of the protected services as well.
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