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A Dedicated Security OS Based Transparent Proxy Implemented In Kernel
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Abstract In this paper, disadvantages of traditional proxy firewall are analyzed, and then, TPF, a dedicated security
OS based transparent proxy applied in kernel, is introduced. The conceptions and key technologies of TPF, such as
integration in security OS kernel of proxy code, interruption slack off, packet classified and tagged, policy tree
mechanism, protocol stack fast channel, layered software architecture, etc, make a remarkable improvement in

autolmmunity, performance and expansibility of the proxy firewall.
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