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New Mutual Authentication for Lightweight RFID Protocols
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(School of Computer Science and Technology, Guangdong University of Technology,Guangzhou 510006, China)

Abstract Radio frequency identification (RFID) technology is an automated identification technology which is widely
used to identify and track all kind of objects. It is well suitable for many fields. However, it is a challenging task to de-
sign an authentication protocol because of the limited resource of lightweight RFID tags. Recently,a lightweight RFID
authentication protocol of RFID tags were presented by Kulseng et al. This protocol uses physically unclonable func-
tions (PUFs) and linear feedback shift registers (ILFSRs) which are well known for lightweight operations. Unfortu-
nately, their protocols face several serious security issues. In this paper, based on PUFs and LFSRs, we suggested a new

mutual authentication for low-cost RFID Systems. Security analysis shows that our protocol owns better security and

privacy.
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