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Fault Tree Generation Based on Fault Configuration
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(Department of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 211100, China)

Abstract Fault tree analysis is an effective method to improve system safety and reliability. However, traditional ma-
nual fault tree generation is difficult to solve the problem of large scale and complexity of system and error-prone. In or-
der to systematically support system faults modeling and formal analysis,a fault tree generation method based on fault
configuration was proposed in this paper by introducing variability management form software product line into system
faults modeling. Firstly, we defined fault feature diagram for describing the constraints among faults and proposed fault
labeled transition system based on Kripke structure to describe system behavior, Secondly,a model checking procedure
of generating fault tree was established based on the model semantics. Finally, using model checker SNIP, the safety
properties specified with temporal logic were verified and fault tree was generated based on the result. Case study shows
the effectiveness of the proposed approach,
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TERZERIEFES. SNIP 2H A. Classen FF £ — 34
SR R BRI T B &40 A28 R aek i
REERGAHMBERE THRET N, T SNIP 7T L [F B Xf & 5
HERE THRETNHT M. SNIP LI T A= RE
AR R, EAET REREA=HFEROBEL T,
TRETA 7= R R T SRR IR K True, N SNIP 7]
PLERBIRTA AW R TR = &, SNIP [5]#2R AR EAR
RUSTER M F= M 2R E AT B4, BT LA SNIP A M & R 0 ™= M iy
KESE 4. SNIP B REER AR TR A B R EBIE
=, TVL(Textual Variability Language)™? 1 fPromelal** ,
1 TVL TR T2 HE B, Bl B AE AL ; {fPromela ]
TFHRREEEITHESHWEITH .
5.1 MBS EER

TVL B—#M XA AMSEREAHRES , REA 30
WA EM AR X R, RN BA BRI 5. Wik
TVL BAP# 00E L, IRt AR o, A8 TVL
EEHRE 2 WP E 3 R MR BRREREER], I 1 577,

£1 PERBHREIFELR

Fault Feature Model of Acquisition System

1. root Acquisition group allof{

2 Monitor,

3 Sensors group [ *.. * J{

4 Sensorl group [0..2]{

5. opt S1_stuck_permanent,
6. opt S1_drift_transient

7 }

8 Sensor2 group oneof{

9, opt S2_stuck_permanent,
10. opt S2_drift_transient

11. }

12. }

13. Filters gruop allof{

14, Filterl group [1.. 1]{

15. opt F1_stuck_permanent
16. }

17. Filter2 group [0.. * }{

18. F2_stuck_permanent

ER 1P, MR EER A RIFENE R GE 11D,
HARMAE Acquisition g R 3 MT4%E1E : Monitor, Sensors #

Filters, RABEREHZAFLLER 3 MEH, RIEMNT B
Tl R4 “group” 5| T, G R R AERL . BRI IEAI R
)5 (and) L B (or) F1 57 B¢ (xor) 3% 25 & Ff “allof”, “so-
meof” f1“oneof” TR, XEXERWTELERERER,
AN SATH“L «.. * 178 14 F7RI“[ 1. . 117 5 “allof” %
fr. RESHRSBEN—RIFRLE, B84k,
TR —MEERFTER , 7E “opt” XBFER .
5.2 HE{TAHER

{Promela if 5 B—FM A TWA RREREHITRE NI

 RAWRIES BTHARRSEATN. Promela B O BIES

MESR . ERERIT IR, HFREEARN RGN H
{EREATEAE . fPromela I WIBE 528 AR RIS T 4%
SPINU M Fi f) Promela iE 5 +4r 1L, RFshAQIEEIHATHY
AR, I DAFE SRR 2 e @ 1 B E AT R IR 81
5 Promela R[E ) 5, {Promela Ml A T 41 (feature) G E1E
FpRic AR BARHEX RGEAT A . Promela {RFSFEIE X
EXF BE F 4% 4E i B R 4 (Feature Transition System,
FISUS), 33 H) FLTS ¥ B0 16 7T B B A9 4 4E, 7™
REE A ESPREN RET AR, BTl FLTS
FUEEBREEE L F RSN, FHiltdCH A {Promela
B S X FLTS #4784, f A SNIP #ATIR AT

— BN, , B2 23 TN R R 43 D K A HE 8 (Permanent
Fault) #15% B 14 % J& ( Transient Fault), RiEFRAHHEF—B
BB TEIKE , TG & W R R AR A SR TRE
BREEERE A BEY . kB hREPHEFRRASER
St lE 2R 5 B 9 S5 B R O R B P I, T — S bl T A M
I ERRF SRS LS TR TRAERE.

IR A AR (BB E N R AR A EIEIT A
A — SERLR R T BBOE SR GAT AR
B O S i R A A L TR R B R AR LR B R
W, MIRIHL, R T RS A R BRAT Y, X FE— M
R, I — AR, T RERRBTARERE. [
AT RN—REEER, A TR AGSATER
RELEFETHBRES. WARBHBERAE G fPromela £
B 2 Mk 3 Ao, ok B AR R SO T S i AT L
EVER PR AR 2R, SRR B TR
AT AR M MERE , 3E 20 B 3L BB R R Y .

R2PFEIFEREMALT M EER. 55278
proctype FBFE L —NHBHTFHABRENHEATH. fadt
permanent_controlZ5 & FH T ¥ i il 47 2 ¥ & 4=, component_
stateF B T RAHM LRTHRE., B 59 fTRR LM
ERETRER TR R A . 5B 10— BT RRAMRARLERAE
BOEERRIE , RAH AT HHBERTS, B 1516 TR ZXR—
ARAPESE, A4 — B THREBEREMITEKE . compo-
nent_state ZF B B — MRS B, RIEA RIS RREAR
H. 81923 TR HHL FARRE FRATARRKBIT R,
B 1 st X R AT A TR — 4 44 R B S SR

& 3 P ReT RO 5 A A MR R R R R A [R], R
RAALTFHERESENHRATTRKEDERRESGE 15—
2091,
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#2 KABIE fPromela {15

Permanent Fault

1. Features f;

2. active proctype component({

3. bool fault_permanent_control=false;

4. int component_state;

5. if

6. . Icomponent_state== =03

7. if

8. . : fault_permanent_control—{alse;
9. + : fault_permanent_control=true;
10. if: 1, Fault;

11, component_state=1;
12, < telse—>>skip;

13. fis

14, fi;

15. : scomponent_state===1;

16. skips

17, fis

18. if

19. . . component_state==0;

20. Nomal Component Behavior;

21, * ! component_state==1;

22, Fault Behavior;

23. fis

24, }

#3 PRSI EUELEE {Promela fU55

Transient Fault

1. eatures f;
2. active proctype component{
3. bool fault_permanent_control=false;
4, int component_state;
5. if
6. I I component_state= =03
7. if
8. : ! fault_permanent_control={alse;
9. 2+ fault_permanent_control=true;
10. if o1 f. Fault;
11. component_state=13
12, .0 else—>>skip;
13. fi;
14, fis
15. . .ocomponent_state===1;
16, if
17.  ::fault_permanent_control="false;
18, component_state=0;
19, : : fault_permanent_control=true;
20, fis
21, fis
22. if
23. . component_state==0;
24, Nomal Component Behavior;
25. :component_state==1;
26. Fault Bebhavior;
27. fis
28. )
6 XEHW

AR EEUSE 2.1 HRIVWBIERERREAGIEBER
F 5 By B T I R PO A 2 R YR R RT AT
6.1 LI

AICHE A SNIP ARG AEXT 2. 1 R HBIERERR
GEHEAT A0, BET A S B K2 R T B B /N B £ 4 B
B, BT F &% Intel i5 M480 2. 67GHz +4G RAM 4+
deepin 2014. 3,
6.2 XWIREBESH

SNIP # RIS T2 05 A LTS 3 304y, -5 BB A
EIRR MRAT AR R RE R 2B, HPEERES

RS BRIE BRI 1 5,

SRR EH TR AL BBT R, RS 5.2 4
B B A = R A XS PR A AT R HE AT HE R ) fPromela
BRI 4 FiF. 58 147H) sensor_state Z B FRRM%E
RSB YAITRE, 1 RRER, 2 £R dift RS, 3 R
stuck RZ. P 2,3 779 drift_control # stuck_contorl ZF
ENSATERERREN L. $ 4178 mode TR ER
RSB TR AREHER. 8 5758 CMode
channel 288, MHEHEHGE L BE E G RBRTREERXF
BLREHR Y AT R B RN, R AR, N E %7
ARGPAT. B6—17THRAWRREA S SI_drift_tran-
sientBUBAFE, YRGB A REKA stuck BB, REFTEE
KA drif $E, P BB B IR B S R 4 stuck Lk, Rk
AT stuck BBORAS, 3 19— 30 7R T S1_stuck_per-
manent BUBRHEXT REAT R M, X stuck BEERH &K 4E
B, REWRERIT R, RENARWEERBITRERE drift
B, 02 stuck BBER LT, WBIE drift SRE, RGEAA
AL stuck BUEDRAS . 55 33— 40 TR A ERBBATLERF
REHPITRERRLEFTH.

F4 HAEHFEISATT (Promela {455
Primary Sensor fPromela Code

1. sensor_state=1;

2. bool stuck_control=false;

3. bool drift_control={false;

4. mtype mode==primary;

5. do: : {CMode?mode; 8-&. mode==primary;}

6. if

7. 14 S1_drift_transient;

8. if

9. . :sensor_state! =3;

10, if

11. < 1 drift_control=false;
12. sensor_state=1;

13. + . drift_control=true;
14. sensor_state=2;

15. fis

16. . .sensor_state==3;

17, skip;

18. fis

19. ::f. S1_stuck_permanent;
20, if

21, : Isensor_state | =3;

22. if

23. . I stuck_control={alse;
24. skip;

25. . :stuck_control==true;
26. sensor_state=3;

27. fi;

28. !lsensor_state==3;

29, skip;

30. fi;

31, :lelse—>> sensor_state==1;
32, fis

33 if

34, :lsensor_state==1;

35. Normal Behavior;

36. :lsensor_state==2;
37. Drift Fault Behavior;
38. lsensor_state==3;
39. Stuck Fault Behavior;
40, fi;

REREREU LTL AW TREA 30 R &
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BEZRIEUT 4 M E2RE.

(#DGO0<value<s)  RELERURTRERED N
EAGEAFIEH A,

(# 2)G(value<s) : BAEBMFBRA S REME .

(#3) | F(sensor. mode= = backup& &value=>15) : R
L RETE G T R BT, F BRI R TR 2 B
. B2 REREERBEATNEMETRATASRE
X

(# ) VF(filter. mode= =backup& &value==0) : 58
HECH DR, B IR EMER A2 LR

7 SNIP BiF SRR B AHERI I 43 LR E 2 BHAEK
R /NEISR, BR IR 5 FTF.

F5 RERYELHRIRBAHIE

AR L VNES

H#D {S1DT}, {S1SP}

($#2) {F1DP},{F2DP} {S1DT}, {S1SP}

(#3) {S1DT,S2DT}{S1DT,S2SP} {S1SP, S2DT} {S1SP, S2SP}
(#4 {F1DP, F2DP}

258, AR (H 2B XF RE B TR B4 “ 4R e 16 &
BRTRERY. B 6 N TRAMABREE LT R E
ER) FLTS, KRS 6 AR (D RAR B TUE F 45T B EL
BORA . ME 4 AT LR BIMAFTHARE 0 BLEARE 6 MR

0 SlSPl—>-"—>5 S1SPV S1DT 6 F1 0 SlD'I‘1_>."_>5 S1SPV S1IDT

6, Bt LA TR J22 5 44 > B2 1 B 88 9 { S1IDT}, { S1SP} #1 { S1SP,
SI1DT} , B/ PN EER{(SIDTH{SISP}. B 7 AR ER
B TR R R

B 7 femaE RS

AR )BT B TR B4 “A RS S R
W7, B A RS BT U B R B TH KA. &
BYERREE I FLTS AR S MR8 B e R A DL B, F e
FEXT R S1SP #1 S1DT A8k S2SP #1S2DT, HKIRE
0T LR A S IR B TO AR R R M R A 3K
R 6, BE R GO 1 B B T 081 6 0 T P B
RE 6, RENTHRES—KIZRE 6 WEBESRQD
R HTREAHR, REBRBSRE 6 MEREY 0 >
lomerrn SSPVEDL o SOT, | SISPVSIDL o o

B/MESEINE 4 51, BOBERHINE 8 BT
[femBaRIK

S 2 S G

M L5 R AT LU t , A2 SO SRR o P AL B FOARRAE » A
FRECRERRE P 2 E SO RAFAE 9K K R, (A FLTS #R R4

FUBRREAT 2 , 3 1 A 7 5 SRR AG TSR A 55/ B SR A AR
MR, ETRERNERIE RSN A sh{eR
SEEER, SN EROERERS TRR, BRES T A
THIER.
6.3 RIEIERES 4T

H T SBR[l B A X R G AR SR
R R R, R BB RE S R AR N ER b
Wi R R AR B T AR B EF R, Ik 6 ol &
FRGORTS 25 18] B R 3525 16148 2R L 78 15 #y B (R AL 19 B
&7 HF,

#6 RHEMNBIRERRETH

EY Y L Y3 X
1 E¥ AL A O K RBE
2 B SRR R A B
3 6.2 ¥ R4
4 FARKEBELAB AR SR

#7 REZRRERIH

AEHE RAERE BWERE  WE/  A#F/B
1 131 131 0.64 31208
2 29553 87848 127 38144
3 40455 103646 1.34 41132
4 48009 128975 1. 46 44238

& T PRERSEERRREREZEARAD, BRRE
BORBRUB T LR ERERREEE B AR
ARPFERIE T USRTEEFRERRE, BoRE
SBWEWPIE . NRPHBIEAT LR &, E RS i AR
FIESNREREEMERBEYW, M THRRIA
PUAT B4 T2 OB TR) A N FE » TR EL R SRR A R W B K

7 #HXIE

WENEZLSTNEBRNE. TREXHREREXH
PR T R B TR 1, 435 B AR i 4 47 Ak e
BRI, 7RO 507 07 T, SCRRL28 148 1 L — X 3 2 B
Xt A BN 47 A2 , I HLIE T — SUHNSE B B BR 1 TH B R
WER/MEIESRASE. FAEXBFR, KIBER T BN
BIFEREZS 8], 380 T UM AT O B0 . (BR B TR R
B HEF R, X F 5 R R REFIRR. Joanne
Bechta Dugan % APV 4+ % 14 Gt B AR T0 4k H 18 ik e 3544 B
PPk R B EXT BB AT T3 R R8T 358w, B S
MR T shAB MRS 5 TR Galileo™ , HEEF
ERMATHEERTSIATHEEE, BEEFBHRH
BHEAMREXRENFXRR. BREHTAEHATRER
A4 Bt AR A B M S S BRI S R RN R
B, A EREX R TESEFRE SR T4T Z1
M. Kwang Yong Koh H1 Poong Hyun Seong ZESCER[ 7]
2 A R WAL B M IR R 2R RN . R
SMVESERASAEE EdnFEE#ALLRBE, RIE
RS P B 45 SR BR B P TR RS R A TIR B
ER AR . (ERXRR T R ANR T4 BB, hZAPELH
BEH R, BEEAER ST EBHTHET . SURE31E
BT —FhF 3 1 Petri B (Revrse Petri Nets) A= g5 R
NEIRBF R, ABURR T RERR, HEMIE Petri MKt
BN E .
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AL FERERBEN M ER., EXHE, HEH Aref
Majdara ! Toshio Wakabayashi 7£ 3CER[32-33 42 H T —Fb
T AR RN B 3 E BB, ZRE RN
HUR S MAMRIHEERE S, BN HMELTIERIR
BEBEHTHE, REEL —FEHNERIEETE
REZE (P10 R AR BB . X PP I T8 L O L B T REAR. 4
PERITT AFERE MR FE AR B b . (BRXFI IS R
GMRAL TR, B T ZESM P RENBREEETY,
FRIB LA IE A X R AR E 2 R R AT T .

VERERB IR SR H ESACS? (Enhanced Safety Assess-
ment for Complex Systems) ] ISAACY™! (Improvement of
Safety Activities on Aeronautical Complex Systems) H i) —&F
4¥ , B K H Fondazione Bruno Kessler BF3F #7.0> ) Alessandro
Cimatti #1 Marco Bozzano §1 MBI/ MAFF £ T RARFS1L
ARG W HE 4T B A% A AR 1Y) FSAP/NuSMV-SA - &3]
FSAP % Fl NuSMV #22 i6 if 2% 47 BB 2 B, X F 458
MTREES, S BB RGNS B 5 2H
R EBAEBIRBRBNBELFTHHRTE A R/ANEE,

AR T T IR AT T R SR O B BB B 4 1 B N vk
ME R MR, FSAP W T/ENAE SARCTaH L, HE
AR MR B A BT REHATEME . FSAP F B Fi A
FER AR R HAR AL T X R BB B B, R S RIEM 451
TRBREAT AR,

FER IR KM Yiannis Papadopoulos B BAFF % 19 HiP-
HOPS(Hierarchically Performed Hazard Origin and Propaga-
tion Studies) T EL™"8) 58 3o wof 4y foF e 3k B HoAR 98 7 R 0 A7
IRTHERRENRERAIREW R B LMW
i, HiP-HOPS T BB &7 T R 5 1 E R G LE B
BRI, EF R . {EH 25 o) R R 75 AR A 9 A2 I
TR I3 2 BB A B AT O, R R T A e 4
REMARBEEEHEEL.

VIERAE , B AT T — S TR oAb 7 B X B AR 3
o R B AR . SCHR(39 138 PR T i P 88 Xl B Awt
BEATTE AL, I Pl B (%2 2 JR v 5 R Iy B B AT
3R, A LR R 2 LR B AR W . SCERL40]F]
AR IR IE T RS TR A, EAR R R AR L
W OL T A R L B AN O B R A R 1) A

HERETFERNE 20N EMNERTEML, &
SCHYEE T B R IE B iR o S A E R T ]
BCEMAFE, HFME T MEE 5B, X RARER
HAT AT T e, I SR B AR R, Fob,
A SO T EC B Y A BE X R GE iR REEAT T 22, T I B e
HA R BRI 5 7.

HRIE EHEZESVENNREEFRBREPEXHE
IR BN RZ AR R . S CEH BRI
HEHEESARSSTRNER b, 8BS T MW REME
MARGAT BT, I — S A TEIERGR
Xt EL2RERER/NIENEYE., XM TEARTEREE
2amFR.FATHAWEEEN TR, B8 T Z201

TEARRE TAEH , EZX LUF LA E#ATHE . DX
R2 B AT A E AR R R SR B 7R — SRR BE , R
B AN A BB E AT s 5 2) H AT RGO AL H R
REBR RGN KR X SR R 1) RGAT Rt A TR SR 5
3) BRI AR AR A /R B IR 1, R 7T LU R B S H 8 48
T RIBUREA M s O A SO TR RN I A B AR , TR 2=
TR A AR S W X oK AR R GE R AT 40 U A 1 B RO B )
R, PR G SR Sfe A 1 X R 50 A BT SR IR B R B 5 8k » 32
FAHTRCRNY . BRI Z S BT — S W E 2T B
ROmRAMEENRE RR L, BTSN R
SRR, RIS XT B shib B BT —EMIRR.
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