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Design and Implementation of Kernel Level Secure Auditing System in Operating System
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Abstract With the ever-increasing demands on operating system security, to build up secure auditing subsystems is
becoming an important issue in the area of operating system security. This paper presents a method to implement a
modular auditing system by inserting hooks into the Linux kernel. In this way,a secure kernel-level auditing subsys-
tem, which is Linux-based and accords with the fourth level requirements of the National Standard of China,is de-
signed and implemented. The auditing subsystem is used as a loadable kernel module. It can be easily upgraded with
the development of the Linux kernel. It implements kernel-level audit by using kernel thread instead of user-level dae-
mon. Audit events that might be used in the exploitation of covert storage channels are auditable due to the full cover-

age of all system calls by the auditing subsystem.
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