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Abstract GDOI 1s a group key management protocol for IPSec and other data security protocols to secure multicast
application. This paper first discusses the significance of using IPSec to secure multicast data security,then analyzes
the mechanism of GDOIl.and discusses the security of IPSec multicast based on GDOI key management protocol and
its limitation that it can only be applied to single-source multicast. According to the characteristics of IPSec protocol
and the requirement of multicast application,an extended proposal to GDOI is proposed. We describe the work proce-

dure of the extend protocol and perform a part of the simulated test. The analysis and test show that this scheme is

feasible ,and the extended GDOI protocol can support the multiple-source multicast based on IPSec.
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