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Research of Active Path Detection in Anonymous Communication System Based on Source Routing
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Abstract To achieve the relationship anonymity,the sender of communication establishes a rerouting path consisted
of multiple participants in the Anonymous Communication System based on Source Routing (ACSSR) ,and nested-en-
crypt the message. By destroying the rerouting path. however,collaborators in system can force the rerouting path to
reset multi-time, thus perform predecessor attack to determine the sender of communication. and compromise the
anonymity. In this paper.a strategy based on active path detection mechanism is proposed, which ping every interme-
diator of the rerouting path by nested-encryption message. Active collaborators can be located precisely according to

the response message after the collaborators destroy the rerouting path multi-times. Thus,the security and reliability

of system could be enhanced effectively.
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