A5 & 2 W D2 M- N 1 M = A < Vol. 45 No. 2
2018 4 2 H COMPUTER SCIENCE Feb. 2018
— Frh = F MRIIE = A= T 3
Surge: ﬂ;[Pﬂ?ﬁgis{EEf}\ Il\\ﬁaiﬁgilié&ﬁzﬁﬁ ﬁg%lﬁ
&= SR XEE
(ERFEERITHENESEAER #E HW 421002)!
(HMEAkFEEMEETLAEER K7 410082)°
B OE OBW.EANRARNBILAEBE RO RATARE, BE— KT R AR H LG HETHS

40 % A Lk Surge, Surge F AL 440K JEh 64 45 48R 64 45 .80 4ife 128 42 3 A FE LKA, B F SPN &4, # &K
DASAER . EFRAT R ALY BF X FHmERRLA 03 15K FALRETH MESZHLGERA
WA B B PR A A R S TR E A (0,1,2,4) A, AT T A A TR GF(2Y) LM 8 1 55 I &
IR 4B, & Surge Sk FPGA L3477 ZH, £ 4R AW . AT T B 37 SPN £ M 69 2 88 % 7§ %, Surge
ESAMBRARIN B AERFG MBS AN EBIER T Surge TUAH R £ 55 & s & K,
X BIRHMAEAILE.FPCGA S0, £ 53k & &k & Rk &

FEZESES TP309 XERFRIRAS A DOI 10. 11896/j. issn. 1002-137X. 2018. 02. 041

Surge: A New Low-resource and Efficient Lightweight Block Cipher

LI Lang"? LIU Bo-tao'

(College of Computer Science and Technology, Hengyang Normal University, Hengyang, Hunan 421002, China)'

(College of Information Science and Engineering, Hunan University,Changsha 410082, China)?

Abstract Lightweight cryptography algorithm has become a hot research. The paper presented a new lightweight block
cipher algorithm named Surge. Surge has low resource, high performance and high security. Block length of Surge cipher
is 64 bits. Its variable key uses 64,80 or 128-bit length. Surge is based on the SPN structure. The round function is di-
vided into 5 modules. Key expansion module is no expansion. Round-constants add module uses 0 to 15 to combine so
that it can achieve efficient and highly confused round-constrants add operation. MixColumn module uses (0,1,2,4) to
composite hardware-friendly matrix on the GF (2'). Low resource and highly efficient of Surge is attained by this novel
design. Surge is implemented and downloaded in FPGA. Experimental results show that it has smaller area resources

and better cryptographic properties. The security expriment proves that surge can be against differential and linear at-

tacks,algebraic attacks.
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i A : Plaintext, Key
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1. State<—Plaintext;
2. fori=1toNg—1 do
3 AddConstants(State) ;
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6 ShiftRows(State) ;
7 MixColumns(State) ;
8. end for
AddConstants(State) ;
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13. Ciphertext<State;
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