A5 & 2 W D2 M- N 1 M = A < Vol. 45 No. 2
2018 4 2 H COMPUTER SCIENCE Feb. 2018

EF R Android 2% MK Z & H BN HFIR

B & #HE BS
(W ki EHFR & 610065)

W E #FEk,MA Android AW B RBAR, LA @G EMKAIIK, Android 9 &4 O 2 AL PFPRMS %

GREAREN RN E D KA
iﬁkﬁr%,%%’f WAL B 8 5 e R AL

EXEL,

A TOMOYO Linux 3 % #k, 4t 2+ Android 4 4% &,
FIIE , T IEZ ARy EAE B A A IE® Android R A K AR

# T

X$EiE  Android, & 43 3%, % 4 3%, TOMOYO Linux, N4 & % 4

FEZESES TP309.1 XERFRIRAD A

DOI

10. 11896/;. issn. 1002-137X. 2018. 02. 035

Study on Security Enhancement Mechanism of Android System Kernel Based on Security Domain
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Abstract Android system is facing challenges on security with its explosive development recently. Android system’s
security is composed of system security and software security. System security is the cornerstone of integral security,
which is vital to Android. In order to strengthen the system security. this paper proposed an improved domain genera-

tion algorithm to enhance the kernel level security mechanism based on TOMOYO Linux. In addition, the experiment

shows that the proposed method is efficient to enhance the security of Android system.
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K4 e HI AL Root Explorer £ & M8 H 5%

Fig. 4 Viewing test directory using Root Explorer on forced mode

shell@hammerhead:/ $ Is —al /sys/kernel/security/

opendir failed, Permission denied

5 TEum T Ay 47 A A MK H SR

Fig.5 Viewing test directory using CLI on forced mode

rooti@hammerhead /sy skernel/security/tomoyo # cat audit

<kemel= (_sec/com/speedsofiware/rontexplorer

file read security s/

#2014 0221 09:01:37% profile=6 mode=enforcing granted=nofglobal-pid=3865)

task | pid=5865 ppid=3802 uid= 10059 gid= 10059 cuid= 1059 egid= 10059 suid= 10059
sgid=10059 fsuid=10059 fsgid=10059} pathl=}...}

<kemel> ‘system/bin‘app_process /system/bin’\™=sn

file read securityfs:/

root@hammerhead:/svs/kemel/security/tomoye #

K6 #aHE

Fig. 6 Security log

TEA T g vh AR $2 ALY E 72 (adb shelD) TG v A5 & AL %
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i BN R

2018 4F

5 =7 v IR I (Root Explorer) # % J6 % 48 2L R AL % X
PERIAETE . BT WL, EnforeDroid fE 8% 1% 4 Uk B 3%, B 1k
Bl R 4 B 3 AR N5 = 0 R AR U7 ) L AT DR Rk IR
M2 4,

XHK17EB T SecEnfore i i3 i %8 AT LA 9 5035 2 1Y)
B4 AR SE 3 WIE 8] T EnforeDroid A L it 3% 52 4% W5 15
PR H SR AT ] BOHE SCHF W % 4 M Z R, Enfore-
Droid 1 i FE R 3,

4.4 LWHER

BURS S AN = N B e A Sl G S o
TOMOYO Linux 52 858 i 37 18] 75 il (MAC) (19 & il , ok it 5
B3 44 A BT BTN ) A 8 55 R G B4 RE A 38 2o 43 AT 3R g
SCPE B PN 2R SR UL A 2 4 s Th BE RT DAAT s AT, H AT R R
Ay 6 G, SELinux % 4385 LI B 55 00 4 vLR AR g D
(4.2 ZJG B RRAS ) T A SCHRE #1422 4 388 i ML T DL 36 K
WA EREA ON 2. x 3] 5. %) e - 8l 4 b S2 8L A 1
EnforeDroid W] LAAG &% P 37 8RR 95 U8 19 %2 4. 5 SecEnfore #H

o R VGRS,
BRIE AR Android 55 Linux RG22 5%, I

BT Linux 48 95 il U7 ) 4% 1 09 30 B AR ML 3 oy ik, 45
4 Android 2SR, 5T TOMOYO Linux 8284, %31
IS T3 A Android R 3 ampLH . ZHLH SCEL T
e P A% 2 4 ) 2R G b R R AR 8 2R G B IR A B 3
ARG o I A X A [R] 28 A 1 AN W) ASC B RS 20 42 ], DA T e sk
T & eEHUR @ T B HRE R T T Android RGN %
SBIRE S . TERIE Android 2 %5 IE B 17 M9 A 1 8% &
i v 19 107 P R P 9 AR B i A e /NS B

2 % x o
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