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Abstract In recent years, the application of underwater acoustic sensor networks based on cluster is widely used. The
underwater acoustic sensor is mainly used in military industry, which emphasizes the importance of safety. In order to
improve the safety of underwater acoustic sensor networks, this paper presented a secure authentication protocol, which
combines the ECC Diffie-Hellman key exchange, single variable higher order polynomial bilinear mapping and hash
function. After analyzing, this protocol satisfies safety requirements in authentication, access control, data confidentiali-
ty,data integrity and non-repudiation. This protocol is proved to be secure when combined with BAN logic formal analy-

sis, In addition, the two stages of this protocol are compared with the same type certification protocol separately. The
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comparison results show that the performance of this protocol is improved in time and space.

Keywords Underwater acoustic sensor, Authentication protocol, Bilinear mapping, BAN logic
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