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Trust Chain Transfer Model Based on Non-interference Theory
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Abstract As the existing trust chain transfer model is lack of availability and has the disadvantage of extending the
credibility of the trust chain to the network system, a new model of trust chain transfer based on non-interference theory
was proposed. The model abstracts the system to processes,actions and implementation. The model measures the integ-
rity of static process and dynamic library to ensure the static process credible, uses non-interference theory analysis of
the relationship between the interactive processes to determine its legitimacy,and extends the chain of trust to the whole

network system through measuring the credibility of the access terminal. Finally, the corresponding formal definition

and security proof were given,
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B A=(S5,A,0.D)  Hh SRRFEREE A RF
BER O RTHEE, D RRRLEE, E N EXLESEE
B 4R BB R BB B step: SXA—S; RR BT
PREL run: SXA* —S; i i S output: SXA—O; FI8, K
dom:A—~D RANFREBNEFTRIE.

| EEREXTHEREESY, ~ RRLEEEMTRKR.
YT o€ A, vE D, B purge(a,v) TR MNMEFF] « TR
B MR T8 v K BB MIshiEFF], A .
purge(Asv)=A
_{acpurgea,v),
purgelacasv) = surge(aro)
b, A BRBHEEFF], dom(a) =v,
RYE MR~ E2FMR .
output(run (so s a) s a) = output Crun (s, , purge (as dom
(a))),a)
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3.1 EXEFSEX
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YEZ )5 » RO YRPRSHA N T —PRE.
DYBEFFFIRAT REL run: SXA* —S, Rx REFEBELT
—RIFHI 25 KRS, RS ERBM.
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if dom(a)~v

otherwise

FRYE S 25 TAAT SR BRI SR PP 9 AT SR, WA

run(ss A)=s

run(syacq) =run(step(s,a)a)
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purgeas p) otherwise
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output(run(so > a) » a) = output (run (s, s purge (as proc
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3.2.4 REBATE
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(2)D(rq,s)=yes, HME T* =TU¢; , 3 ucU,.
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