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Improved Network Security Defense Strategy Generation Method Based on Attack-Defense Graph

QI Yong MO Xuan LI Qian-mu .
(School of Computer Science and Engineering, Nanjing University of Science & Technology, Nanjing 210094, China)

Abstract Complex multi-step cyber-attack is a typical network attack method with strong purpose,and state attack-de-
fense graph is an effective method for modeling and analyzing this problem. But it still has some limitation in practice,
for example, the computation of the success probability of atomic attack and the definition of attack severity index are
not so reasonable. When the operator is not experienced enough, it is very likely that the result can hardly reflect the real
security situation of the network. By analyzing the shortages of existing security defense strategy generation method, the
attack severity index of atomic attack and attack path were redefined by improving the vulnerability scoring standard
and introducing the concepts like accurnulated attack success probability and value of information asset, In this way, the
considerations for security defense strategy generation is enlarged and the generation method is optimized, to realize the

attack scene modeling and the attack intention mining. At last,a case study is made to prove the feasibility and the ob-
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jectivity of the improved method, which can provide the network managers with effective assistant.

Keywords Attack-defense graph, CVSS, Network security, Defense strategy
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55, #2015 48 6 A i IDC Git, BRTMSE RAZBIE B K
VR A 5 KK 72 /MK, KA 32 SH IR FE S L.
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A RLR RE R IE 55 2 PP R (CVSS) B BRIAVE AR v T
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LEFEEERSY . RRXCEMI7TIEHERFRERERR
B {UH R T HATR T B BRI RE:, B T Do B
7 L RXRFRERER, 2R EVE B R HER R R
BRRFHEEREFNERE.

3¢ EIRIAIRE, 4 3CxT Spanost'™ 42 H MIINALME TS s &
W R (WIVSS) TR0, Bt TR F IR B E MR T
T RITERFITE TR, SIA T B6E R R & YR
BRSENRS EHEXTRFRAGRFERSHHBE
FEERBATTE T A LIRS T By 5 4 4t 2 Bt L SE M)
BELBE IR I RPTBRRE , N E A RS A B B
RFRAAE IHB.

2 KREHPEER

EX TCREGED REFGEA—-TREERRE
& SADG=(S,T,%,Sc). H#,S HEPR2RET WA
MES, RIMEST SHE2RE; T HNE, Rm BRK
BRTEREBWERE 0 BMEWMBRELERE; S RUTHH
B REES.

BN 2ZERET R ERSHGES, ZREREN
B Jt4 (hostid, privilege) TR . H hostid RiZ M &%
LRETELEERRETM ENAT S4B, privilege £ EF3E
BB LR B ERB U & hostid L MR,

EX I HXEREETE) ERSHGEF, REREE
TR AETA(tid, vid, harm, p,d) Fmm . Bi,tid RELSRE
TERS, vid RZEBEFREFFABBES SRS harm B
FEFHHRERE, RBEREFEERTIES BiREIE
BRI ERMIRE, p RIEFI SRR, d R HZET
B W

EX A HERR) WHEEA=TH (sre_host, dst_
host , sequence) 7 , B src_host & K EIE M EHLH SR
R, dst_host 382 B B VLT BARIR, sequence 7 IR X
HHWEFF. sequence=(1 —n—>n—>—>z—>0). K
o, PRETF IR RRRF, O TREFFIWERIRIR
B e TASGKDRBEFHE o B e WEENE, a1 B
u MEERRL.

EX S(HHFE WK A defense Tm, H—%
B AR B B i 7 51 R sequence= (| —>11 >, >+
=), FH N B B SR v defense=(d, ,dz,***,d;) JHH d;
A o R F YR B A R .

3 WMERSBHHERMERTE

Wi F 70 LM o B 7% IR B SCRE M M 5 R B AN I
fEERNFAER, B E EE R ARELX — R
FTRERFHERB RN ERRE. AICHETFRES W T
BRAR RN 16 16 B0 R B T ol B AR SR BRI et 3 AT RE SR B
Y B 4 T o 2 TR Bl L 2 R B B B A SRR . BRI
HEER BRI R AR E T BRI RE B R FIEE
BIBER, U R BRI THE R B ENERNEE. —
AR BRI LR B B R B AR & R R sl
BMERKRR, —FUEREHRLHEERRN ZBE LL
RF ok fa F R AE,

R 2% 22 2 B A SR W A R T BRI AR IR 1 B

(%

ARAWBEAE N ARREKEBES
BRRARAK S
W AR EFAUR
AR LRREBRAR
KERARIRE TR Py
REBERTHITE proe

Bl RGELHRMERRE

W R EAE WA RSE R 7], TEFEMRESE S
REES T W Bt BRI B U R HBERAER
POt E 3 A TTEX MK R HRIRE R EHRTNA AR,
3.1 BBEAREESFE

EER, BRI RERY T~ RRETERNES RE.
REER FEAARR, KT UGN ERRITRAENERY
WaR%. AREWESSEETRRKA Symantee K%
S0 B A B T B VG R 48 (SRTSAS) LI B 2 &
AETERTFRRLES. BHAERTESRETELHEAR
REHATHERSE CVSS ARB, EREMB I EANIES
HERG, EEERRHEIERENVD B ERE CVSS &
SEPGIRE , B RIS R AR RA R CVSS v2, (R,
KL A RS R I CVSS BRIMRHEIF R BE= A B 24
HAHE AEEFRE S ERB S LRNEEBFLSY, BE
HHEFEE.RHEASHAEHFESERENERE S
RS . ST, B PES O 800 0 HE 52 B Fp & 2%
HREEE, RERETSREARBETRENAUENR
B, B KRR hBe 2 44 7 B RO s S5 1 R LA A R 434K

P b R 8] B, Spanos % AR W T WIVSS P4 &
g, 5 CVSS i i 59t R B A I S dn HE AR [R], WIVSS |
T PRAERTEAT 6 T,

(1) AccessVector: R BHE 55 S A F R T7 . H AT BEEL
{85 Network,AdjacentNetwork F Local .

(2)AccessComplexity. R HE M ARH AHRER
7R, HATEEBUE R : Low, Medium 1 High

(3)Authentication: [ Bt Bt & F| FA e 55 s T 7 S 1A
TER ¥, HTHEBUE W : None, Single Fl Multiple .

(4)ConfImpact . K BHE 55 S 8 A F 5 3t £ Gt 15 AL
BHME, HOJREEBUE S . Complete, Partial 1 None

(5) IntegImpact . R W6 55 5 B F F G ¥ R G 38 LAY 52
BMNRE. HoReBUE N :Complete, Partial 1 None,

(6) Availlmpact : R B} 55 S B A G X R G BT
HE, HATEeBUE Y . Complete, Partial 1 None.,

WIVSS BRIATESE BRI P L R F (Availlmpact) K
FREWRE (ntegImpact) , A PR E B E D,
BZMEREESUGHERMNGEEN A SR REEH
RAAPERD. ZEERT LT RERE (Awillnpact)
FrE,ANZEERES SBTANRERN GCES S
B, R, FEEA2 OTT R A H &R, BEZGHAR
A H B SRR 5 BUE , TR B M4 R 481 IR -1 F el
FAtE, Bk, AR SER N TR ER F S LB H, AR EEER
THEHRESHREE  XRRTREER=HEESHEAE
B B3 EMES . BT, FXSREEER ImpactX, Im-
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pactY, ImpactZ 4} 5%t B ConfImpact , Availlmpact, Inte-
gimpact FHg—HRHE, SR Q0T BN

MW 1 Weight of ImpactX >Weight of ImapctY >
Weight of ImpactZ .

MW 2 “None” ImpactX=“None” ImpactY="None”
ImpactZ=0. 0,

MM 3 Partial Impact=0.5 % Complete Impact

MW 4  Impact Score BB 0.08) 7.0,

M5 3 IR FE A VRAERTRERY 3° FMFELBURE .

#M 6 Weight of Complete ImpactY>Weight of Par-
tial ImpactX

MW 7 Weight of Complete ImpactZ>Weight of Par-
tial ImpactY,

SNBSS E R E — /NG BB 3 F Complete
Impact B/PNHEAEN 0. 2, B Partial Impact BB /ME
0. 1, B W Partial Impact HIERI/NT 0. 1, B/5 BB #F5
{ETT 8E R B AL /NE, L Step FgXt Complete Impact HIIEER
B, B E TS B8/ ME, BT Step BB 0. 2,

BREMM 45,

W inpacrx T Winpacty T+ Wimpaerz =7 ¢))
BAMBIEHN 3. HL 6 FAN 7 FH .

2 % W prperz W ppaery 3
2 %* Whnpaary > W pnpcex 3
BERD R, HTBAKW:

7 % W ppacz = T=W ppacez >1 4)

X Sl‘L’P:O- 29355[ Wlmpactl %@Jtﬁ{ﬁﬂi&% 1.2,
REA 1 FHEREK Step HIERH -

W impacez W pupaciy —0. 2 (5)
W imprcey W pupacrx —0. 2 (6)
B (D R (5 R (6) A5

3% Winpaaz <7T—0. 6 (M

*ﬁﬁiﬁ(’?)ﬁ Wlmpach <2.13, X SI€P= 0.2, "ﬂzﬁéﬁyiﬁ
REA 0. 2 BIAEE, T8 Wihnpaaz <<2. 0,
ERMNFRA R RN T BRI BUER & F
FERED, ZEEPHEFAE LR A XEE.
Start .
Winpacz=1. 2
Step=0. 2
While Wimpaciz <2
Wimpacty == Wimpaciz T step
Wimpacx == 7— (Wimpacty + Wimpaciz)
While Winpacty << Wimpacex
If 2 % Winpactz™> Winpacey AND 2 * Wimpaery = Wimpacix
Compute the 3% Possible Sums for this combination of
Weights
If the 3% Possible Sums have different values Save this
Combination of Weights
EndIf
EndIf
Wimpacty = Wimpacey + Step
Wimpaex = Wimpaerx — Step
EndWhile
Wlmpmz =Wimpsaciz ~+Step
EndWhile
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Output of the algorithm the Final Combination of Weights
End
BEU Wiz NHE B 1.2 8 2. 0 WX Al L LA Step
RO 2HERKBH, W bnpacex 5 anpwyj]@@ége TS
ERAMALAXPBEHE TFURE, BN E&3F. BENIT
G T X F InpactX, ImpactY, ImpactZ B 14 MO BERI NG
FHAEA S . BBELRERAAR, 7TLHEE =% 5Conf
Impact , Awaillmpact, IntegImpact FI¥TR K F, BN, &Y
RIMIE Hh IntegImpact B & , Awillmpact K=&, ConfIm-
pact BATZE ,IRATT LUK Impact X (H{EBRE IntegImpact , ¥
ImpactY BB Availlmpact ¥ ImpactZ AL Con-
SFlImpact, FEXMXFHER, TH LR 4 ARENHTH
M RIASE LT BT AR S HERAEENR
KT BT 3P A EIE ConfImpact BH,
IntegImpact ™5, AvaillImpact BATZEIX —BREHIT 5
e, RIESCERL10], MR I R EERET — TR .
3.2 WHRITHIEERNITH
EX 6RFHERIIER) FEFRHRIOEEA p
FR R R EEREEI T ARE TR RO AT 8B,
GEE—-TRBMITSRE, ASCETHS S A AES
BB Exploitability BB IEERFREFRERIEE, H
HHEAKXR:
p =Exploitability
=2 % AccessVector * AccessComplexity * Authentica-
tion (8)
RHE 3. 1 WP REEBRAMNER, M BLEW
T
Local
Adjacent Network

0. 395,
AccessVectorz{ 0. 646,
1, Network
High
Medium
Low
Multiple
Authentication={0. 56, Single
0.704, None
S 3CER[11], 45 RS By B R F Ik i B Bt
IR MIE L.
B 7(HFH BT BIR) Bk RITBIERA P &
N, R — R T R LT R F RN R R R
HE. N TF—FTRENBEEZE (rhn Lon—>n—>e—
z'r"()) ,i%"‘ & {2'1 2 T2 7L >ﬁ‘

P(@%migp{’ - )
prs k=1
3.3 WEHREEEEHNNHITHE

X8 EHEEETE) FHEEEZEH RFR,
REEIEEERERZHME R=rO+r(D+rA), HH,
7(O) REENE REFENE S ERPE, (D REBEN
ERESFIE BT EHME, /(A REZVEREET
REFERNE, =& WBETEESNR 0 3 100,

REE N 3, BFHHEEREA harm Rn. BH 31

0. 35,
AccessCompZe;city={ 0.61,
0.71,

0. 45,



WIS RG4S TR G E PR EAEE L TR AT .
harm= (ConfImpact * r (C) + Integlmpact *» r (1) +
Availlmpact % r(A)) * P (10)
He, P oot 2R,
MRS b — 15 P48 R A5 B 0 45 5 M R {4
F s
0.0, None
(‘onflmpact:{l. 8,
3.6,

Partial
Complete
0.0, None
Infeglmpacl:{ 1.1,
2.2, Complete
0.0, None
A"uaillmpact‘“{o. 6,
1.2, Complete

Partial

Partial

RN O BRENHED Wl BB Harm
%#i&"%ﬁ(ﬁ%?ﬁ%{ﬁ 9. T2y "y T } 991']:
Harm= i harm; an
7 €l Tyttt |

n

Horp harm; fRFA T 7 AR b 5 504 T 0t o ARG 48
& BT B 1 IR Ik fE R

ARG (9 TT LUK H Bty AR R e K B A% L T AR 48 =X
CL1) AT H oty £ 5 6 B0 R B0 T i B 428 T R B A2 0 R 149
75 0 S e B A W Ao 9 0 T T SR B D SR

4 EHISHR

FBGUEAR SCH AU R v iR I & 2 R By 48 4R $h
KU A SO BAR R . i 2 BRI R4 b, A
— &Nt Web IR %528 (serverl) . — & FTP R % 28 (server2) .
— BB R 55 2% (serverd) Fl— &5 B4 IR 55 28 (serverd) , Bl
KEE B ORAE RE LE SN P B3 U 9 89 IR %5 2810 Web
IR 55 4% (serverD) , Xt HoAth AR 55 2% OV AR S WP AL . T 3
Attacker TEH I FHLT 25 L FH Root AR, M 4k % 2 o
ifi il Internet KUK 9 B H At =5 HLHT 2589375 A1 AURR

< S o
E{ S |

Intgmet

firewall sever4

Attacker firewall

server3

B2 MmihasE

I Nessus''*! M55 254748 2% 4748 9 46 b BT A 0195 2
AMESS AT IR 1 R a4 ML RS B3 = (a4
AN 2 s, M3k 2 ATLAE i, Web iR &5 28 915 B 58 = 4
{E BRI 55 85 800, HOF R AE 8 S B B8 s FTP R %5 2840
HHEE: Web i 55 5 0% 55, B 0 HLAR 6 T — 2220 JF 10 B048 ¥%
U T EORUE— 5 ) B0 52 8 1 5 008 P IR 55 2R A (L B v
HAAH T AR ERBBER IR, B 528 F ] F v ER AR
= 5 WR AR 55 889 Bl A « BT ASRAS 3008 AL e

K1 Mo

EWA e 58 A

serverl CVE-2015-1635

server2 CVE-2007-2318

server3 CVE-2008-5416,CVE-2011-1878
serverd CVE-2007-3791

#2 EHUFEBRMEER

ENA HLE B TEENME A M
serverl 30 30 60
server2 30 60 70
server3 60 90 80
serverd 70 40 30

AR LR AR B IR AT P A A 2 SRR X 2 R
AR 8 FE AT ST S AR RN 3 BT BRI

server4,User server4,User

3 REHBTE

(1)CVE-2015-1635,245. 92128, 0. 99968, $#.47 Windows
BT 3042553,

(2)CVE-2007-2318,278. 18964,0. 85888, F+ 2 FileZilla,

(3)CVE-2008-5416,405. 42450, 0. 79520, #4147 Windows
R B S 59420,

(4)CVE-2007-3791,187. 87968, 0. 99968, F+£% % Debian
GNU/Linux 4. 0 alias etch,

(5)CVE-2008-5416,348. 21270, 0. 79520, T Windows
B PR AT 59420,

(6)CVE-2007-3791,161. 36792,0. 99968, F+ % & Debian
GNU/Linux 4. 0 alias etch,

(7)CVE-2007-2318,221. 21748,0. 85888, F} %% FileZilla,

(8)CVE-2007-3791,149. 40360, 0. 99968, F+ 2 & Debian
GNU/Linux 4. 0 alias etch,

(9)CVE-2007-2318,278. 09892,0. 85888, J+%% FileZilla,

(10) CVE-2008-5416, 405. 29190, 0. 79520, $# 1T Win-
dows 8 ¥ % 59420,

M 3 T LA Y, B0t 3 PSR A 45 4 Tk B 48 B o
FH AR BB SRR Q3% 3 FTF. LA server2 S, WS % &
Yoty A, Bodi B T LURBRBS A2 1-2 BEAT Beadi . iR
WAL TE serverl F 34T Windows B 1 3042553, 3 F+ 4%
server2 [ FileZilla, WAR% EBIERER KL, IBATBGEH
FATLAR B AR 1-3-7, B & R AR 6 7E serverl b #A4T
Windows B 3# 3042553, 7F server3 b3 4T Windows ¥4 5
Hr 59420, H- T server2 | #Y FileZilla, B A SCEGH R B
ERVIEABM . KB, server3 B 5 Bk RN 1-3, 41
ERKBEHBZE R 1-2-5; serverd KT 5 W IR R 1-4, 4
FRRUE AR 1-3-8, Ao, N LR ZE R LRI, Bk
AR BRI R B K, T T i A v RO Tt
BIBESR K, X — SN 5 R M4 B A R ER.

4 BT B4R FHGE fa E He SO B BER AR L A0 15
B, EH, BFAHAEFERHAFZEBMERE) K Conf
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Impact * r(C)+ Integimpact * r(I) + Awaillmpact * r(A),
BFHR Q0T E R FIE A F 16 5 6 b E, A E
SEX. UWEFHEHRS 1,2 A6, EAFAANRS SR
AHRPONEERE SEERESTHERETES BER
Bin EMEEBR=EMNAR, KA FEFRERERAR,
WHGIAENEEREFEHEELEN. WFEFHEH 35K
B, —FF A0S SR, ENRA Z2eMENEFRE &
ERBREEMERR EES AT BITEIBERE, H
Fxt R R FREEERE=ET £ HPETFRE 3
BEFRHEERE R 405, 42450, B 7 5 WRFHEHRA
FRBOR 348. 21270, X R B A FEF B 3 MM Rt 8L
MR K TRERFEGE 5 f98E B REER, E Lo
RIS, 5 AT Bt BT BEER A 2 0 SCERC7 ) R 7 Beds
HEWRIMFEARGFRERBWITESERELERN, X
HAEHRBIETX— &,

LA serverd o], R FSCHRL 6145 SCARL7 o B 7 34 =T

T BRI SR RE AT AT, ik 5 B F)., Xt 5 F&k 3
BT 50, FASCER (6 1R SCHRL7 19 A9 7 i it s serverd BRI E &
KEEAREIHH 1-2-6. FASTHE Ik, WEEE 1-2-6 30 ik
BREEIRECH 685. 47884, /NFRRZ 1-3-8 ML MR ELR
£ 800. 74938,1-3-8 BAFMBEHMER KR, KA
FIA BTG E R I VU5 B R = ES SR BB
SRR B E RS T LB ER &R SO 68 S ak[ 7]
O BE A2 i RE B4 B ARV SRR, S B AT S I i s B R ORI BT %
BT,

S5Ek6 1A, A X HIEA FEENEMEAEAE R
Ry R, FIBTR] DR B 45 8 09 B AR E0UR] 2 B iR w27
EXETRHFHIBMESRERERIEE. SXE7]8
FHEMAK. AR B R A TSRS, SR T X
MEERFMEREL A HBESMEERS TEH®B
BHERERYE . AXFTESIIR6, 7TIF LT g
R 6 ¥,

3 HhBRESHHEER

& X

KEER REBR REFF RENR KR BEEK BEHREREH WAL BHRERALBH B ES
serverl 1 1 Root 0. 99968 245, 92128 #47 Windows F # 3042553 AT Windows E ¥ 3042553
2 ; 11327 Sser 2 izzg; Z?; ;2222 4T Windows B % 3042553,  #47 Windows B # 3042553, .47 Win-
server ser ' g # 4 FileZilla dows %4 & ¥ % 59420, # 4 FileZilla
3 1-4-9 User 0.85833  711.89988
1 1-2-5 User 0.68277 872, 32362 - i ]
5 5 1-3 User 0. 79495 651, 34578 #4T Windows B #7 3042553, .47 Windows E # 3042553, # £ File-
server ‘ : AT Windows $ 38 B F # 59420  Zilla, 47 Windows 348 i F % 59420
3 1-4-10 User  0.79469  839.09286
1 1-2-6 User  0.85834  685. 47884 o 47 Windows E # 3042553, $.4F Win-
serverd 2 1-3-8 User 0.79470  800.74938 jggwgs?f(iﬁ /B;iizisi ', dows #i E ¥ § 50420, # £ Debian
3 1-4 User  0.99936  433.80096 e GNU/Linux 4. 0
F4 FETFRHAERBRBIIEENLER
RF FIRAMEE A B i F HH R FrahtmeEik = & % Rit R¥%k#&
b8 R WY EEfE TEEAE TARAF (THERBERR) 20T %3 B E RERK
1 CVE-2015-1635 3.6 2.2 1.2 246 0.99968  0.99968 245, 92128
2 CVE-2007-2318 3.6 2.2 L2 324 0.85888  0.85861  278. 18064
3 CVE-2008-5416 3.6 2.2 12 510 0.79520  0.79405 405, 42450
5 CVE-2008-5416 3.6 2.2 1.2 510 0.79520  0.68277 34821270
#£5 IER61ECERITIHET serverd BB B2 DT B ST 0E T
_ X #F bo& F3: 8 . b &3 % P Py
X# K& B AR 4 o R R R Py RHREBRE R KHAERALEH ARG
1 126 User  0.0016 1. 6904 o $.47 Windows B ¥ 3042553, 7 &
X#I6]  serverd 2 138 User  0.0003 1. 2769 $AT Windows R4 3042553, o sl 4 8 E Debian GNU/
#+ 4% & Debian GNU/Linux 4. 0 .
3 1-4 User 0.032 1. 3296 Linux 4. 0
1 1-26  User  0.85833 25. 02809 o $47 Windows B 5 3042553, 7 &
X#7] servert 2 1-38  User  0.79469 2439123 #AT Windows E 3 5042553, pu vl "4 % F Debian GNU/
# 4 £ Debian GNU/Linux 4. 0 .
3 1-4 User  0.99936 16. 43856 Linux 4. 0
T B CHERBHHISREE A T BT
<& EHEELEE ENER PPN HERBE StHE W B R E REGAERIERY
F4H*E i k4 - HEF R AR b S BEEREAE
x#[6] EXINS - E-¥ 733 E S A 45 EW, T HEH T kS
X#[7] B, — S S RER x4 5 EM, AHH ES 7
X EN, BRSNS FR A 45 ER, % ER £
ZERIF AU T BRAE TR R KM%k & 2B $ = v &
R B B R B, FE LA RO 58 S S VR
WL BIAYGE BiFRUThiER K VS B8 HEs B e [1] Yigit B,Gur G, Alagoz F. Cost-Aware Network Hardening with

MR TR EE R BT AT XSG BRAFEENITE
TR ESRIEE TR S BN ERRTY B, Re R
W R BT, B8R, BB AT RAE T 4% 30T 3
TR
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Limited Budget Using Compact Attack Graphs[C]//2014 IEEE
Military Communications Conference (MILCOM), IEEE, 2014,
152-157
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FERBUEERAREA . ROC MLk T WEIAR AUC H{E R
1RGSR B/P D RMRBE . NESTLIFEN, 8 RHE
FH AUCHEHE R . 5565 Bl i 1R 0 o el , 25X 8
B REEIEA P RBHBRIERIUE TR 2BR .
HWiE  HEEFRERKVERN B CREZ—, T
AR RHE SR BT TR R R VE AU 4 30 2R | AR VRS T
BWRBR BERERNN LN ETEERE M. RN
ARy B E e P R B B SRR ER A Fisher
SERFEFEEREN, AR RFANEENRBREMNA SVM
TARFTEMAFBESRE. XPETRPITARKIESE
WA L2 T HKBIREN S, LRI, Bt RERITTAR K
KRR T, R A BB RWOKVE R 7 47 0 M E B AR AT R
BRVE, r KB E SR ERTTRFIEFT RN KB E
834 (E R YN ZRA0 I A A BT REAR , B B (RIETENS R A
ABEERBOLT , B HRE A SR MK ER P .

2 % X &k
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