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Research of Passive OS Recognition Based on Decision Tree
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Abstract As the problem of network treat is getting worse, it makes great sense to study the method of operation sys-
tem recognition, which is a key part of network security evaluation. Current operation system recognition based on
TCP/IP stack fingerprint database can not recognize unknown fingerprints. A passive operating system identification

method based on decision tree was proposed, and it was compared with other classification algorithms. Experiment

shows that this classification algorithm owns a better effectiveness and gives the explanation about the result.

Keywords OS recognition, TCP/IP stack, Fingerprinting, Decision tree, Effectiveness

1 518

FEE M4 E BB ER K, EEANRERNGTEXRE
B2, EREREHLBAFEREENEN, —FH,
BIRAE T B AT A S S b I E T S P AT 5
BB EENEERRLRED RIEERERS
KN B H PRGN — N EEHRTBS . REREZ S
BRIk Z — 3 2 Kot & BRI , T4 K34 % 2R
RERERSBRERZEBEMHAENY , BHBERFINIIFER
ERMEZ RGN RBEAZ —, B RSN FR A
PHE TR RGRFIEAR BN T AR B

1998 4E Gordon Lyon™Y % #i T #F TCP/IP th s A% i 5
YER GRS T B Nmap, Z T HE S m B EVE X KEK
ETAR BRI A B 5 EYLH ERE B ZiR50T
BWRERSE, EBR KW AEHEERE RS BEARKEN &
K, RIS EFEFHFHK. Greenwald ZHM | I T
5 iE M S RET B E RRR , HA R PR AR T A BRI %
HRIAHIME, Arkin FP R B ET ICMP thiliks SUFE
B EShHRI mRRRE R S vk, B)alsd £ 3h &% UDP fi IC-
MP #3R 30 E| B A7 EHLRAA ICMP 4 8., R 5 R HE ICMP
HE PR MBI EERTTE TS 2 BARENERITER L X &
FEAHED , 58 AR AR RS T AT ORI HRE RS, N T H E

B/ E3:2015-07-13  iR{E H#.2015-10-26

ERBERFWER, ZITEEH ICMP B TCP #hill, H
ROHARBE T 7 [ B8R 1 28 08 AR R B B DU SR A9 TR 5 (8]
R, Medeiros % $2 i FI A TCP h Gk BB RN R FF B 3K IR
FBAERGE, IR T AR BRAE R GEXTE S E RN KBTS
A RS R, R ERE NN R BHEES(ED
100k) , S A SZBR , 4H IR B . Shamsi £ R H B T4
HitW A ORERANIRE, EHRQUEFMA T RTOR
ENTESREAL) BT, T AL (6 $0HE M B ) R W B i A o B
HIARMEREIT R E R, A T RE BT SR B E R &, TCP
B I — 8 ISNCEIIR 5 F1 ACK (B 88 58 R iZ I AL
ARBAERG B SHiERE L R0 E 8 B R E A RECRR.
BRERIFE S IR T MR HEBA B RE AR A BBk
BRI E , T R as AR REA SO MR BT R BN E , B
BA BRI ARI AR, NIEES R T TCP/IP Hh
Wik &9 TCP ALES KRR G RN TTE, oot T A R#RIE
FGext TCP I L0 B FIwa R 3R d9 22 5+ (B RZ D7
RER BOR BRI IEF A R R .

FEE BRI BR MG A, SRLER 2 BT B8 H
BRAERGIRBIEAR P . Robert™ FI T MK W ot #4326 28
BB IRBIBRAE R G AR T B 7 I 58— YR A
T pOf BB BUERITESUHITIGR, 58 — A A 27 Web IR
%A LR IR SR T ISR PRR A RAEH XL FROuAL

AXZEF QRREELS KB (61072067) , B E AR 01575 & 1R (2009K01-46) B8l .

RIERE(1975—), B 8+, B, TEM R A MG E  METRES; X B (1990 —), BBt 4, TEHAR T M ANENE.FR
%24, E-mail: liuhaifeng925@126. comGEEMES ) ; RIRE (1990—), B, B4, FEMR S HIMENE,

0790



B R E TR IR B, (H R T T R T
AR R, RABTER AR, Carlos U9
PP IR ARE R R TR T Nmap R,
FER—LRERGEI L, R L Nmap 885, HREE T
&K% F RPC IR %, A EAR. ERmEKESHA
SVM LB T #AE R IRA  F BB IRH T RFHE SO0 Y
YERGE (BRI AR BRA B FITHELELL T, Rl R AEHE
B FARERS, RNERT RS HL. TIIKER
PEEVRETETFHFRESBAMAA 0 LFESEH
BRIERGRBIRAH 7, L7 R T X RIERGRIBIEL
A R SR RS AT A B IR R BT R . B R 11
TCI L R Sy SN R AE S 35 AN BT 5026
TEABOHRRAR T mR AR T EX R AHESEE B KRG

HXTBUA SRR R ERA TR MR LR T
ETREM SR REER, IS M0 KB %
T LR B KRB TR A

2 TCP/IP thill 4894

HEEM ML AR R B R7E RFC iR, Bh T
RFC #iiE R E— a7 A f ik 8. (R AL Stk i ol 3%
I, N AR R RAIE RS ESL B TCP/IP this R it &7 7E 40
WEES. FTiIBR TCP/IP HhURHE BURBIF AR, s R iE
HHRM 487 TCP/IP MR e SEBE b B9 2 R R HERR JF LR
BERERSKHAR., BEl,ZT TCP/IP iR IE KL E &
BERG RN ERBAR. BRBIERFERIEESHES
M SHIFR R, A E R RERF RN T, 5
FERRFIFEAM L BT RASEA BRI RZER, F
A ST BMAN TR FF 44, T E 6] LA B K 885 89 0L
BERS A ERBETEANMNERE.

HTHIEEBRRERAWERN, MEEHEARTESH
IHERRER LIRS, DA BH RN IAS S, Fa
WHH T MEERESER, XEE AN T ERBERGIR
FIRIXERE . XEARRE R DA GNP R HEL
RS BRMRE DB AR R, 74 & FEIER W,
R E TCP Al 3631 B mi A9 SACK T LA B 2 i M4 M 48 B B ot
B, —S4EE iR (B, $TERPL B AR A iF TCP $rill Al
PRI T , T BT BB AR R G M F 33 B/ Wl i
TR A58, 140, Windows? H8 4k v it 2 S8 28 Y oef [|) BR 22 I,
HEERERNEEHN., XEBREEHTEXERAEE
H. 1508 3 FERIERGIRQE R ML,

K1 BERFHRL
0s LEN WIN DF TTL MSS OPT
Linux2, 6 48 5792 1 64 1460 MNWST
Windows? 52 8192 1 64 1460 MNWST
Windows XP 64 65535 1 64 1460 MNWSNT

T Et A A — SR T TR
(1)LEN 7= TCP gar %t IP BiRankE.
(2)WIN 7 TCP ESL BB HE O K/,
(3)DF #ARETHH .
(OTTL RREFEN ), EEBORTE A MR TTL
WIRE, AR BRER G R AN TTL Wik{H, HBNHE
o« 80

64,128,255, SCER[6140iTH T KB MR QK TTL {EH
B BB e, KB TTL (EERR S 4 64,128,255 BHE,
BBk HTE 16 B 20 Bk /], &£ F it A NER AR T &
HEHBERKNVIE TTLE, BHEEERMN TTL S0 i
IH—{bab 3, A B XA B TIRBRERZHIRIE,

(5)MSS BB AL H B, IR FRR TCP &HR
— SRR BABIERMKE Y — N E R A, % B XU AR
EEEHKBH MSSHH,

(6)OPT F7x TCP WSk ] 3630, R H O3 KW
(WS) EFEFIAEIT(S) (B Bk (D FITREZ TN,
AR P — MR EENRE, AR ARERK LT
FMEARR IR AR . B 50 %843 8 5 X7 B b i
EAEHRM T E B, IR T TCP GEF T, RiR
FRERFENWERKE.

PRELHEN TCPET EENHBEEB(SYN 5
SYN+ACK MEHEE) PREUH M, By RN HELR
EXFRIERZEHWEABEE.

3 ETRERERIERGIARREIGIT

BHESEARBELHRNEENEZ—  FEREI 4
BB R AT =4 5 FRAAE IR , BB 43286 R g ke 7]
BRXEETHESRSER, BRI EERESHH,. =
BEQE . ERSE N HIR IFRNENSEFTEE.
SHASKFEHL, RERS>E T EFEERARGTER
I R L R S SR AR AR R B (R A
3.1 CASRERHER
301 4EaBE

fERAEREARGERATCHBU X MVIGESELH
—MEEER. FREEREEFNEEEEENNKE
H, RERMERIBREFEN S EHAHEEZH
BMOER, HERBEAERAERRENERBN T~ Bik
NGRAESR S, HBWGRABE> R L 2K C=
{Ciye+, G} LB S S RIS BRI A .

(9 ==$p(S)log: p(S) )
Hea, p(SHEBEERFET C MLsl.

BIRREESE N A, B A= (A, A, ), 58 A; 1ERWR
BYESATRIS IR Values (A0 A, WEEIR4BE A
SREAES S MEBNERN.

Gain(S,A;))=1(S)—

s Slies) @

v Values (A} | S|

Hi, |SIAEAESGHITEN S8 STFREA HER
v I TFELENH. WAHTUHBE B SRER . HFoR
{%AE\%%X%%

Splitlnfo(S,A;))=— 1S, |

2
V€ Values (A} | S|
At ER R B A BB R,

Gam(SyA )
SplitInfo(S,A;)

ghg iR R LR o OB EITEE, B TS T I ik
FRER. WBTARRORE, i HRARE. RE
WA RS, MR BT SRR A BERDT, B R 2%
IR

Ratio(S,A;)= 4)



3.1.2 REMTH

T R B B R B Y T BR S 1 RO B A9 oL B L
A, BEX R HIT—E BT RANTE , BY = e S AT BB %
BEFMAREN D . AXRAT BB, B RF
it ERNSRE A ENEREE TR, BLEREREN
BRSBTS Pe s i WAR T S FF R e B A 3BT 19 55, 31
BEHBEIWEMRS LR B EEXAKN LRIENTRS R
Bt . N TF—BRERBEMEKFE o(CL 5 BiEh o B
A 0.25) 48R BEURN 445 , AT 15

pr—=al >y, =, (5)

qd—q)
N

$oob, N BREASCOUR AR B E Oy N MEA S b b
BRI I A =L HMEEIRER, ¢ HHEMIR

EE, & 2=1-U_ NBFE o 55, 8t EXTIHE
H g MEREER, RS RIEEE LR AZH RREE .

2z, Jf _f 2
TNt N N i
1+N
WA HIWTBIBRIE e HI K/, ERBTFENH.
3.2 BTREMSABOBRERGIRIIRD
A 1 FR A SCHFTHRAE RIRBI RO R,

(6>

TCPH K S
A%
e
FH

Bl ETRENNBERERIKER

HEBNCHMWEEL, RRBERKIRITFENTE
80, K S B E AR SR, R E AT, W
AHRL B R G s 7 R RESE S UUEL , W) P e S i 432 38380 47
HERTN ., EERRBEHNBRIERFHN LI BIERKRE
BB REEE, R AV F I BSR4, T
LA SOt R B ) R AR SO Y AR ER G . 7ERI YR it
1143 B0 E S X BB AT AL 38, B SR IR IR SR &
BEATHRAE SR B 25 S E AL R AN B M )T — b B B Bk, HEAE I
B RIEYIGEIEE . SRR TR EERE
Wik TTL {8, EH B E AL 5 (64,128,255} B, R
TCP "] I A 2 75t RSN E R G R 1B, AR
A AT IR A — A FAR B, W B X AR I T
WAL, G — T 24—k S BB M SR BT AR B W
WMMEBRNE. TAAETEE . FIRNGER —RI R,
F R s e SRR ABE Y, ) A A0 e SRR ASE B Ko oA S A B
AIAT 5335, F AT HE B T , 18] B 75 B A F — 2 AT
XA HOMERY ) HE B R HR AR AT VLAY .

4 LBHE

4,1 SCIGIREE

AR IRERGIR YRRk B pof, Nmap F F 3
BERERIEENIES FIRRIRT 2015 46 A 17 B TH
10:00—12:00 Z A£G FHEHFRBEREEMEN SMNE

WERTELL, —3E 2500 MEA L BRIERGEMAN 10 Fh, A3
BT EAIER Weka V&, HEHFE = RIERFFEE
TFIAVAFEHFERE ARERT ¥ R SIER,
DR T BRI SRR R BALSE , I DASE 4 28 ORBR A 3R
HH AR ETIRE.
4.2 XRBIESHERLH

AXEFENEEGRSIGEREMEEEET BERER
B EIEZ (TP Rate) MR i3 (FP Rate)4 > J7 H R TFAh P 5
WEREMEE. S2BMERERERIEISHE SR PER
HEEBR, RN RERRE LA EURNEER B4t
MNM15% ., SEEBEBTR, W AHE R E R ERD 2%
UM ; B IE AR R A E R W7 BT 5 B LL B8, RB S
R I RIS SR A AR BIEF IR . (RIEZRHE S AT
v N AR RS R A R TR RE R G, I RS e
B/MEBT EABEEEM. FEh T B RWEE N TR
P4y AR LR, BT Z R R B HL(SVMD FANE I3
((Naive Bayes) B RIHT TIHHE.,

R T GIER AR, R A T 473 XBIE, B
BAREA A 10 6 BTG H P 1 9 BE R VI G EEE, 1 1
WRBEE , XA B R A R AL, BIRBIE & H
HAHR MESER, B 10 RER ERENTHEMEIER L
WERAEHRE, ATEPHEAN 10 BBERLES BHHEL
AR L RIE QREAR 11 MBS RIInR 2 fk 3 5,

R2 BERGIELEAR

RERK HEH
Windows XP 241
Windows Vista 249
Windows 7 503
Windows 8 117
Windows sever 2003 150
Windows sever 2008 60
Linux 2. 2 261
Linux 2, 4 179
Linux 2. 6 118
Linux 3.0 122

£3 BRIERFIBOEFIRIEREX

REM .
B4R X
LEN TCPH#T#EH IPRECHKE
WIN TCP # T # R EF U AN
DF REHK
TTL AR E AT
MSS BAB|XtEWBKE
WS FoyrABETHAEHK
SACK HBEMEHA,E TCPREFREE LWL
T RESH o B &R
N RECHRBESRRA, £EH T4k TCP X%,
EREERBALFIHRY

F RTHEKHER A SYN AR SYNTACK K #E4 FREM

RFTHANKER, FRRERETHRHNF,

Optmode T 4 5K AR

F4FHETERERS Linux2. 6, Windows XP/Windows
2003 A H] I (Optmode) , Bl 4N Linux2. 6 X #F 5 4 Al
I MSTNW(M, S, T, N, W 43 5%t R $6 se BB B L B9
MSS,SACK, T, N, WS 35 , Z o[ 3 W R A W IR, &7 4
T MST AL RAMEAF R AT R, REIMBRIERS,
A A BUE | Al R AR .

o« 81 o



R4 BREREHIRK

3 WA R, Linux 2. 6 Windows XP/2003
R 1BHEL MSTNW MNWNNTNNS
BR2AEES MNNTNW MNWNNT
ER(EETD MNNSNW MNWNNS
HRAEEW MST MNNTNNS
#R5(£#SD MNW MNW

#R 6(EH SW) MNNT MNNT
BRT(EEWD MNNS MNNS

LRI 5 BFrF|, Fh bR I (NB) 7y ik k5
REERERA 70. 24%, B THERME ARG H R
TEABU SRR ERSURES T, BT KSR BEE,
HEFRARARX T C4. 5 A1 SVM B, AR DL S RV 7e 4b 28
R RMEREAR, FARTETHEHFERR TEMHER
RER , BRI\ AP it AT R B K B R RIS B S PR A I BT IR
RELHHRELRENE R, ELHEMAGRP B HKAE
HE IR EER I FER, RER S R R BR 1 45 (8]
HALE KR EIER . W C4. 5 Bik7edew @ | &L
FE LRSI R R R R Y, C4. 5 BRI B R IR TR 45
TR B SR, BB 057 RO S A 23 A R AL BT SR K
TR, FEAL BRI RAE R SR SO AT, (VBT R EE
P, AR B AR X 1] B, FEAL B A MUAR IR SURE A B LA B B B 4
REILS . SVMBHERMBEREKZ B SVM BER[H] 2 5k
FWRIER 10 55, AL BBER BRI R, A XFEIRF] 10
FIERLG, SVMBERY 45 MrER., BRBREMEDE

= Sricy A QL e i S I
F5 BRAERGREEAETIR RN E L
¥E4aH  EHRECHD HREQD HM R ()
Ca.5 89. 29 10.70 0.06
SVM 81. 31 18,69 0.55
NB 70. 24 29.76 0.03

&6 FRAET 3 MoRERMNFYEERMPYMIE
RPEMER, XM E R RE S R KRB IR, EH B
SRR 9 H IE RE RV B IE R, R 57 A WK B3+
FASHIRMEEFTRONG LA RN T EEER. ARF
BHEE H,C4. 5 BRI R B AL T HALPIRh KB

®6 3 MAIRERIARR

FEat  PHEEER  FHRER
C4.5 0. 892 0.015
SVM 0.813 0.08

NB 0. 702 0. 082

RTFIHT 3 HRIERGRFIMNER. S F Windows
TRAERGN 45 FISBORBBIERRIR G (AR X I B
SRR Windows Vista, X FERENXFMHRERSE
ETABLIAE R s Windows sever 2008 [JiH I SR L 88
= HAREHEL, AR EBHREERG RO HE
BLHARTE, RZBRERG AP EENEERE.

RT IHBRERENIRFIGHR

RHERL HEHE  kEHPFBLHE
Windows 7 503 45
Windows Vista 249 36
Windows sever 2008 60 20

2 5 FF M5 AU 2 B 238 U “ R A HE 807
AT RWEER  EREAE T R BN B ETE S BB R
.« 82

HEGHRAHR RS, ATHRXE L FFRHHRIRE
HBCR, AL EEABLE X LW RAEL WA RN RS
HATRBILE, L WR T LR TR KRR LM AT
SRTESUA K Nmapd. 90RC1 8 R34 “ T8 807 B dg 3t
621 %,3X 621 KIEBUAXN AR IRHRER KK, 1§
XERMBLENE | FIRRBRENBA . ERINK 8
B3,

R RABLHIRRIGR

[ HYE V3 & .
AR RH EAnEH  ARTHK BOR 5 %
621 223(36%) 326(82%) 549(88%)

MR 8ATLIE W, “RAE ORI IR GUE T 2L A #E
Bk 223 %L RAE 43 LR 3600, AN 398 RIBLE
REPRIRIHEAT 4328, R T BCH 326, MERRER K 8200, 1
B R B R SR AR AR 22 8804, TR B A SCIR i iR
FRGERABRRHRANERE,

BRIE  FIRAYLESE S I R ERAE R GG B4 28 0R R
R FERBERF IR — B R PL ALIAT E
TR BRAE RGN AR R, SCRTE W T AR B A B
AT #HE— BRI ERR, RO RER R, TEH—
BRERGUE., HBEHOR, A TEAXFEAT HIRER
FIRFIBA , REEKIEC MR ME B, RAINEER —E
MR, IR E SHAME S URET AR
RERATA, REXT —SHEHEN.

2 & X W

[1] Schwartzenberg. Using Machine Learning Techniques for Ad-
vanced Passive Operating System Fingerprinting [ D]. Ensch-
chede: University of Twente, 2010

[2] Jiao Jian. A method of identify OS based on TCP/IP fingerprint
[J]. International Journal of Computer Science and Network Se-
curity, 2006,6(7B) . 77-82

[3] Fyodor. Remote OS Detection Via TCP/IP Stack Fingerprinting
[EB/OLJ. (2014-06-23) [(2014-08-21]. http://insecure. org/
nmap/nmap-fingerprinting-article, txt

[4] Greenwald L G, Thomas T. Toward undetected operation sys-
tem fingerprinting [J J. Proceedings of the first conference on
First USENIX Workshop on Offensive Technologies, 2007, 20
(8):6-7

[5] Arkin O. A remote active OS fingerprinting tool using ICMP
[7]. USENIX&.SAGE, 2002,27(2) : 14-19

(6] Medeiros J, Brito A, Pires P. An Effective TCP/IP Fingerprin-
ting Technique Based on Strange Attractors Classification[ C]//
Proc. DPM/SETQP. 2009 .208-221

[73] Shamsi Z, Nandwani A, Leonard D. Hershel: Single-Packet OS
Fingerprinting[ C] / The ACM SIGMETRICS Conference 2014.
Austin Texas, ACM Press,2014:1-12

[8] Liu Y,Xue Z, Wang Y J. Remete OS Indentification Based on
TCP Options[ J]. China Information Security, 2007 (11);71-72
(in Chinese)

XUEe, R, TER. BT TCP MR M ALE R EE R IR
Ul FREES5EERE,2007(11):71-72

[9] Beverly R. A Robust Classifier for Passive TCP/IP Fingerprinting

[C]// Proceedings of the 5th Passive and Active Measurement



(10]

(11]

[12]

(PAM) Workshop. Boston USA, Springer, 2004 :158-167
Sarraute C, Burroni J. Using Neural Networks to Improve Clas-
sical Operation System Fingerprinting Techniques[ ] ]. Electronic
Journal of SADIO, 2008,8(1) :35-47

Zhou Tiezheng, Li Yuan, Zhang Bo-feng, et al. Operation sys-
tem recognition based on support vector machines[J]. Journal of
Tsinghua University (Science and Technology) , 2009,49(S2)
2164-2168(in Chinese)

SRk, M, KIHE, F BT XM EVNRIERERNE
B EERELR(BARIEMR),2009,49(52) : 2164-2168
Cheng Shu-bac, Hu Yong. Operating System Recognition based
on Singular Value Decomposition and DAG_SVMS[J]. China
Information Security,2013(9):66-67 (in Chinese)

BE% .05 £ THFREIEM DAG_SVMS RIRERF AR

{13]

[14]

(15]

[16]

REI] FRELGEERE,2013(9).66-67

Shu G,Lee D. A formal methodology for network protocol
fingerprinting[ ] ]. IEEE Transactions on Parallel and Distribu-
ted Systems,2011,22(11).1813-1825

Kohno T, Broido A, Claffy K C, Remote physical device finger-
printing[ ] ]. IEEE Transactions on Dependable and Secure Com-
puting,2005,2(2) : 93-108

Tom M. Mitchell. Machine Learning{ M. 42, 48 %, i%.
6T BUME Tl 8 Rt , 2013

Liu San-ming, Sun Zhi-xin, Liu Yu-xia. Research of P2P Traffic
Identification Based on Decision Tree Ensemble[]]. Computer
Science, 2011,38(12) :26-29(in Chinese)

N =B, MG, IR E. ETFRERE RN P2P BRI R
01 HEHRE, 2011,38(12) :26-29

(E#F 78 T

(4]

(5]

CH

(7]

{8]

(9]

[10]

[11]

(12]

[13]

[14]

Arumaithurai M, Chen J, Maiti E, et al. Prototype of an ICN
based approach for flexible service chaining in SDN[C] /2015
IEEE Conference on Computer Communications Workshops
(INFOCOM WKSHPS). 2015.5-6

Gao S,Zeng Y,Luo H,et al. Scalable control plane for intra-do-
main communication in software defined information centric net-
working[ J]. Future Generation Computer Systems, 2016, 56
110-120

Liu J, Wang L, Zhang Y, et al. Hierarchical Caching Manage-
ment for Software Defined Content Network Based on Node
Value[ M7 // Advances in Parallel and Distributed Computing
and Ubiquitous Services. Springer Singapore,2016:67-73

Cho K, Lee M, Park K, et al. Pack, Wave: Popularity-based and
collaborative in-network caching for content-oriented networks
[C] / IEEE Conference on Computer Communications Work-
shops (INFOCOM WKSHPS). 2012, 316-321

Arianfar S, Nikander P, Ott J. On content-centric router design
and implications[ C] // Proceedings of the Re-Architecting the
Internet Workshop. ACM, 2010:5

Psaras I, Chai W K, Pavlou G, Probabilistic in-network caching
for information-centric networks[ CJ // Proceedings of the Se-
cond Edition of the ICN Workshop on Information-centric Net-
working. ACM, 2012:55-60

Psaras I, Chai W K, Pavlou G. In-network cache management
and resource allocation for information-centric networks[]].
IEEE Transactions on Parallel and Distributed Systems, 2014,
25(11):2920-2931

Chai W K, He D, Psaras I, et al. Cache “less for more” in infor-
mation-centric networks ( extended version) []J]. Computer
Communications, 2013,36(7) ; 758-770

Wang Y,Li Z, Tyson G,et al. Design and Evaluation of the Op-
timal Cache Allocation for Content-Centric Networking [J J.
IEEE Transactions on Computers, 2016,65(1) :95-107

RenJ, Qi W, Westphal C, et al. MAGIC: A distributed MAx-
Gain In-network Caching strategy in information-centric net-
works[ C] // 2014 IEEE Conference on Computer Communica-
tions Workshops (INFOCOM WKSHPS). IEEE, 2014:470-475
Cai Jun, Yu Shun-zheng, Liu Wai-xi. Caching strategy based on
node’ s importance to community in information-centric net-
works[J]. Journal on Communications, 2015,36(6);173-182(in
Chinese)

EE. A0S NHNE ETHAHAREEN ICN ZFHK

[15]

(16]

[17]

(18]

[19]

L20]

[21]

(22]

(23]

[24]

{25]

(J1. ;B{F 4], 2015,36(6) ; 173-182

Saino L, Psaras I, Pavlou G. Hash-routing schemes for informa-
tion centric networking[ C] // Proceedings of the 3rd ACM SIG-
COMM workshop on Information-centric networking. ACM,
2013.:27-32

Hu X, Gong J. Opportunistic On-path Caching for Named Data
Networking[ J]. IEICE Transactions on Communications, 2014,
97(11).2360-2367

Shimizu H, Asaeda H, Jibiki M, et al. Content hunting for in-
network cache; Design and performance analysis [C] // 2014
IEEE International Conference on Communications (ICC).
1IEEE, 2014,3172-3177

Lee M, Song J,Cho K, et al. Content discovery for information-
centric networking[ J7]. Computer Networks,2015,83;1-14
Zeng Yu-jing, Jin Ming-shuang, Luo Hong-bin. LICA. A Seg-
ment-Popularity Based Caching Scheme in ICN[]]. Acta Elec-
tronic Sinica,2016,44(2);358-364(in Chinese)

WF &, BTN, B, BT A S RRATESENE RSO
W45 BAF SR [, B T241,2016,44(2) . 358-364

Wang ] M, Zhang ], Bensaou B. Intra-AS cooperative caching for
content-centric networks [ C] // Proceedings of the 3rd ACM
SIGCOMM Workshop on Information-centric Networking.
ACM, 2013.61-66

Ge Guo-dong,Guo Yun-fei, Liu Cai-xia,et al. Collaborative Cac-
hing and Routing Scheme Based on Local Request Similarity in
Named Data Networking{J]. Journal of Electronics & Informa-
tion Technology,2015,37(2) :435-442(in Chinese)
BEG, B GXRE, L. SR BERYE T REER MY
R IEEFRRILRL] BT 57 8%, 2015,37(2):435-
442

Wang L, Bayhan S, Ott J, et al. Pro-Diluvian: Understanding
Scoped-Flooding for Content Discovery in Information-Centric
Networking[ C] / Proceedings of the 2nd International Con-
ference on Information-Centric Networking. ACM,2015.9-18
Xie Z,Li X, Wang X. A new community-based evolving network
model[J]. Physica A Statistical Mechanics and its Applications,
2007,384(2):725-732

Newman M. Networks: an Introduction[ M. Oxford University
Press, Inc, 2010

Bernardini C, Silverston T, Festor O. Mpc: Popularity-based cac-
hing strategy for content centric networks[C] /2013 IEEE In-
ternational Conference on Communications (ICC). IEEE, 2013
3619-3623

-83-



