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Game Model of User’s Privacy-preserving in Social Networks

HUANG Qi-fa ZHU Jian-ming SONG Biao ZHANG Ning
(School of Information,Central University of Finance and Economics, Beijing 100081, China)

Abstract Based on incomplete information dynamic game, this paper analyzed three kinds of game between attackers
and defenders of social networks: offensive-defensive game, mutual defense game, joint attacking game,and further dis-
cussed the effects of relationship levels on game process. The result tells us that incomplete selfish defenders can opti-
mize their overall defense and the degree of optimization is depended on their privacy value and relationship levels, and

collusion between attackers can obtain higher attack utility, but relationship levels have different effects to different at-
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tackers, The result of this study has a certain guiding role to social networks user’s privacy-preserving.
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. BEHE TR S H RS, BT LR SR Y. R, &
WA IE M4 A P43 SR FE S B 5 BB SRS, AR #RR A
IR AREE .

B TGRS ATF R G &, I RBRE 1L Bk
A M4 S A A T, B, A T RE A RE W)
FHFATIGE ST P RSB ETE.

EE2 EHHERSHEHEL, EESIERESRENE
ARBERA, WA B TR & 2

AR, Bt Mg P o E B PR 2 1,
HHEFPABYEE WA BB T E SA, bR M4
EHNBREWEAEN C., REIRIE TR B AR 2C, , Xf a4
AP ESHB[UER AN G, BB FHEAEN 2G,, A
C.>Cy . FIF BB H SR BE 53 51 2 55 B S F0 5% B 480 , BRURA B 4
EHAH R V2V, SBALEE B 8 % R4 P& sh
Bkt

AR E WA BE 7R 3. 1 R4 8 —#
T, et R Mg & sh 55y A G, 53 B B P
B, RS G B Ss B SR P R B A o & sh i mh ,
HRM BARA—D)C,, BHH AN C.+(1—D)C, , 347
Bds R V. BESAH U = (W /(C.HA-L)G).,

BUGEH SA BEBGE AR 3. 1 RS 1 fy
R, BT MB R S5k, Bk G, B EM AP 81
A, SR 5 15 B 59 B AR A P xR B P R s iRk, o
LB, A A—L)2C, , BRI E AN C.+1—L)2G, . 348
RBEEHEWE N 3V, A U. =BV /(C,+(1—~L)2G).,

ARG IR, WG P R SRS T, B S
ST E WA X+EAE R4 & 3 55 B0, BUZh B0 55 B 6
AP RIEHIRTE# SA 5 Bh 53 B 8 A o it o B P & 3h
By, M.

BWTE WA RERAEN C BRI R V. WA
U'wa =(V)/(C) .

BIHE SA W BAN(1—0)2C, , % R 2V,
HFEREU L. =0V /((Q-L)2G),

BAYH SIS d Mt .
AU =Ulye = Ue = (V) /(C,)— (V) /(C,+(1—L)C,)
>0
AU, =Ul, —U,=2V)/((1—L)2C,) — 3V)/(C,+ (1
—L)2C,)>0



b, 35 B i 3 1 Bt 32 AT SRR, SRS P R 3
BR-G Bty AR AT LASRAS S BBt A

WHE R AU.. AU BT EART B S, AU 5L
BB, UL 5 L BIEL, BNF P ZEH X R R %, JhE
18 R R B B B, 55 B0 U AR R B
SR T E DA R IER K. B, REGEE LB IGE
FEEE T RBFELE.

B FE Ny +1+N: AP HbR N 1A
FIP BRI OME S V, R 55 B RS, N2 > F P AL R4
B2 2V, RASEDESRNE . MPANTEE S 5 A XT3 R
% R BT

P E WA BERE 7R 3. 1 WRE RS 2 #
TR, BRA XL R 4% K 4% P B R P R B3 B0 S AT
&% R 55 B A PR P B i LT » 56 B A P P B R U B B I
T RAA

N N.
TCu =Cot ZA—1G+ ZA—1)C,
FAKBWE RN+ DV, ERE R
Ul =Ny +DV/TCu
BRI EE SA B RME RHHBE, A R G A

JERTRAGH BISRER A B W RS 77 3oxd R & R B9 F P & 3h I
i, B AT LA D W S B Bk iR AR 4 5

N Ny
TCa =C,,+.El(1_l,‘)c:,+.zl(1_lj 3G,
i= j=

TCE =ca+lzll(1—z,-)2c,, +:§1(1—z,-)2cb
RBH BN (N H 12NV, BEGEE R 438

Us =N +142N)V/TC

UE =(N,+142N;)V/TC,

M A LR, dHAE AT MY B P R BBRS B
BiSS g WA M3 M4 R 3 B e, Bob sl oh, @ xdit
TR HE XA RAMENER, HREHE WA RATEEI
BRI AR R AR BT A SA, X M4 S RETE B A
KEFHEE, T LU S S R SR L SR A P R R
W SR e R & SA & B FE B A P H A P R 3R
Y. ATEEITENFE, BH MBS BRI

B 7. XAt 3e P4 H 4 55 B B P R 3 55 B KR Y
3% A5 %5 B B A 7 & s B IR AR BRI AT

Bk & B A -

SRR P WA, B A B s s 3 5 3R Bk
SYrEatHEE.

SEF B P SA. i AN

TCsa =§1<1~1,- )2C,
FHBHIBE W 2NV, BRR

U =2N,V/TCs

BEBTH 5IERAHEHEMLL:

FEFM A WA MZGER A BRE L

SREEAI A SA:

AUA =Us, —U4,

AUE =U3, —UE

WIBEL 7 WHEB . AUA >0, AUE >0,

WS BA Tk AT, 55 B0k B BUR A A 4L TSR
Bt WSRO N, B ik, 0 T IR RIMAI AT, |WEE
P EE Z AR A A RS, R G E R S RE
HIZ AL — RO 45 55 Bt 3 » DA T 8 7 55 T 3 LA AR
etk,

SRiE EHEMERPBRARPHIRS BEER
Bt 2 F R 4% F P AR O 80T » 24T AT e e A i 28 B
BRSNS, AARFHALEN. EdATHSHRINITINS,
A3 4 P E R B AAR S R, SE B BRI AR
AR A IA DU R EE B S Z2 R, REXEE
KGR BRI KF » X B SE A R S B AR B  BEAA B
KPR IR » BLx & % B P BAAMHE R R/ N P
ZIER R B B R T F B & kU, A E UME R 3)
KA R, BARBH B EASHEM ERAKFEER#R
.
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