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Abstract Dynamic testing, static analysis and formal verification are three major methods for improving the depen-
dability of software. Since the result of dynamic testing depends on the design of test case suite, it is unstable and can
lead to high false negative rate. Formal verification is a complementary method for proving the correctness of software.
So far most of the proof still need to be implemented by hand which makes formal verification hard with high cost. Static
analysis is an efficient and low-cost method for detecting bugs in software, One of the promising techniques of static
analysis is symbolic execution, while it has a good control over the degree of accuracy. Targeting at the path explosion

problem and poor scalability of symbolic execution,and taking advantage of shape analysis,loop invariants and function
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specification inference during symbolic execution, we implemented an efficient analysis tool for C programs.

Keywords Symbolic execution, Static analysis, Loop invariant, Recursive function
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1. W s=(lg, true,so)

2. while W#Q do

3. (,pe,s)=pickNext(W);S4=0Q; 3=

4. switch (instr(1))

5. casevi=e;

6. S. = {(succe(]),pc,s[e Freval(s,e)])}
7. casebrel li;

8. if pc A e may be true then

9. Sa = {(l;,pcAe,s)}

10.  endif

11.  if pc A —e may be true then
12. S, =S, U {Us,pcA —e,s)}
13.  endif

14, case assert(e):

15,  if pcAe is not statifiable then
16. Sa ={,pc,s)}

17.  else

18. S, ={(,pe,s)}

19.  endif

20. end switch
21. W:=WUS./S
22. end while
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}

10. int main(){
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11. List *listjint len;

12. scanf(“%d”,&.len);

13, if(0<<len&&len<256){

14, list=createList(len) ;deleteList(list) ;
15. }

16. return 0;

17.}
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