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Authentication Protocol for Cooperation of Unmanned Vehicles
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(Aviation Key Laboratory of Science and Technology on Airborne and Missile-borne Computer, Xi’an 710075, China)

Abstract The cooperation of unmanned vehicles needs dynamic networking for the secure group communication. Based
on the different security domain of wireless environments,an authentication protocol with identity protection for coopera-
tion of unmanned vehicles was proposed, which consists of a four-party security information exchange protocol for the
data transmission between nodes in the dynamic network and an ID-based anonymous authentication scheme for the se-
cure session keys of a node, which supports the combination of the decryption process and the identity protection. Final-

ly,it is shown that the session key has the security characters of unforgeability, confidentiality and non-repudiation,and
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the new protocol has a secure, flexible and efficient method of key management for dynamic networking.
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