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Abstract This paper presented the identification method of encrypted data stream based on data randomness and pat-
tern recognition without decrypting the encrypted data. The method uses the randomness distribution characteristics of
different data as classification features,and then uses the pattern recognition method to classify different types of data.
Firstly, the randomness test method NIST is used to analyze the data stream, getting the 15 kinds of randomness test
values as the classification feature. Then the method creates classification models for different types of data streams.
Finally,the method uses the trained model to identify the unknown data stream. Simulation results show that using the
15 kinds of features,the proposed method can effectively classify the different types of data stream,and the error rate
decreases from 60% to 30%. Using the feature optimization method,the error rate drops to 15%.
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