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Abstract With the development of science and technology, the existing attack graph generation algorithm has deficien-
cies in describing of network congestion, network disconnection, network delays and other unforeseen circumstances.
And in pathing out which route network will be more reliable when all the routes can achieve the same target state has
not keen studied in pathing out. Researches nowadays about the uncertain graph have delicate descriptions about the real
network. Therefore, this thesis will put forward a new algorithm through uncertain graph model,and we can simulate
the reality of attacks by reverse simulation to generate attack graph from the target of attackers and we can also avoid
the troubles of space explosion to help defenders against the risks of network vulnerabilities. Through experiments we
fond that our approach can generate the attack graph correctly and it is also practical for the simulation of large net-
works.
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