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Research of an Efficient Power Analysis Physical Experiment Platform
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Abstract Power analysis attack has become a great threat to encryption chips. Attacks and defense of power analysis
have become the research hotspot. However, experimental platform of power analysis is more difficult to build for re-
searchers. AES encryption algorithm was used to build a high-performance FPGA-based physical experiment platform
for power analysis as an example, The process of establishing the physical experimental platform was described in de-
tail, The platform is relatively simple, fast test speed, flexibility. It will be convenient to verified for the encryption algo-

rithm of the power. The efficient power analysis model was proposed. Tt can improve the exprimental speed in the differen-

tial statistics.
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always(@ (state)

case(state)

8'h00: dout=8"h63;

8'h01:dout=8"h7c;
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AT .
shift s(. aesin(s_box) ,
. bb(aa));
mix m(. bb(aa),
.out(s_mix));
ntomykey nl(. clk(clk),
. reset(reset) ,
. key(key),
. out(ekey),
.d_r(ld_n),
. ready(red)) ;

assign s_add = s_mix " ekey;



always @ (posedge clk)
begin
counter <_= |counter ? counter-4'h1:0;
s_box <(= Id_r ? state’ekey:s_add;
result <C= ready ? result: ( |counter ? s_add:aaekey );
ready <= |counter ? 0;1;

end
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//—user logic implemention added here

LAssign state== slv_regEJ

LShbox mybox (. state(state) ,. dout(dout)_;l
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//implement slave model register(s)
Always @ (posedge Bus2Ip_clk)
Begin: SLAVE_REG_WRITE _PROC
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