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Abstract How to detect code clones is an important issue in software maintenance and software infringements. Clone
detection techniques based on source code tend to fail in the infringement disputes of commercial software due to trade
secret. Therefore,in the scenario when the source code is unavailable for detection, this paper presented a clone detection
algorithm based on binary executable file analysis. Firstly,instruction type sequences of binary executable files are ob-
tained by decompilation instruction type abstraction,then a suffix tree is constructed based on these instruction type se-
quences. The clone pairs among functions can be figured out based on this suffix tree. In addition. this paper eliminated
gravel instructions for enhancing performance. At last, based on MIPS32 instruction set. this paper used respectively
Linux kernel and obfuscated test code as samples on clone level 0 —level 2 and level 1 —level 4 to compare with the
source code detection tools. Test results show that even in the scenario where the source code is lacking, this algorithm
can also perform fine-grained clone analysis and has high detection performance for code clones at all levels.
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Fig. 1 Two implementations with the same function
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Table 1 Binary instructions corresponding to two pieces of codes in Fig. 1

& B 1E ST
KR a mov mov test je cmp lea jne  jmpq nopw add cmp je mov  mov test jne  mov
®# b mov mov test je cmp lea jne  jmpq nopl add cmp je mov  mov test jne  mov
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Fig. 2 Process for preprocessing binary executables
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Table 2 Nine types of instructions in MIPS32 instruction set
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Fig. 3 Part of suffix tree of “BANANA # NAN#”
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. function buildSuffix()

. sTree= Ukkonen(IS, +“ # 7 +1S, +“ £ ) ; //H @ J57 S
LR G B AT S M (E AT B

. initiatehaveSign(sTree) ;

S

. updatehaveSign(sTree) ;
. return sTree;

5
6
7. end function
8
9

9. function updatehaveSign (sTree)

10. for node P, € getleaves(sTree) do
11. while (P, ! =sTree. root)

12. if (str(P,. parent,P,). count(“#”)==0)

13.  P,. parent. haveSignl=P,. parent. haveSignl|P,. haveSignl;
14. P,. parent. haveSign2=P,. parent. haveSign2|P,. haveSign2;
.else if (str(P,.
16. if (P,. haveSignl=True)

17.  P,. parent. haveSign2=True;
18. else

—
131

parent,P,). count(“#7)==1)

19. P,. parent. haveSignl=True;

20. else if (str(P,. parent,P,). count(“£#”)==2)
21.  P,. parent. haveSign2=True;

22. P,=P,. parent;

23. end function
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1. function cloneDetecting()

2. for node P, € getNodes(sTree) do

3. if(P,. haveSignl==1&. P_. haveSign2==1)
4,  CP;=makeCP(str(sTree. root,Py))

5. if (length(CP;)=BML)
6 cpSet. append(CP;)) ;
7. mergeCP(cpSet) ;

8. end function
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Fig.5 Number of CPs varing with BML value and R value
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Table 3

15 14609
20 2626
30 1240
40 802
50 483
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Table 4 Number of function pairs through detecting source

code by Nicad
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10 1395
15 796
20 514
30 255
10 138
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Table 5 Modification details of C4 code

e A1/ 4 e RA] 2/ 4 AT #0047

fgi EE RAA REA  RE o
%% %% % -

main() 28 12 184 17 197 185

expr() 1 3 560 14 150 147

next() 0 1 210 44 86 85

stmt() 0 2 68 10 49 47

H 21 18 76 — 48 22
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Table 6 Test results for clone level 1 and 2
L I E 4
ERER T XH% Ned | SmCad
main() 23 A 2
expr() AW AW %%
next() A S X%
stmt() 23 A %%
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Table 7 Test results for clone level 3
I B4 #

S A XKk Nicad SimCad
main() e A S
expr() A3 A3 A3
next() e = % %
stmt() 3] 4 %%

Ho o AR SCR CA AR AT T v B 4 B R SAE A
FRA B 4, AL 45 8 ] while 76 302 4 for JEFR ] switch i
MM EE M EN G ALl XA ISR
# define # e R BN TS B . 3 8 45t T AR 3CHT Ik  Nicad (K
2 9 1% B “ Type3-27) F1 SimCad CRz I 2% 51 % &~ “ Type-
3TN EE R . M5 R R W, A SO AR ST ) 4 1
T B X 4TS L 1T Nicad 5 SimCad ¥R GBS AT AT T2 B %
# 8 XF BN 4 iy I A R
Table 8 Test results for clone level 4
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