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QoS Quantification Method for Web Server with Mimic Construction
ZHANG Jie-xin PANG Jian-min ZHANG Zheng TAI Ming LIU Hao
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Abstract As the emerging “Internet Plus” has quickly become an important driving force of social and economic deve-
lopment, Web service plays an increasing role in society. but its security issues are worsening. The Web server with
mimic construction is a new Web defense system based on the principle of mimic defense,and it uses the heterogeneity,
dynamics,redundancy and other characteristics to block or disrupt network attacks. Although it has been deployed and
some better defense effects have been gotten, there is still a lack of effective methods for quantifying its QoS. On the ba-
sis of analyzing the system architecture of the Web server with mimic construction, this paper discussed the difference
and issues between the quantification of its QoS and the quantification of traditional Web servers’ QoS,and analyzed the
factors affecting its QoS. Based on the “Wood Barrel” principle, this paper proposed a quantitative evaluation method for
the service quality of the Web server with mimic construction,and used the vector similarity method to quantify the loss
value of the QoS. This effort provides a new method for quantifying the QoS of the Web server with mimic construction
in theory,and provides guidance for optimizing its service quality in engineering practice. The simulation and experimen-
tal results show the proposed quantification method can effectively quantify and evaluate the QoS of the Web server
with mimic construction compared with the existing evaluation methods.
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Fig. 1 System structure of Web server with mimic construction
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Fig. 4 Relationship between executors” Web service quality

and executor set’s Web service quality
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Table 3 Quality and loss values of service quantization

A/A Dips Dctee 4, 9y ws Laa, /% A, Ban; Yan;
A 1 34584 792214 977000 0.002 0.9937 1.01 0.9900 0.9929 0.9829
Ay 35192 781372 985000 0.002 0.996 6 1.30 0.9871 0.9908 0.9780
A 3 34 800 787351 982000 0.002 0.9871 0. 35 0.9964 0.9977 0.9942
A‘ 34584 781372 977000 0.002 0.9836
Ay 5250 272871 414000 0.082 0.9867 1.45 0.9854 0.9929 0.9784
A<12 5409 265667 419000 0. 080 0.9844 1.23 0.9876 0.9915 0.9792
/\[[3 5238 266228 412000 0.083 0.9818 0.95 0.9902 0.9900 0.9803
Ay 5238 265667 412000 0.083 0.9723
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Fig. 8 Relationship between executor set’s Web service quality

and redundancy

# 4 QoS B MM it H

Table 4 Measurement of QoS attribute

A; Dips Dctee 9 q, S
Windows server 2003+ nginx 1. 7. 4 8409 1024 322000 0.036 0.4792
Windows server 2003+ apache 2. 3.9 6937 265 276000 0.002 0.6397
Windows server 2003+1IS 6. 0 3021 102517 304000 0. 260 0.4692
Windows server 2003+ lighttpd 1. 4. 36 5718 39492 89000 0.012 0.2853
Windows server 2008 +nginx 1. 7.4 2091 1184 305000 0.081 0.2726
Windows server 2008+ apache 2. 3.9 2165 254 289000 0. 009 0.3120
Windows server 2008+1IS 7. 0 5226 145754 322000 0.034 0.6336
Windows server 2008+ lighttpd 1. 4. 36 1285 285 88000 6.608 0.0971
Ubuntu server 14. 10+nginx 1. 7. 4 3052 2967 377000 0.013 0.3843
Ubuntu server 14, 10+ apache 2. 3. 9 2248 1467 302000 0.011 0.3151
CentOS 7+ nginx 1. 7.4 2809 1155 317000 0.007 0.3671
CentOS 7+ apache 2. 3.9 2167 1185 263000 0. 003 0.4075
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Table 5 Quality and loss values of service quantization
- . 0 0 _ EX ik [4-5]77 j% _ A X7 :Z-
Qps BHES N e TAE/ Yo q,, THE/ S5 q, M FH ws Lypa, /% e

Ay 34584 792214 977000 0.002 —48.77 —91.91 —0.51 +0.224 0.9937 60. 25 0.2800
A 35192 781372 985000 0.002 —49. 66 —91. 80 —1.32 +0.224 0.9966 60. 37 0.2817
A 34800 787351 982000 0.002 —49.09 —91.86 —1.02 +0.224 0.9949 60. 30 0.2809
A, 34584 781372 977000 0.002 —48.77 —91.80 —0.51 +0.224 0.9902 60.11 0.2819
M, 17716 64086 972000 0.226 0.3950

D 17910 64547 975000 0.001
Ay 5250 272871 414000 0.082 —0.82 —76.43 —23.43 +1.046 0.9836 48.51 0.3807
Ay 5409 265667 419000 0. 080 —3.73 —75.79 —24.34 +1.048 0.9934 49.01 0.3805
Ays 5238 266228 412000 0. 083 —0.59 —75.84 —23.06 +1.045 0.9728 47.93 0.3876
Ay 5238 265667 412000 0.083 —0.59 —75.79 —23.06 +1.045 0.9723 47.91 0.3880
My 5207 64327 317000 1.128 0.5065

D 17910 64547 975000 0.001
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