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Improved Higher-order Meet-in-the-Middle Attack on Camellia-256
ZHANG Li WEI Hong-ru

(School of Mathematics and Physics, University of Science and Technology Beijing, Beijing 100083, China)
Abstract Camellia is an iterated block cipher with Feistel structure. The block length of Camellia is 128 bits,and the
key length is 128 bits, 192 bits or 256 bits, which employs a total of 18 rounds for a 128-bit key and 24 rounds for a 192-
bit or 256-bit key. At present,the security analysis of Camellia is a research hotspot. According to the key schedule and
relation, this paper analyzed the relation between the round keys and found 8 relations of the guessing keys in total by
means of the key-bridge technology. Therefore, when 16 rounds Camellia-256 against higher-order meet-in-the-middle
attack , the number of subkeys required to compute the relevant values is reduced. The time complexity is reduced by 2%,

This result is better than any previously published cryptanalytic results on Camellia without FL/FL ' functions and

whitening layers.
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