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Replica Dynamic Storage Based on RBEC
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Abstract With the rapid development of cloud storage technology, the existing cloud storage architectures and storage patterns
are presented in a static way to users and attackers, making the data face more security threats. This paper proposed a duplicate
dynamic storage scheme based on Random Binary Extension Code (RBEC). The scheme uses a network code to store the data
blocks on the cloud nodes. The data information of the nodes can be changed randomly and time-varying by the node data trans-
formation based on Binary Random Extension Code. By changing the attack surface.it can increase the complexity and cost of the
attacker,reduce the vulnerability exposure and the probability of being attacked,and improve the flexibility of the system. The
theoretical analysis and simulation results show that the coding computation time cost of this method is not high in the whole dy-
namic transformation,and its main time cost is the transmission of data encoding blocks between nodes. In addition, the perform-
ance of this method was compared with the general regenerative code mimetic transformation schemes. Because of the characteris-
tics of REBC, that is, the probability of the regenerated encoding matrix satisfying the MDS property is almost 1,the performance
overhead of this method is better than that of general regenerative code which may transform many times in the encoding process.
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Fig. 3 Change process of matrix in information node transformation
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Table 1  Time cost of different coding parameters
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Table 2 Transform cost of different coding parameters

F 5 k/o/t R myE  FHEBEE /s
1 10/20/10 0.99 95. 44
2 20/5/10 0.96 98. 34
3 20/10/10 0.99 97.95
4 20/20/10 0.99 97.58
5 40/20/5 1.00 99.76
6 40/20/10 0.99 99. 49
7 40/20/20 1. 00 98.97

B3 1.6 2 W1 LLANH | BR 2% 8030 1% 6 T 89 41 . g 55 i
T S50 T 8 LA B o 5 66 B 9 A R T G5BT o D 0 i AT AR
e T EL ke /1N T B (] B R /0N L O ik R D) AR 46 i T Al b
RS R N R R T R NN 2 B 3 RSN €
WA LRI RAE . B, R G0N E A B A9 M BE T8N v L
PR £ A0S fRME .
6.2 HETHRPHTFEHKN

6.1 i THE 1 GB 4048 ST T AN [ 2 8ot 19 25 40w
Hegh 25 A48 e M R I R 0, AR T 1R FE [ 2 S0 k= 20,0=10,
t=10L) B 564 100 Mbp Y 4% 144 T AS [R50 40 K /I e 725 46
AE Y 52 WA, 25 % K/ 4 i 3E B 100 MB, 200 MB, 400 MB,
800 MB 1 1 GB, T3 45 S 3k 3 FFk 4 fr41) .

# 3 ARVECHE I/ NI ) 25 35 ) T R

Table 3 Time cost of different data sizes

BAEAA/ M bfEEE/s  THRBEE/s  BHRELEE/s
100 23.71 16.17 8.57
200 49.43 30.41 17.10
400 99.91 61.53 38.28
800 200. 37 125.00 77.65
1024 221.23 165. 65 93.85
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Table 4 Transform cost of different data sizes
BEAN M BRI F R R s
100 1.00 9.31
200 0.99 19.63
400 0.99 39.28
800 1.00 79. 30
1024 0.99 97.95
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Fig. 5 Time cost contrast graph of one-time mimetic transform
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