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W E 43t A& g4 M % (Vehicular ad-hoe Network, VANET) ¥ £ 45 P & #43 &A% 3 Fo i@ 12 0 B AE 2o & 69 B4, 32
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T Intel 17.3.07GHz #9844 F & #» MATLAB %4+, SR AW TR FEZAHEFHLZ D THAAIAFTE. SEHMAITHKX
)& AL A EFR 100 B, BT8R 7 a9 F AT 150ms, B, ZR AR T EHLT ZARFRHEEHER, LL
ERTWMT B ER SR,

KER A B ALR ML ; LAE P F ARG RS T IAIE; TAA R T I & F

HEESES TNIIS. 4

Authenticated Privacy Protection Scheme Based on Certificateless Ring Signcryption in VANET

ZHAO Nan and ZHANG Guo-an

School of Information Science and Technology,Nantong University, Nantong,Jiangsu 226019, China

Abstract Aiming at the protection of vehicle users’ privacy information and the security transmission of communication messa-
ges in the vehicle ad-hoc networks,an authenticated certificateless ring signcryption scheme was proposed. The vehicles communi-
cated with others through their pseudo-identities generated by the trusted authority,and the real-identity of the vehicle can only
be determined by the trusted authority according to the original registration information of the vehicle node and the tracing keys,
which ensures the anonymity of the communication and traceability of the malicious vehicles. The signcryption and decryption al-
gorithms are implemented respectively by message sending vehicle and receiving vehical based on the proposed authenticated cer-
tificateless ring signcryption model, which results in the achievement of the identity authentication of the signcryption vehicle and
authentication of sending messages. The confidentiality and unforgeability of the proposed scheme can be proved under the ran-
dom oracle model. Compared with the existing privacy-protection schemes of VANET, the security performance of the proposed
scheme is more perfect in terms of confidentiality,authentication and traceability. Through the lists,the number of operations in
the ring signeryption and decryption algorithms of the scheme are compared. The sum overhead of bilinear operations and scalar
multiplications is treated as the computational overhead of the scheme,and is listed and analyzed numerically. The simulations of
the scheme are based on Intel 17,3. 07 GHz hardware platform and MATILAB software. The results show that the computational
overhead of the proposed scheme is far less than the other three. When the number of vehicles increases to 100, the upper limit of
the applicable range,the computational overhead of the proposed scheme is still less than 150 ms. Therefore, the proposed privacy pro-
tection scheme has satisfied the requirement of security and instant messaging,especially suitable for urban transportation systems.
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Fig. 2 Authenticated ring signcryption algorithm model
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Fig.3 Flow chart of ring signcryption algorithm

4 s A AR
Fig.4 Flow chart of ring decryption algorithm
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Table 2 Computational complexity of ring signcryption algorithms
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