h H <k .
.d- :ﬁ_m*‘_ ? ttp: /www. jsjkx. com

COMPUTER SCIENCE [)()I: 10. 11896/]S]kx. 190900157

X AES BEREHEE—HMEZEN L3 ZEFEW T

i I BRAE EEE EER
HEIAEKRFE FFKE 050000
(294102746(@qq. com)

# E X P Cache Z#A#IH EFH ERITTHALERE Intel i5-4590 W& 3. 3GHz CPU 42 £ M & L, 3 Linux & %

J& ¥ 2R 3% T Bouncy Castle JDK1. 0 & ¥ 89 AES #& ik Jn 5 75— AESFastEngine. java # 47 {lush+flush 3t i sk &, £ 5 S A2 4
LePAT I A2 A flush+flush kB 2 F 2 Adat kM E k£ (S £ , KBRS SEHmB1L.xF SEHBIL P e £

RFATHAE KNE L HAE P F st 2 flush+flush HAREWNZ XM BAHASEPHERFMAKE RS — B FHM, Ppidd 5
FRMSEFPRAECAMEAANEAEALRRI RS — M ERRNGEAEL.ZIFFTEEEZRENCEL.FLEBH I

AR SEN RS RE e FE AL,

K7 AES & % % ;Rijndael % ;flush+flush 3% & ;cache ik £35S &M A 12

FEESEES TP309.7

L3 Cache Attack Against Last Round of Encryption AES Table Lookup Method
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Abstract According to the research status of Cache Side-Channel attacks,on machines equipped with Intel i5-4590 four-core,
3.3GHz CPU processor, flush + flush timing attack is carried out on AES fast encryption method ( AESFastEngine. Java) of
Bouncy Castle JDK1. 0 library in Linux system virtual environment. When the encryption process continues to execute, flush+
{lush method is used to traverse the shared main memory address to detect the active address set (s-box address) ,and then the S-
box offsets is found to monitor table entries in the s-box offset. Select ciphertext value corresponding to shorter {lush=+flush time
from all ciphertexts,and restore the last round key value with the table entry value of S box,that is,the key value used in the last
round can be restored by determining the usage of entries in S-box. This method needs a large number of known ciphertext,and
can accurately calculate the offsets of S-box and the last round key values.

Keywords AES table look-up method.Rijndael algorithm,flush+flush attack,Cache timing attack.S-box offsets
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input:int Plaintext[ 16]

output: FF_count[ ], MF_count[ ],F_Threshold

1. void detect_F_Threshold()

2. for (i=03i1 <repet_Numj;i++)

maccess( * Plaintext) ;

start=rdtsc() ;

flush( * Plaintext) ;

MF_time=rdtsc() — start;

MF_count[ MF_time ]+ ;

end

© 0 N > Ul e W

return MF_count[ MF_time] ;
10. flush( * Plaintext) ;
11. for (j=0;j << repet_Num;j+ +)

12. start=rdtsc() ;

13. eflush( * Plaintext) ;

14. FF_time=rdtsc() —start;
15. FF_count[ FF_time ]+ +
16. end

17. return FF_count[ FF_time];
18. FF_time +=MF time * MF_count[ MF_time];
19. MF_time +=FF_time * MF_count[ MF_time];
20. F_Threshold=(FF_time--MF_time) /(2 * repet Num)
21. return F_Threshold
3.2 RERTRBTR.SEMERFMU

I SE N AT A [l L Ad ) flush+ flush J7 3% 6 36 =
23 |6 & [ cacheline (64bytes) /N B9 & 4> 4 3 Hb 4l 5 &
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[ Hb k4
3% 2 flush+flush KM T % .S & Hpht

Input: Address_space,long unsigned Plaintext
Output:Cached_Address_space

1. for * addr in Address_space do

2. flush( * addr)

3 wait

4. st=rdtscO)

5. flush( * addr)

6. if (rdtsc() —st) << F_Threshold do
7 % addr —>Cached_address_space
8. addr +=64

9. end

10. P[ 16 ]=Plaintext. split(16)

11. for i=0 to 50000 do

12. Encryption(P[16])
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13. end
14. return Cached_ Address_space
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Input:byte * addr
Output:i
1. count[ 64 ]=1{0}
2.for i=1 to 63 do

3. for j=0 to Repet_number do

4. Encryption(P [16])

5. st=rdtscO)

6. flush (addr+1)

7. ed=rdtscO)

8. tljl=ed—st

9. flush(addr+1)

10. end

11. ifeval(t [repet_number])<C F_Threshold
12. returni

13. end
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&% 4 [flush+flush &
Input:byte * SCA [0]),longunsignedint Plaintext[ ]
Output: X=dict (‘C:[16]":1)

1. P[16 ]=Plaintext. split(16)
2. for j=0 to Repet_number do
3. flush (= SCA[0]))

4.  C[16]=Encryption(P[16])
5. st=rdtscO)

6. flush ( * SCA [0]))

7. ed=rdtscO

8. tljl=ed—st

9. end

10. return X=dict(*C:[16]” :eval(t))
3.5 ERMEEX
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Input:long unsigned int X[ ].long unsigned int Threshold
Output: byte K[ ]
1. int Count_key[ |
2. byte Y[J[16]
3. C:[16]=Ciphertext. split(16)
4. for t=0 to M do
S. if X(‘C'[16]’)<<F_Threshold
6 Y[m][16]< C[16]
7. end
8. for i=0 to 15 do
9 int Count_key[ 16 ]=1{0}

10.  for =0 to m do

11. for j=0 ton—1 do

12. Count_key[ Y[][i] ® SCA; )1+ +
13. end

14.  end

15. k[[i]=Count_key. index(max(Count_key[ ]))
16. end

17. return K9[J={k[0],k[1],-- . k[15]}
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