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Implicit Authentication Mechanism of Pattern Unlock Based on Over-sampling and
One-class Classification for Smartphones

YAO Mu-yan and TAO Dan

School of Electronic and Information Engineering, Beijing Jiaotong University,Beijing 100044 , China

Abstract Nowadays,smartphones are widely used and stored with sensitive information,and the loss of any personal device can
cause fatal information compromise. Thus,the people’s attention towards data security has been elevated to a higher level. Con-
sidering the delicacy of traditional authentications, this paper investigates an implicit authentication mechanism based on over-
sampling and one-class classification, for pattern unlock on smartphones. First,a fusion of time, two-dimensional and three-dimen-
sional sensors is employed,to collect user behavioral biometrics comprehensively. Second,in order to ease the impact caused by
noise contained in high-dimensional data,a feature screening, which is composed of feature selection and dimensional compres-
sion, is designed. Particularly,in view of the existing limitations of the current binary classification schemes, SVM SMOTE is
used to over-sample the user behavioral data,and a one-class classification authentication mechanism is delivered to implement
classification.of which the learning process is only based on a single-class diminutive training set. A series of experiments have
been conducted on actual data,and results show that the proposed scheme,when only relies on a single-class diminutive training
set, performs partially better than the traditional binomial KNN classifier which is trained on large-scale data,in terms of accura-
cy,FAR.FRR and AUC.

Keywords Implicit authentication. Gesture pattern, One-class support vector machine, Diminutive training data set, Over-sam-

pling

T HE B YRN H R S B S5 AT 52 BER WU 1] HY B #1846
DR A TE 8 55 15 B[] I, — I 40 1T 45 b 0 S i A% X 37 ) 25 9
BRET AN H W AW R RE B W ZAE L. B SOy Bl B X T T R TR B B AR O B B 4

MEERm L2 EEEIFH M E . FRMBAOETRA  AIE,
S A3 AT AR B AT O AR B X TR S 1A 58 AFE B B XA E 7 8 (AR A B AR R (5 AT IR L 52
# V5 BB E A I 2 A IEZ o D B RE N Y RSB BRI M SRR BEE R Re T LA B R R AL,

i

FUH5 B $1:2020-06-01  RE H#I:2020-09-14  ASCEIMATFHRF R (OSID) 35 2 L0 — 4k 3R BURN 7215 B

BT E K A RFE R0 E7RA T H (61872027) 5 £5-6 Ml 45 I LR Ko 6 H B AR 11 5K 7 4 52 98 %8 T AT 9 4 43 (ISN21-16)

This work was supported by the National Natural Science Foundation of China (61872027) and Open Research Fund of State Key Laboratory of
Integrated Services Networks (ISN21-16).

EAEVEE  F P} (dtao@bjtu. edu. cn)



20

Computer Science THEHLFIZ  Vol. 47.No. 11, Nov. 2020

X UGIES R TR 5 T RE AR 4R T E S
SR o BUA BFE T AR AL A 1 00 1 =23 2 8% 56 1 B 1 Ak B9
PRS2 D5 T R 3 96 Ty SR 40 B o0 A 4 A EL T e A T
/U 2 B AR 1 AT S T R ABE R, i A S B N . B R — 4
O B AT 2 PR T T RN SR A U 5 A SCHk
[7-8 A IF 5 2 T B 26 345 1 12 MUK fiff e PIN 557 1O fit 5 ]
L5 SCHRRLO D0 APP DN Ay 8 S AR IE EAT A, SR, 2807 %6
D54k 5 L A KA (9 HL 3 00 DL S B A 1) 7 6P

TE LR b, oA T e T 0 B 53 A KON A B0 BRI AR S
P T —F LU 0 T S A A AT A R AR R R A A L B T
ERAE BRSEABE SN B R IE AL . AL E R R T
BLT ™ 0 30 B AT 0 55 408 415 28 3 A O T 45 AT 38 0 X 20 2
PEAT YRR 2 BB i DA TE B9 H Y . 5 01 b 25 0 3 7 SR A 8K
T W Bt 1P AR 38, A J5 SR AT T R AE 07 2 B B RS L By
JE 5 ¥k LATE B A B 00 2k Bl T A3 REPRAIE 73 JE P RE

2 REIEZ

HF FRFERA AR BEFHLF R R S0 AE R
FEZRUNE 1 iR,
—>| YR ATE |

HAEKH

AHAE N 5

9
e e
g
|
EHEE
EEAinE

1 T LR A 2 A B Y B K B DA IR AE (]
Fig.1 Framework diagram of implicit authentication based on

over-sampling and one-class classifier
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Table 1 Performance comparison among three one-class classifiers
Pattern Classifier Accuracy/ % FAR/% FRR/Y%  AUC
Isolation Forests 96. 97 41.57 2.72  0.7785
Pattern I Local Outlier Factor 96. 60 47.69 3.05 0.7463
One-Class SVM 99. 34 17.87 0.53 0.9082
Isolation Forests 90. 96 37.92 8.79  0.7665
Pattern Z  Local Outlier Factor 93.91 44.58 5.77 0.7483
One-Class SVM 96. 56 16. 39 3.33  0.9013
Isolation Forests 94. 89 45.14 4.79  0.7504
Pattern S Local Outlier Factor 91.48 39. 21 8.27 0.7625
One-Class SVM 96.98 14.91 2.92 0.9110
Isolation Forests 97.56 41.39 2.14  0.7824
Pattern T Local Outlier Factor 97.17 50.74 2.45 0.7340
One-Class SVM 99. 30 13.70 0.60  0.9286
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Table 2 Performance comparison between proposed scheme
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Pattern Classifier Accuracy/ % FAR/% FRR/% AUC

K Nearest Neighbor 99. 51 12.61 0.19 0.9361

Pattern L
One-Class SVM 98.53 6.76 1.43 0.9591
K Nearest Neighbor 99.75 5.71 0.11 0.9709

Pattern Z
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K Nearest Neighbor 99.73 6.46 0.11  0.9673

Pattern S
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One-Class SVM 98.18 5.65 1.79 0.9629
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