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Malicious Code Family Detection Method Based on Knowledge Distillation
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Abstract In recent years,the variety of malicious code emerges in an endless stream.and malware is more covert and persistent.
It is urgent to identify malicious samples by rapid and effective detection methods. Aiming at the present situation,a method of
malicious code family detection based on knowledge distillation is proposed. The model decompiles malicious samples in reverse
and transforms binary text into images by malicious code visualization technology,so as to avoid dependence on traditional feature
engineering. In the teacher network model, residual network is used to extract the deep-seated features of image texture,and chan-
nel domain attention mechanism is introduced to extract the key information from the image according to the change of channel
weight. In order to speed up the identification efficiency of the samples to be tested and solve the problems of large parameters
and serious consumption of computing resources based on deep neural network detection model, the teacher network model is used
to guide the training of the student network model. The results show that the student network maintains the detection effect of
malicious code family on the basis of reducing the complexity of the model. It is conducive to the detection of batch samples and
the deployment of mobile terminal.

Keywords Malicious family, Knowledge distillation, Attention mechanism,Residual network
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Fig. 1 Model architecture
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Input: Binary sample X=1{x1 %2+, X, |

Bin2Image

Output: RGB Image:Image={G; .Gz, .G, }

1. Function Bin2Image(X) :

fori<1to X do
Seq < X[i] to HexSeq by IDA Pro
for n to len(Seq) do
if Seq is not @ then
R[n],G[nJ,B[n]<Seq[3n],Seq[ 3n+1],Seq[ 3n+2]
Image[i] < Matrix2Image[ R,G,B]

[CREEN B N2 T SR G}

. return Image

L G EACR T AL L W] LA AR [ B A SR R
B R SRR B 22 5% . #% B Ramnit, Lollipop, Kelihos _
ver3,Obfusca-tor. ACY 3X 4 285 38 K i - 285 vl WL AL 1 11 1%
mE 2 fros.

(a) Ramnit (b) Lollipop

(c)Kelihos_ver3

(d) Obfuscator. ACY

P2 4 FOR RS 50 1 SRR

Fig. 2 Four texture features of malicious code family
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Table 1 Distribution of malicious code family datasets

LERB Rk HEARE
Ramnit 1541
Lollipop 2478
Kelihos_ver3 2942
Vundo 475

Simda 42

Tracur 751
Kelihos_verl 398
Obfuscator. ACY 1228
Gatak 1013
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ot A TR X Sl T AR R M A D 1 25 AR L i B R R Bf 2R (Macro-

Precision) . %% & [1] % (Macro-Recall) . % Fl-score 15 B yfE fiff %

(Model-Ace) 1N AR VERE A bR i . 4 PR 88 A9 1T

HARWTF

1 & TP,

P T SRR (10)
mm:%gﬁggﬂf (11)
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EG 5t — P47 AL 3 — b A B S ffF S50 Fois 45 X 5L
TR ZE AR 1 20 2 AR 5 I K 0 A8 8 8 47 1 A ik
4.3.1 P M K AEA AT

0T o 24 AR SR ) B T T T AL o ) B 2% T 4 A
BB R B r R B RSB E Y S
A A AR . T B IR S U OO T
B 2 0, o T 0E B S AR T HE AT AL . AR T 3 R S S 4
bR Bk BE T B S 5 OB 2 (R /Y 22 5, () B ol ) e LB
BTV R A5 (8] B 5 2 48 IR 3w 0 25 HEAT 0L, A
S B 36 Ao ) A 3 i R ) R g 2 R A R A, D
X XoT 2 U ) % A Y M R Y S L 2SR ANk 2 P

F 2 WEYERBCr XA R

Table 2 Influence of reduction ratio on classification results

Reduction Ratio Model-Acc Params
2 0.9853 43646025
4 0.9826 33586249
8 0.9835 28556361
16 0.9863 26041417
32 0.9899 24783945
64 0.9844 24155209

Lo 1R ST, 38 I A R R G o B AN 2R B K 0 R
R A R B BEE R 32, O T Bk — 2 I S HOU R 4%
I 11 o B 36 RN 37 b fig J7 . %€ L AlexNet, VGGnet, Incep-
tionV2, ResNet50 X 4 Ff it 25 [0 45 452 70 78 0 a8 4 b o 47 4 Lb
Seuy . ISR #E H . Epoch 8 & 64, Batch Size #EE K
32, PRIE AR AR FE A R ) S 80T AT I R A i il . SR A A
RUMERG 2R 75 B [0 38 2R 0 6 A1 2% Fl-score 1 R A5 AP BEIT
B B FE b LI A5 R AR 3 BT,

#* 3 BRI A R L

Table 3 Comparison of model test results

. Model- Macro- Macro- Macro-
Teacher Model .
Acc Recall Precision Fl-score
AlexNet 0.9634 0.9184 0.9363 0.9264
VGG 0.9708 0.9616 0.9597 0.9606
InceptionV2 0.9615 0.9202 0.9053 0.9120
ResNet50 0.9753 0.9775 0.9595 0.9754
SE-ResNet50 0.9899 0.9926 0.9752 0.9831

T AR R Z L EARINGT B Z R 4] LR
AP IR L BE A 45 IR B R 43 RO B — e 1 32
Fh s 5% 22 ) % 1 A58 R o i % L o A TAD R B RS Aff R R R F1-
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F G BRI TR 2 BORARRAE T EL B e 7E 5% 22 4 Hh i A SE
P Ph 28 0 2%, 38 3 U 5 5 A4 B O3 AR ME R Rk B T
98. 99 %6 , X #5 J T B K Y 43 FE ORI 6 TR (B iy
SR R HAJE S ) . M AT G P 28 M 4%, SE-Res-
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