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Intelligent Manufacturing Security Model Based on Improved Blockchain
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Abstract In view of the traditional block chain intelligent manufacturing security model’s slow speed of block construction and
data query,and high time complexity of inserting query operation,an intelligent manufacturing security model based on improved
block chain is proposed. Firstly, the disadvantages of traditional block chain are solved,such as large power consumption and low
throughput. A new Merkle Patricia tree (MPT) is introduced to expand the block chain structure to provide fast query of node
state. Aiming at the problem that MPT does not support concurrent operation and poor performance under high load state, Merk-
le is designed as a lockless concurrent cache Patricia tree, which supports concurrent data operation without lock,and can improve
the efficiency in multi-core system. Finally, the performance of the proposed model is analyzed by specific simulation experiments.
The results show that the improved intelligent manufacturing security model of block chain can effectively reduce the time com-
plexity of insertion query operation, greatly improve the speed of block construction and data query,and compared with the tradi-

tional model,it can get better overall performance.
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Fig. 1 Improved blockchain-based IIoT architecture for a smart factory
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Fig. 2 Improved blockchain structure
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Table 1 Transactions in the block body
From Address To address Message Signature
01f1 01ffb Messagel Signl
01ffb 01ffe Message?2 Sign2
0111 01{fd Message3 Sign3
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Insert operation example of CMPT
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Fig. 4 Basic data types of CMPT
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1. insert(k,v)
2. if(linsert(k,v,0,root,null))
3. insert(k,v)
4. insert(k,v,level,cur,prev)
5 pos=k[ level/8] >>>>(level % 8) &.15
6. if(cur € BranchNode)
7 old=READC(cur. BranchKey[ pos])
8 else if(cur€ ExtendNode)
9 old=READC(cur. Branchpointer)

10. ifCold==nulD

11. if(keylevel(key) = =level))

12. en=new LeafNode(k,v)

13. else en=new ExtendNode(Subkey(k,level) , LeafNode (k,
v))

14. if(CAS(cur. BranchKey[ pos].old,en) || CAS(cur. Branch-

pointer,old,en)) return true
15. else return insert(k,v,level,cur,prev)
16. else if(old€ BranchNode)
17. return insert(k,v,h,level44,0ld,cur)

18. else if(old€ ExtendNode)

19. matchlen= prelen(subkey(k,level) ,old. hashnode. value)

20. if(matchlen= =old. hashnode. value)

21. insert(k,v,keylevel(matchlen) +level,old, cur)

22. else

23. bn=extendbreanch(key,old)

24. if CCAS Ccur. BranchKey [ pos], old, bn) || CAS (cur.

Branchpointer,old,bn))

25. return insert(k, v, keylevel(matchlen) +level, bn, cur)

26. else return insert(k,v,level,cur,prev)

27.  else

28. en=new LeafNode(k,v)

29. if (CAS(cur. BranchKey[pos];old,en) || CAS(cur. Branch-
pointer,old,en))

30. return true

31. else return insert(k,v,level,cur,prev)

32. return false
BV 15 5— 9 AT LU 32 0 75 20 DA AH IO 52 49 A i3 B

Ao (B B Y F99 50558 10— 15 AT 2 T 0028 MR % 0 1
TEAH B 5 s L CAS (9 77 =048 A B HE s 25 16 — 17 1T RIS
20— 21 ATARRA XS P 15 RS A key HA A FERTH /ET —
21 A48 A 5 58 23— 26 474224 T 15 25 4 ExtendNode H. 4 A
key 5 ExtendNode £ #7324 2L w7 4%, #1500 2 97 1 fOIFAE
W T —AE A5 28 — 31 AT W W SR Y AL R
T 3 B 49 A Coy o) B, I o A 4 A 75 2R T, A0 B
AR B S E IR AE A



FTLEL &5 5 T i DX B g A B RE ) 3 22 A

299

3.4 HIEEREE

G —HE R B A R AL IR AL T A S R AR DC TR
HIME o B9 28 00 7 05 SR £ RJE T CMPT f9— 34, )
ERRMAEE, ARAEIE T A BRE 2, AR A
A6 Ak 2530 P #9185 8 ExtendNode H 7 & 19 44 5 4
1, WA 187 ExtendNode B A fH 204 5 8EE & M0 BT 6 A9
TR e R SRR SR T AF T A Bl T B R
BranchNode , 5 0 75 (4 (2, -+ 4) o 8 1 0 &R 5178 7 8
AT —AT 8, TR LS R 203 B A Leaf-
Node B # %5 19 5
Bk 2 BomARAL
Ak
e v
1. find (k)
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14. matchlen= prelen(subkey(k,level) ,old. hashnode. value)
15. find(k, keylevel(matchlen) +level, old)

16.  else if(old€ LeafNode)
17. return old. value()
18. return null
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1. find(k,level,cur.cache,cachelevel)
2. if(level= = cacheLeveD)
3. recordcache (cache,cur,level)
4.
5 else if (old€ ExtendNode)
6 if(level<<cachelevel| | level>cachelevel +4)
7. cachemiss()
8 if(level +4= = cachelevel)
9 recordcache(cache,old,level +4)
10
11. return find(k,level44,0ld,cache)
12. fastfind (k)
13.  cacheold=READC(cache)
14. if(cacheold=null)
15. return {ind(k,0,root,null, —1)
16. toplevel = countbits(cache. length—1)
17. while(cache ! =nulD
18. pos=1-+k&. (cache. length—2)
19. cachenode=READC(cache[ pos])
20. level=countbits (cache. length—1)
21. if(cachenode € ExtendNode)
22. return find(k,keylevel(cachenode. value) +level,old)
23. else if (cachenode€ BranchNode)
24. return find(k,level, cachenode)
25. cache=cache[ 0]. parent
26. return {ind(k,0,root,null, topleveD
ik 4 SE%EPRL
i A :k,node, cachelevel
i null

1. Recordcache(cache: Array[ |,node:any,cachelevel:int)
2. if (cache==null)
3. ifC cachelevel >=12)

4, cache= createcache(8,null)
5. CAS(cacheHead,null, cache)
6. Recordcache(cache,node, cachelevel)
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Fig. 6 Example of Merkle root computation
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