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File Hiding Based on FAT Redirection
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Abstract File hiding technology is a kind of significant data security protection method. The FAT32 file system is a
good file system for compatibility,and widely used in removable storage service based on flash memory. By analyzing the
pattern of files regulation and the features of storage of FAT32, we proposed a new method, which realizes file hiding by
erasing and transferring the directory entry of destination files to rewrite the FATs through redirection technology.

Theoretical analysis and experimental results show that this method has the characteristics of large capacity,good con-
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cealment, strong robustness and excellent security, but low efficiency in hiding large files.

Keywords File system, File hiding, File allocation table(FAT) , Redirection
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B BRI R SRR LB AR, XPRELH
A RIS FAT REBTRAERXHREREXZ T, H
MR BRSO TR BT

i, FAT32 U R G, B AN A 16 45 X, 55
X 512B, M A/N Yy 8kB, AR A BSMBFF 85 0 1/2048,
g, M3/ T IM B, B R BN T8/ T 512B, FAT32 o
BA SRR AGB, SIS H B K& 2MB.,

ZRIE A4 FAT32 XREM B RS FAT %
PSSR 1R T B R RBR A6 AR SUM BRI 3O
4 FAT RIUGHFTEE M EE K77 R IB BN B s U BB

BBz B #3046 Hofr 45 5 FHFR $2R . FHFR RREL
HIERSMESEZS 8] T H 00 & FAT R, BN AT RS BT A&
PR

LR S5 HVEREY FERBAETT 1, FHFR SR8 B0k
PEMRERIGE T BRI ; FHFR R 32%8 =304 E K/
HORR i, B A AT BB GB 420 (BRERT B K e B B T 1
FHFR AU BB A RGRA £ 250 50 S BV i B M, T
A RE A BT A X A S R HEAT R BUEBRIEXT B
BRI s Rl , FHFR B BIF A& &0 5% 2 #
R,
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