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QR-TCM : A Privacy Protection Model with Quality Guarantee for Location-based Services

HU Wen-ling WANG Yong-li
(Department of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094, China)

Abstract To solve the problem that the traditional location services anonymity model takes a lot of time to produce a-
nonymous region, the quasi real-time cloak model (QR-TCM) was established. The model proposes a privacy protection
method called clock rotation cloak algorithm (CRCA). After comprehensive analysis of the reasons that influence the
anonymity,a model that can solve the users’ service delayed and the method of measuring the quality of service were
proposed. The experiment uses the standard data sets,and measures the QR-TCM model with multiple dimensions such

as the response time and the degree of privacy. The experiment results confirm that the method is suitable for continu-

ous query location privacy protection,and can effectively protect the user’s privacy and offer fast service.
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Query)
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PHBREZXE, ZRED, WEEASEEH . EEHEE
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Algorithm 1 CRCA
Input FFRER QMELESLE k, k-means BA T LA

K;
Output k' 2



AL M= {m; ymy,---,m,}, HPHWEZEEER K={k,ky,",
k.}, ¥R k' 4B B RS ERAS (M, Mz, My };
1, Begin
2. for i=1,,k'
3. Mi={ki};
4, Ri=ki;// R; represents the center of each group
5. Do{
6. j=1;
7. for i=1+n;
8. minDist=Dist (ki,Ri);
//minDist represents the minimal distance
9. minldx=1;
//minldx represents the index of k' groups
10, forj=1,+,k’
11. if: minDist<=Dist (k; ,R;) :
12, min Idx=]j
13, Munintge =Mumintax U ki 3
14, for j=1,---,k';

ki +or ki
15. Rj=—%_|+_—“9y(l<q<n)

// kiq represents the k in M;
16. }while k' groups of M are changed:
// T ESFTR e B2 A
/MBREEAPFERE Ma={m, ;my smy3,*** s Mg }
/MBBE gy R B, A my) B9 x-8 IE J5 6 IS S RS , iR
B8 my; , ¥ my, HITKIRESZ
17. M =M,/ /B4 B P R ZE Y ML
18. flag={alse;
19. for i=2,+**,n
20, MW myEZRT:
/1B BIEE My= {my; ;myp g 7+ 5 My }
2. M.'=M,UM,
/7% M, FI M, &3, B EIF M,
22, IfOM,'fBAERE AL X8 {flag=true;break;}
23,  Endif
24, Endif
25. Endfor
26. Return M,’
27. End
Algorithm 2 GetQos
Input Mi={m;,my,sm,}(p=|M D , SFRKELRZ K= {k ks,
ko) HELH AP EEAS M P, ke =max{k, ky, -,
kpbs
Output Qos &
1. Begin
2. h_total=0;//##E L ER
3. For i=1++p{
4, h_total+=—(1/k)log; (1/k;);
5. //PEIEBRIS R
6. }
7. PA(w) ==2hwul—1, / /18 D% B 4
8. P1~Ps={PA(w),0. 5,~,0. 5,0. 8}
9. // ¥ RSB, Ho P1 i P3 RRE
10. Ei~Es={1,1,1,1,1};
11, // B0 AR, B2 1
12. wy ~wy ={0. 2,0. 2,0. 2,0. 2,0. 2};
13. //B0ERAALE , BRIA T4, B 0. 2

14. qos_total=0;/ /1 ¥ MR 45 &
15, For i=1+++5{
16. qos_total4+=w; * (P;—E})
17.}
18, Return qos_total //# B4 i & [
19. End
4.2 MEHSW
(1DCRCA H: 47
H3d k-means F1 CRCA Fk , MARIRE L L EH P
fE BRI A A RER A SR A EL RS %,
HIBRNERELRE ., BEMNEIZLER ONxE *
0,3 N B PEGE RUSEAE, ¢ RBAWEK.
(2)GetQos LA B IR H 1 5 MSERBUL K, R
BUERSHEFE, HEBTAHERSRE QoS. B
AR ERER O( Ko n BRI M

5 X

(DAL LI FH 3 4 B9 Network-Based Generator
of Moving Objects BRI ZE e B H P iz sh 8. % A Olden-
burg T X # 22 EMEEAENBFMA . LR Java £
AR Eclipse & TH, % E FFHEAE CompleteSource2l, zip
B BT BY KB R A SRR, A 2 TR,

B2 YkEshfErRRE

()ZLBEE . Ik 2 Fa,
2 ZRPESH
2¥ ALK s
i} 0.5
W 4% B Oldenburg # X @
BABHEECK/H) 50
Wi (D) 8
B 3 3 (AN 3
B L R (89D 1
gt (B) 200
AR ERE LB 6

OEREERE: (DB LR EN, BB FRE
XTEMEEME; (DB KBE, i CliqueCloak &
QR-TCM I iy BE 42 4 BB 18] s (O W] QR-TCM BRI TR
FAE R R 5 B B RS BB QoS.

(DX -

XK1 EARIE

WNE 3 IR, LR RELE & D LIREE LRI,

o 97 o



ME R LR W, 24 - ZHE KB, B4R REREME, B
AEERARENS, AW E L AR MBRE E HRE
ESE Sy

EEAYE
088 — EARAE
096

w 084

=

gg 092

o 09
0.388.

0853 4 5 6 7 8 9
EEK

H3 EAEMEZRIIEXR

ST 2 PR RY B 4 b B (A

IE 4 IR BB EESE L URIFREARE., 4
k=3 F 4 B, B SR BE 42 40 B E) KRB0 R, B R b B R
BE—WAEREAL K ; 2 5<<k<<9 B, BRI B &2 4b 18
g L F+,fE R CliqueCloak 71 F f S f5af | MR8, b
FHHE®R. QR-TCM AR T#H 8 CRCARE, BERATE
ERES BEKES LN B, Bk E T PSR
&), % FELE N TE T REE,

0 ARRERR
" Ry
7
€, p
% 5 /’/
I e
il 3 ~
J IR
3 i g 3 7 8 §
ELE
B 4 CliqueCloak 1 QR-TCM [ 2 B 1a]
LT3 AEMEX QR-TCM BRI HR M
#3 AHALRPEESHEE
B¥4H  BEHE  BELEK  BEHE
Px bl Wy Q,5
P 0.7 wy 0,1
P3 — w1 0,2
Ps 0,6 w1 0,1
Ps 0.5 w1 0,1
#4 BHLBRBESIRE
BELER 28 BB4A% B%E
P — w1 0,1
P2 0.5 w2 0,2
P3 - w3 0,5
Py 0.5 w4 0,1
Ps 0.8 w5 0,1

WA 5 PR BRI EELE kLY BREREARRS K
THAEBRS RE. ERIME 4P, RETARKNSH.
MERTTLIE ), B B2 I, RS REAK T, A4
SEHRMEBRE, 1T B 4 L8R HE 4 4 EEHE, SRR E

Xt QR-TCM BRI ni LB K .

0o B4 K QoS

% FEQoS

EEN
B5 REXRFS,REER QSAHE
&RIE BEAMREZEATHWEAEPEERET
QR-TCM AP RAVRIER, ZE RS IE AL EBRR
By, ROAIE RS ERME S, HHE T CRCAEY.
ZEREBHAEERMLERSE SN, B ERAREES
EHHER T, TR EBIEMMIERS. FERTHETES
EARSEREZENTE, RAHERTETMERSHE
2. R mRSHTEN IR TN ESM X

BRRERBRNTT—Hr BAHE A,

2 % X ik

(1] ZEme. A0, E/g, BT BRS PHELENRARIHE
00 i EHBsE 5 % %, 2010,47(1):121-129

(2] ERMBEE,BEE CERSTHAAYEOBRMERT]
Bid48%, 2012, 23(2):352-360

[3] EBE. 46 E0.% —BETFRENEEES L] %4
##,2010,21(4) :680-693

(4] &R, BEEFTAF. L SSHERARDEwasI] iR
B2, 2010,33(1): 128-138

(51 RKBE,#F,lFY % mnEdEERANBARPBIRER
017 HHEMLEM 2009, 32(5) :843-861

(6] MR ZEY BIE IBSHEEERNRNGRAERELALER
(7], #kpF2:4% , 2009, 20(4) : 1058-1068

[7) &HF. BT BIFET LBS NBRAERPFD). 8T 5E
B2, 2011,33(5):1211-1216

[8] Pingley A, Wei Yu, Zhang Nan, et al. A context-aware scheme
for privacy-preserving location-based services [ ] ]. Computer
Networks, 2012,56(11);2551-2568

[9] Lin Yubao,Chen Xiu-wei, Li Zhan, et al. An efficient method
for privacy preserving location queries[J]. Front Computer Sci-
ence, 2012,6(4) :409-420

[10] /i, Phar, it E. SERVQUAL #1 SERVPERF ¥ 8: 7 GPS
RS RBERRRARRD] AEMEMR KR ER SR
B 52010, 23(4): 76-78

{11] Vergara-Laurens I J, Labrador M A. Preserving privacy while
reducing power consumption and information loss in lbs and par-
ticipatory sensing applications[ C]] // GLOBECOM Workshops
(GC Wkshps),2011 1EEE, 2011.1247-1252

(E#% 897D

[7] Zhao H, Ansari N. Wavelet Transform-based Network Traffic
Prediction: A Fast On-line Approach[J]. Journal of Computing
and Information Technology,2012,20(1),15-25

[8] Maurya C K,Minz S, Fuzzy inference system for Internet traffic
load forecasting [C] // Computing and Communication Systems
(NCCCS), 2012 National Conference on. IEEE,2012:1-4

.« 98

(9] =M, REM, KL, % FENRT 08t F IR L
#5073, T 34R, 2009,37(11) 2353-2358

[10] http;//ita. ee. Ibl. gov/html/ contrib

[11] http://datamarket, com/data/list/? q=time+series

(12] Mallat S G. A theory for multiresolution signal decomposition:
the wavelet representation{ J]. IEEE Transactions on Pattern A-

nalysis and Machine Intelligence,1989,11(7).:674-693



