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Abstract In the era of big data,the value of data has become increasingly prominent,and the needs of big data trading for diffe-
rent entities are becoming more and more urgent. Traditional big data trading based on centralized platforms have many risks such
as malicious collection of user data, privacy leakage,data resale,and data fraud. It is generally believed that using blockchain tech-
nology with the characteristics of decentralization, transparency, privacy protection,and tamper resistance is an important way to
solve the above problems in big data trading. However, the development of blockchain technology in big data trading is still in the
early stage,and the application plans are not yet mature. In this regard, this paper summarizes the current data trading models
based on blockchain technology proposed by the academic community, introduces the methods of improving centralized big data
trading from the three perspectives of privacy protection,data resale and trading fairness by using blockchain technology,and ana-
lyzes the advantages and disadvantages of each method. Then,this paper analyzes the current challenges and future development
directions of “blockchain—+big data trading” from the aspects of privacy protection,identity authentication, massive data,and va-

lue transfer.
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Fig. 1 Centralized data trading platform diagram[8’

2.2 Xk
DX BB 2 DA LG T I 2 AR A 2E L ok o B R e

B9 R H T AT 2009 4E R RIS ERE-TNHE
75 M5 2 5 43 1 40 A OB L A3 5 4R 1 588
TRAF T 58 B DX it 090 X ey sl Z )l i s AT — B
I TARSEE W] POW LG IE ] PoS A5 i3t 4L, 52 B Xt ik

ARSI UL . XHEE A7 i A5 A I 2 PR A X By
A XS AR XSk il B — Xy i A (8, R B 2
BN DX B i1 40 AR ol L I DX B R A B A ) 32 B O

(O b — Rk A

oA [waw | [ mae | [=0z | ],
K X %
e [Hash123456
| Hash12 | I Hash34 | | Hash56 |

[ ] [ ] [ ]
IHashll |Ha5112| |Ha5113| |Hash4| |HashS| |Hashé|

[291] [292) [293] [294] [255] [ %6

B2 X YRR S A A
Fig. 2 Blockchain structure diagram
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Fig. 3 Data trading process diagram
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Comparison of solutions to data trading problems
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