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Permissive Type System for Internal Timing Information Flow in Multi-thread Programs
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Abstract This paper proposed a permissive type theory for checking internal timing channels in multi-thread pro-
grams. A formal specification of non-interference was defined based on the set of hidden-racing variables. In the type
system, threads were discriminated according to the ways by which they deal with low level variables,so that we could
refine the analysis about the scenario in which internal timing channel occurs. In contrast to existing methods, type chec-

king in this work is more permissive because of less false positive. In addition, the soundness of the type system is

proved in independent of the scheduler model.

Keywords Non-interference, Internal timing channel, Type theory

1 5|

BAAE B R AR 12 T i A AR R4S B AP
M., EAERRRBTUARERENZPEL T
[REFNE LR, HEAH A FHRRYE; B UERF R
REBHPEL AR EB, B T HRIE .2 8N B2 2k
BEZHERY , EFEFEIHES 15 B R (Language
Based Information Flow, LBIP) BF i B 5 2 & W EETHE
# (non-interference) , 8l : B Z 2R INE B B ALE W T
RN PR . A 5F L3, LBIF 24780 B M2 ER
SO BERRARTF P EERELEMNBRIEE,
HirtREEEHF BT R RER,

B jE) R R B B R E S R A BT RS R HLE R B
P T 1 A2 308 ol ) O DA B A S A A B A BT vt [ 45 AR
HOREMPERFE SE B . W H (M ) B WE AT
A R FR S (A R 1 B M ED L EE R
HIPE.

FXBFRHREIF S R G ENERR M. ZRE
R A BRI Bl {5 T R T R ATt AR T &
EHHNE R FRER HEBUE, #TE R E R FT R
URFEB BUE . BN TR,

ZIMEHH.2013-04-25 R4E B #H.2013-08-05

B11 cl:i:=0;if (high=0) then while(i<(10000) i:=i
+1;else skipslow: =0 ; || c2:skip;skip;low:=1;
| ERBERHTHS . BEATE ow WERTH 1 IKHTiEH
high=0 ¥ EfE. XEFNEHER high WRESEHWER
cl $hATEiEH] low: =0 BT K9 BFIE] T 52 i low B4R B9 B
fH, tein,# high=0 &, M4 32 M ELEY while fEER A2
PAT, BT LA low B EHRE R 0, RIFERAE 2 BIHE, low K
BEAMER 1; RZHE high=0 H K, 7 while EHH17HS
RAELBEE, 2 T low HEBEREN 1L,REEBE 1 F
KR, B low WRE N 0. BHEETHEFEBY
BT BN REE low MESRIRZE high M{HE, W FBHLE
FERIBIR .

R EARAREEEE,. 2R T R E
FRRMBHTEDY, Xeh kiR EEL IR RRERE
HARLLTT REAF E NI ERAS AE BT . AR XA
SR . AR P A ERERBEEN U E 2B PR
T, B while 5 if iBH W HIBHK T SR ER (AP RHER
high) , T B 7€ X W #piE 4] (7 X P 2 F WH: while-high,
IH:if-highyZ W Z FHA T X EAER (LT HRER
low) MIR(E. B/ —M B o —RM A RMEEN FER
H, MBEEEERCORREEEZAFEFNRRLRE (D}

AR EREAREEE (61170070 3E 1),

F WA976—), B, 84, BIEEE, T EIRHF R AR B, E-mail. linuxos2@163. com; BEM(1973—), 8,8+, B2, CCF &/, 8

MEFTMAEREL,

+ 163 -



RBFT, Wit HA T BE o M R F M R BRI
RABNER. EEARAELPIRSIBIREL RN T AL
WHM IHBERNZHEZERERT HIXN KRR R
B 580, 76 TH A5 SR ATRS TR HT IR A A5 50 F i
7 TH JG B B A B A , 5 0 5 BT B TR [/ 8938
WFIF padding B ARF-# 43 R BATET RN

%ot F PERE TR](E 1 p 15 BRI, B R A T /Y
IR T

DXF 4055 18 AR AL T W] BB 7™ A MIBT RS I MR B 45 R
BREATEAEY,

23X BT RA I T IRB R S AR BE LR A E XF
B, R ERF PSRN RATRENES W TES
(Race freedom)™ , X ANER o F =45 (restrictive) , LA B —
Sl B R eMBET AR ARYS.

FREEAEOETEAEREERMN —RRBEPX 4
HK : A RRAEARARE (R ERRATRHERE, B
RARBHEXREUMDERETRE LHESFARIERE
HHHEE

ETU R AR T M REAAE NI EE
BROETRAHEBHFE, KRRET .

WOHAREESERESE IETHEYE. B8R
REESTRZANEFRRIALLENTHEEFENR
W MorE CAH R SR T A SR A RME B s HLE, T 3RS
BERSBWER, FEBEANRE R, R AR EM T
T B A

OTERBRG D X AXFrRHMEEMERRE, S ax
BARE T AR RS R B SH, AR R TR R
FREG RS FREMRETANRR,

AU BT EEE MR AR, A E R E RS
Il EEAE B, 2 J5 & RSB RS m A, HE &
R R R GRS T HHRL AR, LA A AH B B R PP AT
He

AIE 3 PAE—TRENESEBEMSNETHREN
BAEESGE 4 WA BETIRBENER L SGRBRER
HOT SR A RS 50 6 WM 7 WA TRRE
BERNLHREREE.

2 HBxXIE

FHERTERBRITHEA TS SHHEMEE A
KHIBFFR.

Sabelfeld 76 CBRL 7 &1 XF 0 & R 4 BB R A R IF (S
BV E TRERENHE, LB T XM EGEER
RIPEFEBAR VEH XA CRI3 ] H TR TFRIBER N
BHAR, ABEERKTEFETHHE, MERERBR
BT AR TS R AR AR, HIHE b TR T4

Volpano 1 Smith 76 3CHk [ 8] 4T M #a SR IR K THE
T, EBSHMAT protect FE LIPS 1k 7= 4 i 1614
1, SR protect JRIEA HIELH F TR B EB R, X
L6 X EMUF CML BT M LA HEBRE T ETRELY
REETIRNE, A B THMEMEBRSE. T2, 911 H
THETF /KRB REMMELR BT IRR M, 25 25 58
WAL 50 ) M B XA BB AT T 007, RETHERE

.+ 164 -

FTH—HNSRRBERRR, N RN TR AR,

SCRRLI0 AR BRI & T R, ER A R G
FEIAX R ERANAR, LLERHEXRALEN TR
VIRBE, AR B RAEXNE BRER Lk R —B0F 83447
HEE—E, ZCBHZEE B AR EE R RE L
g}

3 BWANSLKESSNIFE SMIPL. i§ % MBEIE
X

KATGH — AR B LRE M SRIEF SMIPL(Simple
Multi-thread Imperative Programming Language) fE 24 3¢ i+
WA EREM, LT BN 4331 48 B R R E X,
SIMPL iE¥: FiE U E X 27 T AR 2] A
.1 Bk

SIMPL Wik E R BN M arS, B8 BNF #5240
—F‘:

(Fik=0
z:H|z:L (B8
In €:2)

16 (i /R ED
€ 1()

e.i=

|0P e1e
4

x:=elci ;¢2 | while e do ¢|if & then ¢; else ¢;

cii=

lci || ¢z | skip

REXMGLHNEEWGSE RaSREFTHE, XU
TR B DBENFHREMRK . TROZLEA HH L FTRE
BRI E ; BIFRGRE) P RIBAERF op HATELEXE
WERE Lo || o BB NS ERME, BIXFH -0
HERPAT, FHEREAES T EREBHIHRERIEIFENE 3.2
T AH RLBEAFLEITH ., RIMNBEREIETE
YEF BB 548 (totaD ,
3.2 BEERY

H5E X SMIPL F#RAEIE 3, B AR E— RIS
R V2  ERNERZER VIBEESZ R
R ERBRAHIE LRI, HIRgE LT .

Enﬂ, e=n
Eeﬂ={,u(x) ) e=zx IR n FTARE BB
oplleiNe:1, e=opei e

SIMPL 54 (%#8) (3R AF 18 LR E B P8R LT
BREEE LW AR CR—DFH (o BAVNE—F
R po WRMBRF T, W ¢ B YBTIEZHATHIA5-% 5 40
FAs R B —MNEMRES , W M BTETA 6 S IAT 524, fr S R
THRREEREWEERE . 5 RAIBXRARY
HRAGERE, i~ >0 RAIBRRN  EARES.
SIMPL i & B M A8 AEE SUE SLINTF -

zEdom(y) [el=n

z t=e,w—>plx ]
fel=£0

(if e then ¢ else ¢p s p)—(c1,10)

Tel=0
(if e then ¢ else ¢z yp)—=>(cz .0

Tell20
(while e do ¢,p)—>(c;while e do ¢,

(skip,p)—>p C




[el=0
(while e do ¢, p)—>u

(er )=t (e, =5 )
(c1 3020z o) Cer 30z 0 0—>Cer 502 ,40)

(a ’/1)_"(6'1,9/1’) (CZ ’F‘)_*(Cz/v,ul) ,
(a1 ” (4] ,,U)—'(Cxl ” C2 7llh) (a1 H C2 7/1)_’(61 || Cz’,/l )

ZRBEBFHPITEMHBEFRRER, HEBR ML
BIBEEERERE. (P, w. ABBEHBRARILEE
AHIMET, P.N—>%, ¢ RMSES. & P ={}, 4L
B E E EREBYAT, EN PR AYFTEB P A E
b EMRBATHRS . — N ERBER TR E R T B R
7. BEBME ¢« PR sz (RBEBPRERE) UK nex:
EHEH T MERAENEBRS € L WAERERELR

BIFH DL e B (P i) —e (P i Y BRI (P 10)
TERE FHATAS P JEHAE NI (P ). RIBIER
52 N R BRI R RIEE LN T .

(GlobaD) ({} ,)—>({}, )
next() ==k, (P(R) ,t)—>(P&) )
(P~ (PLE P8 T 1)
nextO==k,P(B)=c, |l c»

(P> (PLk brey s pt(s)+1 e, 1ol sz Prsz+1D)

VA« 2 SCR RO R B A R B B9  nex BREURYIR IR
R T VR B AR ) B SE R,

BX 1GEFENS AERFHRRP, 0, —Ah A
I giayE T=6,C,C, -, C, 2P, HBFHE, I8
AP, T, ¥HY.

+G=(P,w;H

« SEBA i<no FEAE ByC ——>Ciir

Feeh T 7B B R R 7EAE b 3 T(0)
#7 TR o LIRS T, BREFHDPE i ME
AR

4 FFHREENEATEY

SIMPL B¢ B R R B A A & 245 % (security la-
beD , B L&A BMBH Y=({H,L},=) HRA H KRR/
B L Mr iR £ 2900w, R R R ES

V=t UL =Y Ut , V2 €W, yE€E W 2y
Hp G Y SIFIRE L RERRE R P LG’ 4
N AHRREERESSNERAEREZEBRTHRAER
#£48.

X FEIEERBREE B RO RSER, ZREMNMIR
WRENBLRPER N FERREBETERBREABELES
VIR R MRG A &, AR 43R B 5 , X T Rl 2
PRAER, ERAAER EMERE D BB, HER B WE
SHPIRMXRNATR, ETU LR, SHELEEFETH
BEHERE L.

HHEE R race(Gu) , WHE A RA T H U5 1 SR
BABES. EXAR FL(O={z.2 HEE c PRKH B
B R (AT M B BT E R BR A P A8 M
MR o Mo BREBAHBERERES N FL(a)NFL
(). BELKERE 6 (BERALEESR G MEHMEE
BE G MRHERE oo c PHANKAZSEERNESN:

raceCc)= |J {FL(c) NFL(D}

el

T 6, o B R 3 % AR A race (6w ) = )

HIL

race(c) . race(Gu )= BRWEFERBMEE S HERRAR
BEREREER EATHVIRRR, £ R I E{E
EREEA.

BN 2RTFREESIHER MNEBEBERF P RHER
W T,EET T PREREF SR ESERF KR T HL
BES G W2 race (Gu)=0,WF P RET TRTREE
FHEN.

WO BB RS EREANITERETEEMENA
HATHY . BHIERMRET A RELEY XHREER
BB n, I ATHE IR A R R R R E O .

5 HBEG

AL ARG T LT LA RS AR .

tii=Lofn|Hof n|L|H

o .=tlpvar|(t, ) | (T,

FEARKLIBITHHE, WG —~WRHEXXTEF N,
2o REZHUVEEE EFNRD, B H R E LS
H% 2 (lattice) FFAEMER . KB (n, o) IBAWRPITER
W o GEER) RB MR, HHRATHERET o (B
ORI AR R (ry , ) IBB MR o (RER)LEE
ok, 3 HEBATE R n 5.

HEHTRUBENFNEFTESIA MR R, KR
Bl o HBRIRAR RN B AR T oF . XRICHER
BRERT VAP H A BT 379K, BP . f Rk BINUF 4
AR BRI N L.

HKAMMBPTERAN T Fe:tBET Fo:o, FEEREINET
THREK e RAELR c Hiipd c AFLB p. BELHHAR
FRERIG R R ERN .

I{z)=7 var
VAR T Fz:tof O

SKP T }-skip: (H,1) OP

T le:tiof m,T Fesiry of my
T I‘_Op €y e:T1 VTz of n1+n2+l

T(x) =7 var,D }e:n of n, &1y
A T T L =e (kD

MU OPEESRIANEM M S HHE N TREIX
FA B/ ERHE B TR ALY T RIE XA AT RS
6] 250 U (ASS) HF Y RT I o & ARAE T R B Z R4
HEE R, BRI 5 — >t A B B AT B ]

BRI AL R .

IF1 T le:nyof n,T Feri{non) T Fo i (mom)y,unCon An
T if e then ¢; else ¢; : {7z y,n+m)

T Fe:n of n,T e (miyn) T ez iz ,m’

m¢ml,1’1_gfz /\2'3
Tifethenc else c;:{ry At3,71)

Ple:nof _,uCn,T Fa(n,u)TFa:i{n,n)
T if e then ¢; else ¢z : {7z y71 V 73

Ple:n,nCn, 00,0 Foi(n,t)
T Fwhile e do c:{z, 11 V 13)

AL (TF1) 2R3 B 175 L B 1433 iR A T B 18] A6 ] » B
EREAETHE o WIREERE, U BAMRBEREY
« 165

INT T Fn:L of 0

e D

IF3

WHL




AT B, PR M T RS s $LIN) (IF2) 32 9 244 43 e A7 st 1) R — 3K
B, FEARFEL T, TR HAR IS R R R o L ESIE
A, RS REERIIT A SRR BN R R EEHE,
43 32 BT B 8] 7 S5 SR ) 5 P OR B AR AR A BN (TF3) #n
(WHL) 5 (IF2) M8l , H pE# & KA 7T BE i BB R 72 » AT LA
K HAMONERE o Vo EREHED. SN AF)ERE
FIWTRRUE T4 SRR, B R W R 28 AU ol B4y S
AR W S RSN R R , T BRAT VR BT 44 ) 2 B by T D 43
SOEATRE A R A S B M/ B e . BN (WHL) @ ot
HRAM nCoAnCo RETASHRASSRERENA
W MR AR IIAT B AE I, tARIE T i 4 ¢ R F R AT
REHWERGERMRE, EEX 4 KM FHRTIR oS
o, P4 T RS B .
IR 445 HAT A B AT 2 BIA K -

T |‘C1 {t.m),T }—cz:(‘l‘z , 1)
COMP1 Tlase:(n A, m+n)

Tla:{t:,n)n=n,I Fa:i(m,n)
Thase:(an A, V)

Tha:(n,nuCn, T Fo:(n,n
I'Hasel* (o Ao, Vo

I }‘6'1 {m,m,T I—C(:<T2 ym)
T I_Cl ” Cz:<T1 /\TQ ,m+n>

T b {nsn)D e (n,n)
T '_Cl “ cain g, Vo)

T Fef s(m,0) T e i, n),aCn
Tkt e An,n V)

I |—6‘1:(T1 yT2) s ’—Lf Hn,w)Hnln
Thalldd {nAs,m Vo)

(FLCDNFL(e)=D)
FAREPI Sy -
BASE LCH REF p=p

COMP?2

COMP3

PARI1

PAR2

PAR3

PAR4

nm Tllgrl vfzgfz’
STEP e tomy MPL e, n)

7Cr
CMD2 =75 CMD3(rm&(r, L)

TRANS 2L5P0 050
a0

I I—C: , 00 &
SUBSUMP L= s

e TR TS HEBEHN(CMDD 5 (CMD2) , i
FlrHn) Pl o FERYRE S AR, B (CMD2) 2k
RN, ) AT T AR B A 25 R R Cry m) B 4 T A B
BT BT R R, % (CMDDIRAR

6 FBRZEHMHR

AR MAGH — BT F, I ERNRERTE
HWEM RGP ETRERN, WBRFEGTREEFHRN
B FRELHM(THEM Soundness).

SRR RARXMHSHTANERTERZ RG]
.,

11 &7 Fe.L, U e (USHRBNL HFR.
fH.

ST 1R subject reduction) B (¢, ) (s

£
« 166

* %I‘ ‘_C:<T1 ,Tz>’mu N }—C/:<T1 ')

cET k¥ ilm,m), M T I'Crtt (1,10,

< & T be(nn) n>1, BAKH RS EH m, W T
o (rom—m),

TER AT S ¢ MG AT IRNHEDN

B RERE,c REB W x:=e B skip,

Z oI if e then ¢1 else ¢, M " Hey Bero B c MR
Jryn) B e MIERR (ryn')  n <, W ¢ BYFEHL IR 2RI
W IF1 B, B oo Fl e, BIRB A (oon—n'), BEE B
KEIR(r ), WIS Ry RAVHN TR 8 IF2 Pesg - MM
W TR BBREET (o.m Sl ,n) s MR8 H IF2 hEZnf, 7F
HERM I AT Fe: <T/’n>vﬂﬁﬁ?§§ﬂ S s a A
o RARE (7 7), BETT M SUBSUMP Al 41, c RF 3%
Blln,m),

# ¢ Bl whileedocy s W) Tl c15c, RIFHI WHL £y
4 c BRFRW (0, ) BIRAR, BRFAELE oCo A f#
o FZRRIR (n, 0, LB COMP2 AT H1 o 5c A EH
(t15737,

HcWlcrso  ECa,W>¢ HERT X e BEE
(a »#)”’(61/’#/)%’%%? C/jb C1 /;Cz ° ?é? 4 E@%ﬂyg(fﬂﬁ ’
WARSERLI COMPL #27E & F0 L, k+-1=n, ff ¢ Fl ¢, HIKR
SRR DR, 1y SR R ee s Wl e Bl skip Rz +=e,
ERETHEN k=1, FH ¢ HFR R FARBBR TR (20— 15
R EDEE ¢ R PR & T, B 2+1, H I
¢ HRBRIRARBATRR (ron—k— 1), #F c EBR (w0,
2, MR By 0] COMP2 PesE  BUEAE 15t s A 7, HL
TG AT, et AT, B o e AR SRR
(T3t ) FITs 5760 o IR S 0o, RIERRM SUBSUMP, H (75 ,
7))l o) AT R (1, 1) s XE CH e s IRBIT
PEEA o IRt ), HIE BRI (0, )

e | e, AARBIERE (a ,,u)-’(q,,/l/) iy
o BB S oo MIFEL BT (0 |l ’#)—’(0_1’ I czoeDiE a’ e
HIBEURREAT ; (oo 0> (o DO WFTE BRMM.

TH%ERURENFTESE, IHRBEFTE . ULEE
BF R RRAEE, EHESIERFPIT I~ L8 S
TR R TARIE— A R BB P EEEFH B FRE
AL AR 1 race(Gu) .

51 4 XEFP P, A HAARRINE T Tl RER, N P
B race (6 ) HE .

HERA xR AR | PRI T IR G4 -

Y| P|=1(PWAREFRBMON R HLRBEHN 1,
BiUAFEZEBER MR ER PERESF VIR LR, &
G race(Gum ) R HI BRBIL.

THEEESEABNFE. FEWY|P|=s b, WHER
B race(Gm, ) NS EE.

Fs=2,M PRI |l e, #al o BERPEET
18

BERE K, m), WEE v nyt=n An,m,m,m=
mmy T ke s (mom ), T ber i (e amy) s BB o |l e FF
R TR, AN PAR] A0, BATZ RIATEAEST B
ERERNTESELR, FTUYRIRRH race(Gu ) RZEE, W
RETFREESFENER, HLRH (), FRE LN



SRR AFER. F o ll oo FHERBERELEY K (<,
7 (D RYE PARS, 11,7, 5,7C 1,7 =a Vi, T F
cf o) T he:(n, ) F(QIBIE PARL, FE oy s
T34T4sT—T1 /\T39T121'3,T/:T2 Vu,T I‘Q:('l'l,'l'z)vr I—Cf :
(Tg,70), FF B MRBEKN A REERHZENS (FL(a)
NFL(c:)=0), FEFHRDH, T Fef i (tom)a HEREE
B0 e, w) , EFTEHBERERR D UMW
KRB RN ERAZSF KR, BT race(Gu ) W E
BHROF,T Fo: {0, BR Cn (BREBRERE
B ERLARTEE o WM ERKED, BEHN
Mg A (FLCe) N FLCe) = OME T MAERERX ¢ Pk
K ERRA TR FRR, Fr LSRR T 8 race(Gu)
pIEsE

BRI A X | Pl =s>2 B, BRI R race(Guw) A%
£, REBBAAE i=pUs) +1<s,fE P =0 || 2, W%
HVRBEIE P 49 P ={P(1), . PG—D,a, = P(),
b METBAERBN AN ¢ . BIEWX P'=(P),-+,P
G=Dyc1s P()yeo }» B race(Gu ) S8, HEIEW P
—{o B RSEFLES, TEIER PR E. FHEAM o |
o MRRIERITIS

FRB (r,m) SSUFEEE my s sm=my +my s, T, T, T=
AT Falt,mds T han.m . EED H c2 FE
R, R EN& B EARBBEAER, 3 H FL (o || e)
=FL(ct) UFL(e) , AP BB AT R B S A B EH R i
RERCRBEEBPHRRER, L race(Cu R EZ
£, HIH R e TREESIRWER, FELXHAH (), HE
S5 £l A ERE .

ol o PEERBEREBEE N (o, ), WD HFE
T1,72,73,7CTn, T =0 Vi, T Fd (1), T Faln,n)Hha
HRIRARE, WA c e, || ¢ ML a1 | e Bl
Ko 7P —{aMiT PR, Fatd FHEASBRZIE
THEBRT o ||l e WIREEEASHAERLERBELE
L, EURER ¢ 5 P — () PERBMAR Z AR FEREE
B EWESHRXR. Bl P race(Gu)) BREHE. (DF
En,n.u,u. =0 A5, 0205, 7= Vu,l Fd:(a,
70,1 }‘Cz (), FERWNERENE Haﬂz&é&ﬂfﬁﬂ‘]ii%ﬁ
Z(FLEDNFLe) =D, fir=u Az AR &, W F
of (), HARHBRBRATA o | BRERBEEE,.HRHS
PR ELRBHFERBRSEXR, AL MERE R HRE
o R P — () PR LR RBE RSN L. FHE,E
8o RENBBEE, EMEWERY o FAET o BTk
JB P B race (G Y I,

EE2EHRENTEN MEF P, HEHERARE
BT TAREE, M PET FTaTREERFE.

TE : R AR R EHENT A P MR R LB R
BASERET AR, H b5 3 4 MERATRE R
B BRI E R ERES race(Cn )Y NEHE. B
W PRET TRTREESIHRY.

7 k6l

7.1 EBiISHR
AU RAA R ARG AT R E NSRS H A

BT . TR RBEAITHSRET B 1.

a*h L :=1;|

e t{if h.H

then {skip;skip; skip; }
else skip;

l:=0;}

RTHE I R R AR HREH a Mc.

B o AR BRI ASSHHRET e (L, D,

HK, LR ¢, i F SKIP F1 COMP 1] A1 % {4-$a: 1
BN BRI 4y B8 (CH, 3) FICH, 1), kT fy LN 1F2 7]
HEMAEHEEBA(H, H) . FRA T FL:=0:(L, 1), 3
FRGERMBEBIUTHE REMN COMP3F Tk -
CH,L),BP c; AL

BE AR L Eracelc || o) =FL(c:)NFL(c;)c1 Fl 2
BIFHATHE R EER AN PARY, BT B F A B R B S
. RZMPH o FER L B4 L& FL(), Wi T
PAR4 TR, BMf ¢ PEFERIHERZER R EAFEN R
EroRzne, BIT AR R T R
7.2 S5HEXTIEMLLE

AR LR R L 3 R BITFE B MR R G0t 5
2 HATRRUG A, I+ A SCH 7 B AT LUk . VB R LB iy >
R FRATEHMNRIBES SEAXER . 56 1 KR, H 2
o WBR L BBEBRN LEFL(e), BEENRBAEZET
R RGP R AT,

ath =1

c:{ifh

then {skip;skip;skip; )
else skip;

b :O;}

B2 BEEBCRIIL 2] FWERRE. R
BR AR R G0 v Xt S (43 SB AT R AL O

T I—€:69F l_Pi:(T‘yU)Cmdvﬁgf
T Hif e then P, else P;:(z,0V o)cmd

AHE R B AN ELR A 53 X MBI 5 SET B AR B i 252
LYNHAER. 612 8 o FEIRMAS SO BB KR
wE.

HRE IR 2 ], HESRINRIE R A5 TP WriE Ay b
BERRER I APAN 5 A PATH A LMV

I l'*e;r,l‘ |—P,-;Tcmd n
T Hif e then P, else P, :tcmd n+1

Wi c: " RRBWA AL, LG 2 RgEd KA E.

E8 b BUA SRS B B 5 1H AY 2 B R GEAE 4D B AR 4
Tl A Bt 30T 20 3B ST P T A R 8RB R [ 45 E
A FEERRA K. BN EX TP RA FIBL
FEX AR B W SE 4 U R 07 3K, BRSP4 1) JR A T 42 6
FREX R R RET . LhE, 5] 2 SHEF R
FF v P BB )5 SH B 7 A R AR A R R S R R R
AE SR UKL REERGTHVIER BN, MLz
T A IR R Goxtx 2 A ERRT MG E i = L R E A T E
HABEI R R A,

GRE AR TR R SRR AR
MR RG FERBREDIA T X ERBMER A HINT, 5 T
7 PR (] (= 3B B 5 B A, OVF IR R AB 2 IR W38 S

+ 167 -




], 3E T — M RAMRE ARG M TRERMKEE T
W TRMAGM RS, FF LU, A XM EEHTH
BOFRR T REN BN

TEH R B TAE R AT IR A ST s i) L P VL P, BF 52
ENBELRRHERTFES  AEEESPIATERM,
B FEEMA T RMNORERER R, #—-SPRAE
ETREMRKITHETELMBABS AR, BR%
B E MEE

2 X X W

[1] Sabelfeld A,Myers A C. Language-based information-flow secu-
rityL JJ. IEEE Journal on Selected Areas in Communications,
2003,21(1):5-19

[2] Smith G. Improved typings for probabilistic noninterference in a
multi-threaded language[ J]. J. Comput. Secur. , 2006, 14(6).
591-623

[3] Russo A,et al. Closing internal timing channels by transforma-
tion[C] // Proceedings of the 11th Asian computing science con-
ference on Advances in computer science: secure software and
related issues 2007, Tokyo,Japan: Springer-Verlag, 2007

[4] Terauchi T. A Type System for Observational Determinism [C]//
Computer Security Foundations Symposium, 2008. CSF ’ 08.
IEEE 21st, 2008

[5] Russo A,Sabelfeld A. Securing interaction between threads and

the scheduler in the presence of synchronization[ J]. Journal of

Logic and Algebraic Programming, 2009,78(7) :593-618

[6] Zdancewic S,Myers A C. Observational determinism for concur-
rent program security [ C] // Computer Security Foundations
Workshop 2003. Proceedings 16th IEEE. 2003

[7] Sabelfeld A. The Impact of Synchronisation on Secure Informa-
tion Flow in Concurrent Programs[ C] // Revised Papers from
the 4th International Andrei Ershov Memorial Conference on
Perspectives of System Informatics. Akademgorodok, Novosi-
birsk, Russia; Springer-Verlag, 2001 ; 225-239

[8] Volpano D, Smith G. Probabilistic noninterference in a concur-
rent language[ CJ // Computer Security Foundations Workshop
1998. Proceedings 11th IEEE. 1998

[9] Huisman M, Worah P, Sunesen K. A temporal logic characteri-
sation of observational determinism[ CJ // Proceedings of the
19th IEEE Workshop on Computer Security Foundations. 2006

[10] Mantel H, Sands D, Sudbrock H. Assumptions and Guarantees
for Compositional Noninterference [ C] // Computer Security
Foundations Symposium 2011 IEEE 24th, 2011

[11] Boudol G,Castellani I. Noninterference for concurrent programs
and thread systems| ] . Theoretical Computer Science, 2002,281
(1/2):109-130

[12] Barthe G, Nieto L P. Formally verifying information flow type
systems for concurrent and thread systems[C]// Proceedings of
the 2004 ACM Workshop on Formal Methods in Security Engi-
neering 2004, ACM; Washington DC, USA, 2004 ;:13-22

(EB% 148 )

[6] Haluk T, Salim H, Wu M Y. Performance-effective and Low-
complexity Task Scheduling for Heterogeneous Computing[ ] .
Parallel and Distributed Systems, 2002,13(3):260-274

(7] Gilbert C S,Edward A L. A Compile-Time Scheduling Heuristic
for Interconnection-Constrained Heterogeneous Processor Ar-
chitectures| J]. Parallel and Distributed Systems, 1993,4(2):75~
87

[8] Cao ] W, Stephen A ], Sunhash S, et al. GridFlow: Workflow
Management for Grid Computing[ C] // 3rd IEEE International
Symposium on Cluster Computing and the Grid. Tokyo, IEEE
Computer Society, May 2003;198-205

[9] Berman F,et al, New Grid Scheduling and Rescheduling Meth-
ods in the GrADS Project[J]. Parallel Programming, 2005, 33
(2):209-229

(107 Hoénig U, Schiffmann W. A Meta-algorithm for Scheduling Mul-
tiple DAGs in Homogeneous System Environments{ C]// Paral-
lel and Distributed Computing and Systems. Dallas, IEEE Com-
puter Society, November 2006;147-152

[11] Zhao Henan, Sakellariou R. Scheduling Multiple DAGs onto
Heterogeneous Systems[ C] // 20th International Parallel and
Distributed Processing Symp. Piscataway: I[EEE, 2006

[12] Yu Zhi-feng, Shi Wersong. A Planner-Guided Scheduling Strate-
gy for Multiple Workflow Applications [C] // International Con-

+ 168 -

ference on Parallel Processing, Portland, 2008, IEEE Computer
Society, September 2008;1-8

(13] AR, MEE, BT B ETE QS 1) Web HEAE
(10, HHEHRE, 2012,39(2) : 268-272

[14] Amudha T, Dhibyaprabha T T. QoS Priority Based Scheduling
Algorithm and Proposed Framework for Task Scheduling in a
Grid Environment [ C] // International Conference on Recent
Trends in Information Technology, Chennai, 2011, IEEE, June
2011;650-655

[15] Ankur K, Soo-young L. A Stochastic Approach to Estimating
Earliest Start Times of Nodes for Scheduling DAGs on Hetero-
geneous Distributed Computing Systems [C] /19th Internation-
al Parallel and Distributed Processing Symposium, Denver,
2005, IEEE Computer Society, April 2005:1530-2075

[16] Kwok Y, Ahmad I On Multiple Processor Task Scheduling U-
sing Efficient State Space Search Approaches[]]. Parallel and
Distributed Computing, 2005,65(12):1515-1532

(7] A% ATERFEERERH B 2 BOM]. L5 8 F Il
Hi A4, 2005,115-120

(18] fF=4L. T backfill B3 HHEMRELAEREHFRID]. K.
Wim k%, 2007

[19] HERL. HeE,. &7, % FHAHRIFET L DAG THER
MR AR BEREE[]]. B2, 2012,23(10):2720-2734



