[N s -~ S/
5 vt H A 2
COMPUTER SCIENCE

BREHIRERFENRARRGIR
B, 95 SR BFRY Bzm, EE, XEHR

5|FEA

BE, 5 JER IFRY Bx, R, YRR SHEMIERFRNRARRGARD]. TEHREE 2022,
49(6): 89-98.

ZHAO Jing-wen, FU Yan, WU Yan-xia, CHEN Jun-wen, FENG Yun, DONG Ji-bin, LIU Jia-qi. Survey on

Multithreaded Data Race Detection Techniques[J]. Computer Science, 2022, 49(6): 89-98.

BUXEHEE (EEAXIN IEWEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
SymFuzz— M EZEEEH FRYREILUIEAR

SymFuzz:Vulnerability Detection Technology Under Complex Path Conditions

ITENREE, 2021, 48(5): 25-31. https://doi.org/10.11896/jsjkx.200600128

ETFIBERAN APl MELHET
Context-aware Based API Personalized Recommendation

THEHNAEIEE, 2021, 48(12): 100-106. https://doi.org/10.11896/jsjkx.201000127

—FPRRRER A TR R ERPEROEAR T %
Model of Embedded Software for Solving Concurrent Defects

THEAEIEE, 2020, 47(6): 24-31. https://doi.org/10.11896/jsjkx.191100187

ETRERANSSREHIERFENEE
Dynamic Hybrid Data Race Detection Algorithm Based on Sampling Technique

IHEHARIEE, 2020, 47(10): 315-321. https://doi.org/10.11896/jsjkx.190700079

FRRIEAGNR AR
Research Progress on Techniques for Concurrency Bug Detection

THEHAEIEE, 2019, 46(5): 13-20. https://doi.org/10.11896/j.issn.1002-137X.2019.05.002


https://www.jsjkx.com/CN/Y2022/V49/I6/89
https://www.jsjkx.com/EN/Y2022/V49/I6/89
https://www.jsjkx.com/EN/Y2022/V49/I6/89
https://www.jsjkx.com/CN/Y2021/V48/I5/25
https://doi.org/10.11896/jsjkx.210700187
https://www.jsjkx.com/CN/Y2021/V48/I12/100
https://doi.org/10.11896/jsjkx.210700187
https://www.jsjkx.com/CN/Y2020/V47/I6/24
https://doi.org/10.11896/jsjkx.210700187
https://www.jsjkx.com/CN/Y2020/V47/I10/315
https://doi.org/10.11896/jsjkx.210700187
https://www.jsjkx.com/CN/Y2019/V46/I5/13
https://doi.org/10.11896/jsjkx.210700187

http: /www. jsjkx. com

DOI:10. 11896/jsikx. 210700187

St A 2
COMPUTER SCIENCE

ZEBEBERTFEMNEARAREIR

BEgx' 75 2 R#ESE BKR&xX B
L ARE TR A RARE L HRER B4R 150001
2k mEH EEFHAFAR ALK 100038
(zhaojw123@hrbeu. edu. cn)

Barw' X EH

H E MESHARBEARTENREPORT.ERGETRASEABEFGRELMZI n, 12 5 KA2RF G R E
HAEFREFAEBTIEPHRAKBEES RTREF RAFE R RRUFHFLAPA., FRLAAL, ENMHF LT KEES
BBl m R . MEXSHRTFHRIHFAMAERTLEIRXETEI R, AMEX—FA,FEMNEER I THXGEN
HR X PAHEF R ZARGFABARBITTEEL, A NLTHEXZSFOHABAFTARB AAHEZT LN £ &
B RERERFATHITRATGBEZFEMNBERSAREIIN HESHFREGEMNBEREZRE, BASH T HER
ReGFEFHTT HFMO B G AES R AERN T IA RN RE LN F A RJGARBE LIRS LA R R kA
B @it AT T 44 5 IR,

KB HEBEZF AR AENER;H AW EIH

hEESES TP311

Survey on Multithreaded Data Race Detection Techniques

ZHAO Jing-wen' ,FU Yan' .WU Yan-xia' , CHEN Jun-wen? ,FENG Yun’,DONG Ji-bin' and LIU Jia-qi'
1 College of Computer Science and Technology, Harbin Engineering University, Harbin 150001, China

2 Beijing Institute of Control and Electronic Technology,Beijing 100038, China

Abstract Nowadays the multi-core processors and threaded parallel programs are increasingly more used. However, the uncer-
tainty of multi-threaded program leads to concurrency problems such as data race,atomicity violation,order violation and deadlock
in the process of program running. Recent researches show that data race accounts for the largest proportion of concurrency bug,
and most atomicity violation and order violation are caused by data race. This paper summarizes the related detection techniques in
recent years. Firstly, the related concepts,causes,and the main ideas of data race detection are introduced. Then,the existing data
race detection techniques in multi-threaded program are classified into three types:static analysis,dynamic analysis and hybrid de-
tection techniques,and their characteristics are summarized comprehensively and compared in detail. Next, the limitations of exis-

ting data race detection tools are discussed. Finally,future research directions and challenges in this field are discussed.

Keywords Data race,Concurrency bug,Detection techniques, Static analysis,Dynamic analysis
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Fig. 1 Simple example of data race
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Fig.2 Two threads cause data race
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