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Anomaly Detection Framework of System Call Trace Based on Sequence and Frequency Patterns

WEI Hui,CHEN Ze-mao and ZHANG Li-giang

Key Laboratory of Aerospace Information Security and Trusted Computing, Ministry of Education, School of Cyber Science and Engineering,
Wuhan University, Wuhan 430072, China

Abstract The existing system call-based anomaly intrusion detection methods can’t accurately describe the behavior of the
process by a single trace pattern. In this paper,the process behavior is modeled based on the sequence and frequency patterns of
system call trace,and a data-driven anomaly detection framework is designed. The framework could detect both sequential and
quantitative anomalies of the system call trace simultaneously. With the help of combinational window mechanism,the framework
could realize offline fine-grained learning and online anomaly real-time detection by meeting different requirements of offline trai-
ning and online detection for extracting trace information. Performance comparison experiments of unknown anomalies detection
are conducted on the ADFA-LD intrusion detection standard dataset. The results show that.compared with the four traditional
machine learning methods and four deep learning methods,the comprehensive detection performance of the framework improves

by about 10%.
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Table 2 Comparison with traditional machine learning

Methods Precision Recall F1-Score
Decision Tree 0.88 0.66 0.76
kNN 0.91 0.67 0.77
SVM 0. 86 0.74 0.79
NaiveBayes 0. 64 0.78 0.70
SysAnomaly 0.83 0.86 0.85

4 FER B 24 2 J7 B Ml SysAnomaly B %F Fb A ) 25 SR 40
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Table 3 Comparison with deep learning

Methods Precision Recall F1-Score
LSTM< (one-hot) 0.77 0.62 0. 69
LSTM(semantics) 0.87 0. 60 0.71
CNN/RNN 0.85 0.76 0. 80
Seq2Seq 0. 86 0.73 0.79
SysAnomaly 0.83 0.86 0.85

R T B W A A X L B — A AR R AT R A
Wi, A SCXF M3 T B A MY ) Y SysAnomaly (SysAno-
maly w/o Vector Sequence) 3% A 4 2 [] £ f) SysAnomaly
(SysAnomaly w/o Count Vector) , B {143 3 & 7= & A & i
Fe B8 3R B A B A RS Y Sys Anomaly, 3% 4 Ff 51 19 52
I 25 R R WY BT AR A XY SysAnomaly H HAE
i A 2 Y Sys Anomaly ()25 AR M BEHE & T 8%, Eb L ff
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MRSk T A Y AR AR SysAnomaly 78 2 BN [
bR b R AR, X B T4 UL T O A T Y LI AE S
B A A AR 38 A R T B

£ 4 LR SysAnomaly XF Lt

Table 4 Comparison with SysAnomaly with single mode

Methods Precision Recall F1-Score
SysAnomaly w/o _
0.71 0.84 0.77
vector sequence
SysAnomaly w/o
0.65 0.52 0.58
count vector
SysAnomaly 0.83 0. 86 0.85

BERIE R SCERW T — A BHE 9K B /Y R A I AE 42
(SysAnomaly) . T {81 ] & G 98 FH I 1949 5015 R0 ARE 236 A8 20 % 3k
FRAT A AT WA A A, LSRR 5 i R e, SR 45 SR SR L A
Vb ol 290 30 B — A 48 FH S A BB 1 Sys Anomaly
TEAS TN AR R AE, RS E R I, 5 4 2
1 Gl 5 > 7 ik M 4 IR BE % 5 J7 i A 1L, Sys Anomaly 7E
K U AEFN 25 5 P RE P A~ 8 b5 L3 B AP R B

AL AT R W B 2 M L B
AE . TEAR KRG FE b, 4 (0 B8 3= 5 % A o B30 4 R B 58 3
P %) HE S 56 3 95 43 56 3 SysAnomaly B R I 4 58 . [R] B, B
PRETE 5 W K I 2 48 b 1 23 A =X 42 4 of 45 80 A ) o iz
PR 18]

& % X

[1] MORA-GIMENOF J,MORA-MORA H. Intrusion Detection



S A5 o — R MU AT AR AR 14 2R 8 R 290520 SR G 0 AE S

355

2]

[3]

[4]

[5]

[6]

7]

(8]

9]

[10]

[11]

[12]

[13]

System Based on Integrated System Calls Graph and Neural
Networks[ J]. IEEE Access.2021(9):9822-9833.

LIU M,XUE Z,XU X,et al. Host-Based Intrusion Detection
System with System Calls: Review and Future Trends[]J]. ACM
Computing Surveys,2018,51(5) :98-136.

CHEN X S,CHEN J X,JIN X, et al. Process Abnormal Detec-
tion Based on System Call Vector Space in Cloud Computing En-
vironments[ ] |. Journal of Computer Research and Develop-
ment,2019,56(12) :2684-2693.

CHEN X S,JIN Y L, WANG Y L,et al. Anomaly Detection of
Processes Behavior in Container Based on LSTM Neural Net-
work[J]. Acta Electronica Sinica,2021,49(1):149-156.

SUN P,LIU P, LI Q.,et al. DL-IDS: Extracting Features Using
CNN-LSTM Hybrid Network for Intrusion Detection System
[J]. Security and Communication Networks,2020,5(55):639-
652.

CHAWL A,LEE B,FALLON S,et al. Host Based Intrusion De-
tection System with Combined CNN/RNN Model[ C]// ECML
PKDD 2018 Workshops. Lecture Notes in Computer Science.
Cham : Springer,2019:149-158

FORREST S,HOFMEVRS A,SOMAYAIJI A,et al. A sense of
self for Unix processes[ C]// Proceedings of IEEE Symposium
on Security and Privacy. Oakland: IEEE press,1996:120-128.
DING Y X,YUAN X B,ZHOU D, et al. Feature representation
and selection in malicious code detection methods based on static
system calls[J]. Computers &. Security,2011,30(6):514-524.
JOHNSON R, TONG Z. Learning Nonlinear Functions Using
Regularized Greedy Forest [ ] ]. IEEE Transactions Pattern
Analysis and Machine Intelligence,2014,36(5) :942-954.
WEAL K,SYED S M,ABEDL H L,et al. Combining heteroge-
neous anomaly detectors for improved software security[ ] ].
Journal of Systems and Software,2017,137(MAR. ) :415-429.
DARREN M,FREDRIK V,GIOVANNI K,et al. Anomalous
system call detection[ CJ // ACM Transactions on Information
and System Security. 2006:61-93.

CREECH G,HU J. A Semantic Approach to Host-Based Intru-
sion Detection Systems Using Contiguous and Discontinuous
System Call Patterns[J]. IEEE Transactions on Computers.,
2014,63(4):807-819.

XIE M,HU J,YU X,et al. Evaluating Host-Based Anomaly De-
tection Systems: Application of the Frequency-Based Algorithms
to ADFA-LD [ C] // Network and System Security. Cham:
Springer,2015:542-549

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

SANJEEV D.YANG L,WEI Z,et al. Semantics-based online

malware detection: Towards efficient real-time protection
against malware[ ] ]. IEEE Transaction on Information Forensics
and Security,2016,11(2) :289-302.

LV S H,JIAN W,YANG Y Q,et al. Intrusion prediction with
system-call sequence-to-sequence model[]J]. IEEE Access, 2018
(6):71413-71421.

KOLOSNJAII B,ZARRAS A,WEBSTER G.et al. Deep Lear-
ning for Classification of Malware System Call Sequences[ C] //
Advances in Artificial Intelligence. Cham: Springer, 2016 137-
149.

ZHAN J,TONG Y,XU M D, et al. A Method for Data Collec-
tion and Real-Time Anomaly Detection of Lightweight Hosts
[17. Journal of Xi’an Jiaotong University,2017,51(4):97-102
XU L F ,ZHANG D P,ALVAREZ M A, et al. Dynamic android
malware classification using graph-based re-presentations[ C] //
IEEE International Conference on Cyber Security and Cloud
Computing. IEEE. 2016:220-331

WUNDERLICH S,RING M, LANDES D, et al. Comparison of
System Call Representations for Intrusion Detection[ C]// Com-
putational Intelligence in Security for Information Systems and
International Conference on European Transnational Education.
Cham: Springer,2019:14-24,

HOCHREITER S,SCHMIDHUBER ]. Long Short-Term Me-
mory[ ]]. Neural Computation,1997,9(8):1735-1780.
CREECH G,HU J. Generation of a new IDS test dataset: Time
to retire the KDD collection[ C] / IEEE Wireless Communica-

tions and Networking Conference (WCNC). 2013:4487-4492.

WEI Hui, born in 1998, postgraduate.
His main research interests include net-

work security and deep learning.

CHEN Ze-mao, born in 1975, Ph.D, pro-
fessor. His main research interests in-
clude information system security, trus-
ted computing and equipment informa-

tion security.

(SEAE: 2 1 - 28 WA



