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Decision Tree Algorithm-based API Misuse Detection
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Abstract Application programming interface (API) benefits to effectively improve software development efficiency by reusing
existing software frameworks or libraries. However,many constraints must be satisfied to correctly use APls,such as call order,
exception handling. Violation of these constraints will cause API misuse,which may result in software crashes,errors,or vulnera-
bilities. Although many API misuse detection techniques have been proposed, these techniques still face two challenges:1) the ac-
quisition of API usage specification is difficult,and 2) the detection of many different types of API misuse at the same time is dif-
ficult. To address the above challenges,a decision tree algorithm-based API misuse detection method is proposed. First, the API
usage source code is converted into an API usage graph,and the API usage specification is mined from the graph to effectively
solve the first challenge. Second,an API usage decision tree is constructed based on the obtained API specification information,
and the generalization ability of the API usage decision tree is improved by incorporating pruning strategies. Finally,a combina-
tion of coarse-grained and fine-grained detection is proposed in the detection phase to improve the detection capability of the API
usage decision tree,which effectively solves the second challenge. Experimental results show that the proposed approach can rea-
lize detection of API misuse defects to a certain extent.

Keywords API Misuse, Decision tree,Specification mining.Bug detection
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1. for each leaf node do

2. /) BRMBUR A o

3. a<Ca(T)

4. Ti<Exchangel.eaf ToParent(T)
5 b<-Ca(T1)

6. if b<<a then

7 /* WA g%/

8 parentNode<—leafNode

9 T<—update

10. end if

11. end for

12. return T
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B 15 A
L./ * bric BB = /
2. vector T pi<—null
3. vectorDT=<—null
4. for each constraint type information: Type do
[ * FRICSR I SCAR R L * /

vector Ty <—(information_type==nul)? 0:1

. end for

~ o o

. for five types of decision subtrees:sub do

/x FRIC B AR« /
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8. vectorDT=<(constraintSubTree==nulD? 0:1 T EHAEFMA R,
9. end for

10. /% HUBLEERG I = /
11. result<vectorT_api& & vectorDT
12. if result € ExceptionVec then
13. reportMisuse<—checkMiss
14. else / » AIRLBEAGIN * /
15. reportMisuse<Decision TreeCheck (T _api)
16. end if
17. return misuseReport
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Table 1 Experimental results before and after incorporating pruning
strategy
(A2 %)
Detector Precision Recall F1
AUDT (post-pruning) 17.9 80.5 29.3
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AUDT (w/ - ing and
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