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i E ARKXSHRMAE(GAN) 6 Prik R AL L £ BB A R T 5T R A 69 R 3. StyleGAN ¥ #7 & GAN 4 38 I0L4%
HARGAREAEZHLEARGE, B RELAL AR ERAAABRERRTERXEM., X FPRET AL TZRESHR
AAEBAMZRNLGEMNER, 2T GAN AR EARTIEFTPHEH LA BELERELE T TAMTHAMY, R TTFITH
R EBABIRAERAL A FIFRIRAERNFIE, ATRBARERERBIBFTEFTEEmT R A,
FIHEHTEABMERZIBRNERY BA LT T BRI, RAWH T A AL 8RSk FIAF GAN £ RAK B
aml, EEANBBEELOERERAN IREAESREERKEE LM ERESRBEEG IR ERE TR L
%, BT JPEG E4% AL R . H MM ERAG TR LA F R EHE, R4, IR 7 £ GAN 4 & 6 B 3 A 4 %
L LA RBEER, R—FENTHRBERA L IFOERNEAR T ) 2 B AWK,

KR B F ABRBGE; AR AN BARAYE W % &R X 40 B % IR &R
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GAN-generated Face Detection Based on Space-Frequency Convolutional Neural Network

WANG Jinwei"?* ,ZENG Kehui' .ZHANG Jiawei' , LUO Xiangyang®’and MA Bin'

1 College of Computer,College of Software, College of Cyberspace Security, Nanjing University of Information Science and Technology, Nanjing
210044 ,China

2 Jiangsu Collaborative Innovation Center of Atmospheric Environment and Equipment Technology, Nanjing University of Information Science and
Technology» Nanjing 210044, China

3 State Key Laboratory of Mathematical Engineering and Advanced Computing,Zhenzhou 450001, China

4 Shandong Provincial Key Laboratory of Computer Networks, Qilu University of Technology,Jinan 250353, China

Abstract The rapid development of generative adversarial networks (GANs) has led to unprecedented success in the field of
image generation. The emergence of new GANs such as StyleGAN makes the generated images more realistic and deceptive. po-
sing a greater threat to national security, social stability,and personal privacy. In this paper,a detection algorithm based on a
space-frequency joint two-stream convolutional neural network is proposed. Since GAN images will leave clearly discernible arti-
facts on the spectrum due to the up-sampling operation during the generation process,a learnable frequency-domain filter kernel
and frequency domain network are designed to fully learn and extract frequency-domain features. In order to reduce the influence

of the information discarded from the image transformation to the frequency domain,a spatial domain network is also designed to
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learn that the image content itself has differentiated spatial domain features. Finally,the two features are fused to detect the face

image generated by GAN. Experimental results on multiple datasets show that the proposed model outperforms existing algo-

rithms in detection accuracy on high-quality generated datasets and generalization across datasets. And for JPEG compression,

random cropping, Gaussian blur,and other operations, this method has stronger robustness. In addition, the proposed method also

performs well on the local face dataset generated by GAN,which further proves that this model has better generality and wider

application prospects.
Keywords

quency domain
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Table 1

configuration
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filt, 256 X 256 X 32 K, =32
AR $R L filt, 256256 X 32 K,=1
filt, 256 X 256 X 32 K;=1
conv, 256 X 256 X 32 conv(3X 3X32)
R pool, 128X 128X 32 max pool(2X2)
BEAE R
conv, 128 X128 X48 conv(3X3X48)
pool, 64X 64X48 max pool(2X2)

3.2 TEEMENEE

3.1 7RI T A AR I 4% ok R R PR A5 b i R L LU
LR AR I IAL S5 . BRI EFI T S AR R AL e &
A PR BN T O R B (R 3 A T AN R AT

FRE R FE—EBE LR T ENMECR. BEX T AR
B9 GAN BRI . 1 RAE A 0 550 A [R) L A7 78 Bh 52 1 IX 4k
RNBAIS AR o I8 HE 2 X T 1 W BE A £ A A 0 P 8T =
JEEE R E Bk S D FL A A . R B TR,
AR SCHE— 25 PN ZS ALY A L R A2 ER N A AR B 22 7
Fig 3t 25 ] dak ) 46 Of £ TR 25 A SRR AL

T Ao A A A IR S R Ok ST BLE B B GAN AT 1R
KSR R Rl 3 AR, AFEME, ZH VGG
W 2% 25 4 1 B R, AR SCR T XUZ 6 R a5 1 ok i — B 9 e B
W IR 2 BT, EL7E 4546 BUZ 5 #RIC 4 AR 40 FNBOT B 40 LRe-
LUSY 2 B AL 254 T 2 000 8 0 3% 2 R4

2 AN G A K S R S
Table 2 Spatial domain network structure and parameter

configuration

HiELE B 4 E EHUE
119N 256 X 256 None
convy, 256 X256 X 24 conv(3X3X24)
convyy 256 X256 X 24 conv(3X3X24)

pool, 128X 128X 24
128X 128 X 36

max pool(2X2)
conv(5X5X36)

convy,

convy, 128 X128 X 36 conv(5X5X36)
pool, 6464 <36 max pool(2X2)
conv, 64 X64X48 conv(7 X 7X48)
pool, 32X32X48 max pool(2X2)

3.3 ETEMBEARIR CNN M4

3.1 5N 3.2 5 43 o ke g T R B R s
FIHREAS [ B4R B
G5 AR SCH PR RFAE SEA T LA
CNN #E% ,

25 A BUR M AL B VR 5 o A0 23R R AE R 2 8] SRR AE 1
FENTE L TC vk e AT Rl A . PR A SO SE R AT 4 R 4
AR 3 P Rl CRRAIF 7 7 AF G A R A 45 BLR T L A
SR 2K PR ARRE AR R AL 1 B Sl 1024 () RRAE , GE
i % SR 7 S A FRAE ST RS . IR AR SOB RS
FIRFAE % A FR 512 4~ £ mﬁ!ﬁﬁmﬁﬁéa_ﬁ‘e}:‘* PiR ]
A1 PR LReLu $EATHOE . BRI Z Ah A SO 75 42 7438 2
AT L2 IEMAL, Horp 2802 2 0.0005, B T ARSCHIR B

I 33, 99 2%, LA 4
T TG M S B PR R A I Y AT
o R 0 B 48 e T S LR B XL
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JE B Xk Pl IS P B A T Y o3 2 [ L, PR b e S R T Sof e
max JZP A BRI AT AWM. RS BRME S
Fi7R 6

4 KBWERSHH

AU EENBT T ITAR B R A S 9 56 &,
A5 B0 4 DA BT AN 48 o ok, i s R SE AR IR T AR S
2 M0 T A IR S A A I A TR 1 A S S AXUHE GAN AR
BB 4 SRy A R 3T GAN Az A e 3 A L BT 4 O 9k K R
7 B 1R T P E
4.1 HIEEMTEMRIER

X F O R BOHE 4, A SCHE R 6 R R TR 45 ) GAN
50 28 1 0 PR A 36 A BT B A 5 9 5B #E GAN BT Style-
GAN TI"™#' il StyleGAN 11 dn 31 ) 4 B4 9 PGGAN™! Al
WGANPY PR AR T AN 0% 175 B 1) 7 193 5 8 BEGANY FI
LSGAN" X F B 5 A K B R, A8 S0k I 1) /2 CelebA-HQ
BAREDT R T 5 GAN A WL A RS BIHE BT UG e L AR 3[R B
W T 3R BRI AR . BT BOHE 4R Y A R R BOR: n
% 3 g,

F3 ST O AR B BTSN B 4R
Table 3

Fake face and real face datasets used in experiment

Alg % pHE #HE

StyleGAN 11 1024 X1024 8000

StyleGAN T 10241024 8000

i A e PGGAN 256X 256 10000

A% WGAN 256 X 256 10000

BEGAN 128128 10000

LSGAN 128X128 10000

CelebA-HQ ~ 1024X1024 12000

’ﬁ“”\ﬂA CelebA-HQ 256 X 256 12000
AR

CelebA-HQ 128X128 12000

B bk 2 B AL 0 TR R 2 S T I RS G A AL RE 0% R
N BT S B HLBE 2 AR SR B BT E X 2 Fh 45 4 GAN
Az LI R A 84, T B3 AN TR 4589 GAN AR B R [\ 43 3 %
) P 4 ) 9 T LA A 38 FHLARL A G 0 Ak SR . Pl T O LA AR AR (4 B
AR R F 9 256 X 256 , B AR SCKE BT B 1 R 21 %
H 256 X 256, fEFTA ML, A SCH 7 StyleGAN 1 Al
CelebA-HQ EIZEIUH CNN, H o 2 52 &% 308 1 859 43 9 %
5 StyleGAN T£#—%, Bl 1024 <1024, H4 54 GAN 4
BB NG B S AU F IR N AR A 92 A e e f . B

2, MR Y1 i A RS B (ACCO) Skt A7 i ik B R R .
- T, +Ty
Accuracy= PN (5)

Hor, P LN G300 g B0 4R v A URE 7S R D S RE A A A B
T, T 43 590 Ay 1 0 65 W00 300 19 A= RS A A AR I A 65 1000 81 ) G
FEA IAHL
4.2 ZXWEREHW
4.2.1 HREBn

ENS TR = ek RS s A T Ny B A T DN o R
R4 R (R B RY BEAT T I AT SE . I b 40 o S A
£k H CelebA-HQ (L & 8000 3K), th 1 A B IE 4k B
StyleGAN I,PGGAN LA & WGANE 41,5 8000 5K ) , % Ji 4

Iy PN 1024 X 1024,256 X256 P& 128 X128, Il 45 45 1t
Jo RRBIHE AL £ 3000 5K E SRR F 3000 5K Ph i &5 i i
£ P T IRAL L SERR AR AN 4 BT, RIS AT o B
it FF A3 B2 480 I 2% (FreNet) Jir 4K 45 19 2008 I 23 28 00 1 1 22
58 AT N B s ) 38k 99 245 (SpaNet) BT 3R 45 1 B 3R 5 4
PUAT 2 B 50 28 38 0 AiF 5 25 8] 8RR AF Al & 5 (Spa-Fre Net) it
PAT NS e T 2R . T LAY A b 3, 7E T A BOIR 42 1
DU, i B s 1 B T A AU B 0 2 R AL AR AR T A v Y 43
FAEPE L IEW] T R 7 X GAN AR & B A Sk . BRI
Z AN NS 4 FFA, B Y FreNet %t T StyleGAN 13X A= i,
Jo iR I IR TR A G B TR R T R R )
B GAN AL, I WGAN A il 4 R i 3 LA 95, 20%6,3X
WA F StyleGAN BEHITEA B EMG b B 207 T 2k 1
R AR AE R ER A RSN R, BB TA
5T 2R LR R AT R AE B AR 43 BT 1355 W T 1
TR 33 86 £ 52 B R FH A0 2R 190 4% o A DL AR G s AT AR 0
AT T8 WGAN 33X F 3 Wi B2 R A i B8 4 >k 136, (0 fif i 3
SR 46 R S B A 2 ORI AN AR SR 2R ). X
S VBT V) J5 0 46 17 R B R L AR S Ao R kI TR R AR R I
B E T A A5 B, FE A L IEEAT W 2B 3R BURT A% >, DAk
RN I AN b R e ¢ 1 3 T 2 MR A 1) 38 B HEARL AL
IR (104G U A Y

F 4 RS R B R
Table 4 Ablation results
CRRAE 20
wE StyleGAN 1 PGGAN WGAN
FreNet 99. 68 98. 87 95. 20
SpaNet 98.59 98.68 99. 68
Spa-FreNet 99. 86 99. 49 99.77

4.2.2 MERBIERIELF 5
A5 IR AE B2 B2 A B0 0 52 W 25 A0 3 38 I 6% 1 8 R
YINZH g U SRR BB, 3k e 4 52 T ) TR g R M BE . E AR
WL AR SO B ARF B n(1,2,3,4,5) #4756 H 25, 5
A5 MR 5 Py, W LIE M E S Y 2 WE R 1A, W4
IR TR I BIAE R RAE, 4 BKE B R 65024 . T
PRIUZ B R 2 TFIG BT R L T B AR, A SN
BE LT, Mo RE N34 EIEE FEEH IR
FI I I ZE R 100%, T4 n=>5 B, B TR KT
HTMB TR, BidsrdHam, A AR E N3, X
FERERT LLIA B R AR AORE B2, Bl T L n=4 B IS 500,
AT 1H 455 20 Wi S5CRE i T LA N R B
F 5 RTRIEIIUZ Z B 5B
Analysis on the number of feature extraction layers
CRLp 2 6D
RWEE K W
1 65.00
97.55

99. 86
99. 88

Table 5

(SISO N

4.2.3 AL
62 D5 O 3R GAN R0 %% B % JB R 2 1k 2 T it oK oK



222

Computer Science THEHLFIZ  Vol. 50.No. 6, June 2023

S A BT 22 HJ5T kB g AR AR TR AR A Bk B OE R
iR NP - A B | o SR o g 7 O P 1 A N Lo
THET A B 19 GAN ARG AL Y (32 Ak B8 T, B iE
FETHAT AR H GAN ZE B RS 2 W e R A3 2 N2 W

ARSCAE 6 B R 254 GAN A Al #4815 1k 1732 4k 52
B, BRI 6 AR 7 BiFl. %6, TN 3 A thi E
14 313 B StyleGAN 1, BeGAN #il LsGAN, X T & fif
GANLERRHALIESE T 4000 5K BHREFT U125, Bt 12000 5K
Pl NG G . AR M, AR SCFE Celeba-HQ AU4E S Pk #2 1
5 3 P o BER Y 12000 5K 2252 G 45 U1 25 BHR 8 80k
F| 24000 3k, ST TR AR 3 F GAN(StyleGAN 11, PGGAN
Ph K WGAN) , A% SC A b 3R I 25 5 A9 455 780 - 30 kb JHG g 4 3000
I VIO B 50 R o 5 A BER A IL I
%6 AR ELE StyleGAN 1, BeGAN Hl LsGAN A il 19 58 45 1

FRZ Al 592 36 %o L
Table 6 Generalization comparison of different algorithms on

datasets generated by StyleGAN I,BeGAN,and LsGAN

il % % StyleGAN T+ BeGAN+LsGAN
iR & StyleGAN 11 PGGAN WGAN
Nataraj 92.97 98. 04 99.53
Mo 94. 37 97. 64 99. 26
Zhang 98. 05 97.45 95. 25
FreNet 98.56 97.37 97.06
Fre-Spa Net 99. 24 98.67 98. 90

# 7 AFEBE BT StyleGAN I1,PGGAN 1 WGAN 4 i 4
BOEE b0z Ak 525X L
Table 7 Generalization comparison of different algorithms on

datasets generated by StyleGAN 1I,PGGAN,and WGAN

P StyleGAN T+ BeGAN+LsGAN
BURF StyleGAN 11 PGGAN WGAN
Nataraj 94.41 98. 45 99. 89
Mo 93. 28 98. 77 99.75
Zhang 98.78 98. 27 95.63
FreNet 98.91 98. 22 96. 02
Fre-Spa Net 99. 36 98.90 98. 83

N T YNGR AR B9 26 — 21 GAN Az U8 45 19 o &
FEHEATZ AR S8 HUR e 7 r 3, B StyleGAN 11,
PGGAN FI WGAN A= i 19 184k Yl G B 7Y, I fdi AT Style-
GAN T,BeGAN il LsGAN 3l i 457 280 1 g

T TR M SR BT B T R A PR A AR SR R i o i
5 —28 GAN R 5355 0 04T T X b, Hod, Zhang 265
P14 g T B 0 R k. RVAOR L T R AR AL 1Y) 37 1k
PETT R AT XA S TR A B GAN B RL Y 45 4 AR
SRR B R T FRAEERAE RS B R R R
W, — EURE AN 2 5] 3 T 3 Fp O 52 Bt 7T LB T 7E 25 00 i
GAN A S ER T R, 5 AT B A2 AR SO Hh 1 28 A3
WA MR KR F T StyleGAN By #0233 & H 1 A= Ak
B IIY J  d DE ER R B T 996 LA I

553 HR 0 B AH e, 25 Bl LsGAN 3 Ff 3 B 2 45 41K
P B0 B 1 o RR AR S 25 B i e B, IR T oS LR AE 11
LI B Y i R R R R A1

4.2.4 SHHEER

h T I B G b AR S T AR ST AL R R X
B 2 G D 5 S R 1A B B IR R T I A A O
R R AEAE D A SCUPAL T 7 $2 14 2 I3 156 45 4G 0 A5% 784 XoF 5 I,
FER T Yo & 00 BI R4 57 D) BORT L B ML 75 L) R T 43X
TR AL BRI EINT

(D EM&RH JPEG FE 46 . 1 46 i 16 26 19 5 &2 7 ML 10,
90 ] BEHLIUAT: 5

(2) FEMSHEBEPLER BT . 23T 9 & 4t L[5, 20 ] Hp il AL B
BE LR BT 5 0 50K L SRR B L AR 4 R

(3) PG 4 0 om0 AR, A ROsE AR Lo. 5, 2. 5] Hh Bifi AL
BB

(O BRI A e e 7, J7 22 L5, 20 ] o B HLERURE 5

G LRI ERAE.

FEA S o, YR B i R A2 33k B Celeba- HQ(EL
)M StyleGAN TCHh 7 , T U A BRI 3% 4 Hh 45 — 371 38 DU 47
FARFE I ATRL, SR 25 RNk 8 Jindl,
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Table 8 Robustness experiments results

LA 2 %)
A 4 LS # H % G
Nataraj 75.76  90.78  78.67  53.26  70.22
Mo 95.24  94.08  93.45  95.26  95.01
Zhang 94.83  98.83  93.61  89.56  92.27
FreNet 95.04  98.24  95.77  91.23  94.96

Fre-Spa Net 97.82 99.68 97.88 93.76 96. 56

A LAY At 7 B, AR SCHR Y 3k T as S A 1 4R BR T
1 7 X PR B 8 B RS T 99. 68 %6 Y A B Ah L FE H A i A
BTHT HBEBE ARG T, £ hHERTIMT
B 4 T 25 Sl O 5% ) ARG T SRR Y A IR 46 11 A% 0 2 T
8 43 S AR ARG rh 9 A 4 O R ke 0 A7 R I L X ke 5 B 1
SRR AE O FHAS B 22, 8 v v 1 B R T SE AG R T I 446 1) 2
STAPEUREAE . SR, BR T BV # AN, TCI0 R R 4 AR B 1
7 X A5 0 Y AT AR B T R A R A R 1)
IR T A B U3 v 3 BT T R 0 B L (8 A B A I R AL LR R
g FRAR . (E AR RO 7RSI SR VRN T2 B B
A5 — T4y G R T B 0 9 42 T, X A U B s R
AU TR0 A48 R I R G R ok ) G PR Y R B R IE R Y L (H 2
O] — 25 i v ASE TR Y e A R A K (A5 SR S AN S 1
i,

4.2.5 GAN & 9 By 3 AR 5 2 3%

H Al 6T GAN EEA Mk 36, LT BF A 1y B G # R £
R AR L RDA AEE GAN A B B3 AN . {252
b b GAN A7 AR TR Z . HE R H TR,
HEHIEMOE R 2 B T R A A B AR R A R S S
B EMF L SR T A, Rk, ARS8 2R
BRI R RR W B W2 N . B SR
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Fig. 9 Some datasets samples in LGGF
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Fig. 10 Detection accuracy in different generated areas
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