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Abstract Aiming at the problem that the user’s private key is difficult to retrieve once lost due to the lack of a recovery mecha-
nism in the blockchain,a multi-factor blockchain private key protection scheme based on passwords,secret questions and finger-
prints is proposed. The scheme does not require users to store additional information and can be implemented completely online,
and adopts an anti-forgetting factor access strategy. During the registration phase,users need to provide all factor information(in-
cluding password,secret question and fingerprint) and blockchain private key,and use a secret sharing scheme to assign a secret
share to a group of servers. In the recovery phase, users only need to provide some factors and send recovery applications to mul-
tiple servers to obtain the information of their secret shares and reconstruct the private key of the blockchain. Experimental re-
sults and heuristic security analysis show that the computing cost of both client and server in this scheme is in milliseconds,and
it can resist known attacks and provide better security by supporting multiple factors.

Keywords Multi-factor blockchain private key protection,Secret sharing, Password protected secret sharing, Fuzzy extraction
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Table 1 Common notations

Notation Explanation
U User
S Server
sk Blockchain private key
pw Password
Pq/a Secret questions/answers
w Biometric Information Template
PL/R, Publichelper string/secret random string
extracted fromw
G Finite cyclic groups with prime order p
z, (0,15 up—1}
{0,1}* A collection of strings with arbitrary length
{0,1}¢ A collection of strings withl-bit length
Hy (0,1} (0,1} A hash function which can map strings of

Gen()/Rep ()

ShamirGen()/

ShamirRec()
I

arbitrary length to /-bit strings

A hash function which can map strings of

arbitrary length to group elements in G

Fuzzy extraction generation algorithm

regeneration algorithm

Shamir secret sharing generation algorithm/

regeneration algorithm

Splice operation

2.1 Shamir B (t,n)MBHXEZFER

Shamir W (t,n) B % H 5207 2% — Bl Ik T Hitg 80 H 4B
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— A K P G BR VR A R A B A

D HAT I W /T

TEPR AL Gy B, St F P & ik IR A B3 A= H. (D7, iR
S REME BB =A0 . HTXTAPELNHIE A RS
8L TH BB E— SN B SO B A R R BT W B
BEMFEETEZ,

HFRRT A EA A mE - FIE A E R A s
256 HLARNY o EANTIATIY AR Hh B3 1O BOHE B 1Y) 28 4 1 L AR 5
I 55 i 1) 11 L AL B 45 00 25 s T A S £ St S AR TR 1Y

S BT AT

M LA MRS 2R AR, AT LLF A R ) B R
FORAG AL BE LA b, H 2N P =H, (d || H, (D) Dsk 3K
BRI . R AR S 2 2R BB J,
IRAHAMEREF S T AW, MR E2XNP, =d®
H, (puw)DR,. P, =dDH, () DR, T M pw B a LA K
R NIR S d 35 F) JH P 563054 D0 14 TE 86 15 L B 23 19 45 T %t
P4 (i Bl 25 ) JE 280 28) ANF8 SO AE I . 22 P R 48 4 20 A
M9 B A Wi G A A BOR R R MU L 4R SRR
oA 1 SR M DA I s e L TR R S5 A TR B HEAT 4 (B
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Ko AT EEGEK£MA R LEME 2 55,
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Table 2 Comparison between ours work and typical studies

Target Zhu %?['1: Jarecki %?[9] Canetti %:IG] Ours
Offline process
N Y N N N
required
Keep additional
. . Y N N N
information
Recover original
. N Y Y Y
private key
Resist offli
esst otme Y Y Conditional Y
guessing attacks
Resist password
. — N — Y
forgetting
Resist password
— N — Y
leakage
Resist i sonati
€sISt 1impersonation Y Y o Y
attacks
Resist eavesdropping o v
attacks
Resist replay attacks Y Y — Y
Resist colluding attacks N N — Conditional
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4.2 MHEESHR

FE TR B L 22 1 £ TR 2R X e AL R (R O S T 5
oty A K M 453t 0 Python 3 528, MR % 7 3 42 2% 78 PC Y »
Bt & & . AMD R5-3550H CPU @ 2. 1 GHz 4k ¥ % 16 GB
DDR4-RAM W7 ; Windows 10 ##4/E & 57,

W AR 55 i %8 % 48 = IR 55 4% B & O« AMD R7-3700X
CPU @ 3.59GHz 43 2% ;16 GB DDR4-RAM N E ; Windows
10 BER G,

BAKESE (=256 LLEE BEGHIB N 1024 AR 4L,
k%S48 t=8.n=10, ARCH T 5 HMMA T R MERELL
BN 3 A . ARSI R M v AR 55 o AE T W B B B
TE B B T 55 T 85 40 AE 2 RD 9, M R T AR R S E AT X
AR SE S AL SE A  ET  BE AR S R AT
ZAHE AR T A 1439057 25 8k 28 W R AR A
S0 T B IR FF A AT TR

# 3 ARWFFIr 55 BUA SR 7 5 0 PR RE LR

Table 3 Performance comparison between ours work and typical
studies
Stage Zhu ?FLU Jarecki %ij Canetti Q‘?*l” Ours
Time cost of client AT 5 0.153 0.118 0. 300
Registration/s server KT 5 0 - 0
Time cost of client KTF5 0.341 0.120 0.473
Recovery/s server AF5 0.161 — 0.160
client X F 10 0.494 0.238 0.773
Total/s
server KT 10 0.161 — 0. 160
GEIRAE AT X PR B R S P S B R — B

it 2o PR 5 s e LA AR I ] B, A SCHR T — b R T
H 2 B LR 20 2 R KB EE R R P 7 2. %07
Z e P A AME B BT LA sE ek S . i B 24
(R 2 014 5 (1) 34 W 1045 B0 ) P ) 8 40 PR 3R % R sl it o, G
FABH B TR 52 P A 22 A PES AR RS A5 BUARIE . 7T — 2B BT
Hh s AR Ty 58 A T A Bk i L S Rk AT TS AT TR
P FR e R DN R T ) SR I — AP S B R VA 2 (W]
A8 B4 5 T SR W 7P T 4 T 96 T A 4 I T R 55 8 4
A 0 A T T g
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