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Raft Consensus Algorithm Based on Credit Evaluation Model

LIU Wei'?*,GUO Lingbei'"? , XIA Yujie"'* ,SHE Wei"'?* and TIAN Zhao'**?
1 School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou 450000, China
2 Zhengzhou Key Laboratory of Blockchain and Data Intelligence, Zhengzhou 450000, China

3 Henan Collaborative Innovation Center for Internet Medical and Health Services,Zhengzhou University, Zhengzhou 450000, China

Abstract In the Internet of Vehicles, the sharing and interaction of traffic information is required between vehicle nodes. How-
ever,at present,there are still problems such as the difficulty in efficiently updating traffic data information between vehicle nodes
and the dissemination of false information by malicious vehicle nodes. Aiming at the above problems, this paper proposes a Raft
consensus algorithm based on credit evaluation model (CE-Raft). First, the credit evaluation model is constructed.and Byzantine
vehicle nodes are detected and eliminated based on the isolated forest anomaly detection algorithm,and then an honest node num-
ber table is generated. Then the leader election is performed,and the honest node is elected as the leader by modifying the voting
process of the follower node. Finally,log replication is performed.the leader node send an information synchronization request ac-
cording to the honest node number table to ensure that the correct message reaches a consensus among the nodes. Experimental
results show that the CE-Raft algorithm can effectively exclude Byzantine nodes, improve the prediction accuracy of honest
nodes,and has lower latency and higher throughput,so that the Internet of Vehicles can still complete data sharing safely and ef-
ficiently in the presence of malicious nodes.
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