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Network Protocol Vulnerability Mining Method Based on the Combination of Generative
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Abstract With the deep integration of informatization and industrialization, the security issues of industrial Internet of things
(IIoT) network protocols are becoming increasingly prominent. Existing network protocol vulnerability mining techniques mainly
rely on feature variation and fuzzy testing, which have the limitations of depending on expert experience and cannot overcome the
challenges posed by unknown protocols. To address the vulnerability mining challenges in IIoT protocols. this paper conducts re-
search on the automation analysis and generation of vulnerability detection rules and proposes a network protocol vulnerability
mining method based on a combination of generative adversarial networks (GANs) and mutation strategies. Firstly,a network
protocol analysis model based on GANs is employed to conduct deep information mining on message sequences,extract message
formats,and related features,enabling the recognition of network protocol structures. Then, by combining a guided iterative muta-
tion strategy with a mutation operator library,directed test case generation rules are constructed to reduce the time for vulnerabi-
lity discovery. Ultimately,an automated vulnerability mining method for unknown industrial control network protocols is deve-
loped to meet the demand for protocol automated vulnerability mining in the existing industrial control application domain. Based

on the above-mentioned approach,we conduct tests on two industrial control protocols(Modbus-TCP and S7) and evaluate them
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in terms of test coverage, vulnerability detection capability, test case generation time, and diversity. Experimental results show

that the proposed method achieves a remarkable 89. 4% on the TA index. The AD index,which measures the ability to detect vu-

Inerabilities in the simulated ModbusSlave system, reaches 6. 87 %. Additionally, the proposed method significantly reduces the

time required for generating effective test cases, thereby enhancing the efficiency of industrial control protocol vulnerability dis-

covery.
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Table 3 Exceptions results

Exceptions WGAN  WGAN-GP DMGAN
Slave Crash 16 37 179
Station ID XX Off-Line 57 53 49
Software Caused Connection abort 23 19 23
Integer overflow 71 81 81
File not found 26 30 30
Tllegal data address 119 135 169
Invalid Initialization 21 36 26
Illegal Function Code 160 197 297
Writer/Read Error 101 159 206
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