wfﬁ-’ffh?f*l'?

COMPLU SCIENCE

EFFPGAMIZUCH HEELIRME S R
SKIEM, IR, Rz € RS B8

5IAEX

KEM, =R, Rk BRE BEE. ETFPGANZUCEMEEURINE S =], HEMRE 2023,
50(11): 374-382.

ZHANG Bolin, LI Bin, YAN Yunfei, WEI Yuanxin, ZHOU Qinglei. ZUC High Performance Data Encryption
Scheme Based on FPGA [J]. Computer Science, 2023, 50(11): 374-382.

BUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
—MEERLZUCEIERNIAENE SR

Authenticated Encryption Scheme of Self-synchronous-like ZUC Algorithm
HEHEIE, 2023, 50(10): 377-382. https://doi.org/10.11896/jsjkx.220800007

ETIEaIN U ERE RN ARSI O EITTE

Motion Contrast Enhancement-based Crowd Motion Segmentation Method

HEHRIE, 2023, 50(6A): 211200205-7. https://doi.org/10.11896/jsjkx.211200205

FRIRERBEMHEEZEERNR T EMTTIE
Hybrid Algorithm of Grey Wolf Optimizer and Arithmetic Optimization Algorithm for Class Integration
Test Order Generation

IHENRIE, 2023, 50(5): 72-81. https://doi.org/10.11896/jsjkx.220200110

H ARG IR SHIRIAE T AR R SEHE
Research and Progress on Bug Report-oriented Bug Localization Techniques

HENES, 2022, 49(11): 8-23. https://doi.org/10.11896/jsjkx.220200117

ETFFPGANIBMRERIT ESM4-GCME AL
Implementation of FPGA-based High-performance and Scalable SM4-GCM Algorithm
BRI, 2022, 49(10): 74-82. https://doi.org/10.11896/jsjkx.210900137


https://www.jsjkx.com/CN/10.11896/jsjkx.221100070
https://www.jsjkx.com/EN/10.11896/jsjkx.221100070
https://www.jsjkx.com/CN/10.11896/jsjkx.220800007
https://doi.org/10.11896/jsjkx.220800007
https://www.jsjkx.com/CN/10.11896/jsjkx.211200205
https://doi.org/10.11896/jsjkx.211200205
https://www.jsjkx.com/CN/10.11896/jsjkx.220200110
https://doi.org/10.11896/jsjkx.220200110
https://www.jsjkx.com/CN/10.11896/jsjkx.220200117
https://doi.org/10.11896/jsjkx.220200117
https://www.jsjkx.com/CN/10.11896/jsjkx.210900137
https://doi.org/10.11896/jsjkx.210900137

0 'H‘ :ﬁ‘ *’h ﬁ‘*‘ ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 221100070

EFFPGA R ZUC BEEHIBEBMZ TR

KEA? F R e BREZE' BEARE
1 AMNKFHENEALSE E%%I%u # M 450001
2T HAE MG EEERELLEE AN 450001
(421049800@ qq. com)
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H AR B AIRE T 40.8%~209.5% = 62. 1% ~445. 4% , 3 3% 5ok F X 5| T 25. 728 Gb/s #= 46. 08 Gb/s, & A F L 3%
B EHEAKBERFELHEENES T,

FKEW . S X E NG THAEITES ; S mE ;M R R KL

FEESES  TP309

7UC High Performance Data Encryption Scheme Based on FPGA

ZHANG Bolin'? ,LI Bin"* , YAN Yunfei' , WEI Yuanxin' and ZHOU Qinglei
1 Country School of Computer and Artificial Intelligence,Zhengzhou University,Zhengzhou 450001, China
2 Henan Key Laboratory of Network Cryptography Technology,Zhengzhou 450001, China

Abstract ZUC algorithm is a stream cipher algorithm independently developed by China, which has been adopted as the fourth
generation mobile communication encryption standard by 3GPP LTE. In order to meet the high requirements of the big data era
for the performance of domestic passwords,a set of high-performance data encryption scheme with ZUC algorithm as the core is
designed. The scheme includes two encryption algorithm cores of different structure forms. Aiming at two different application
situations of short message and long message respectively, based on the FPGA platform, the semi-pipelined and full-pipelined
ZUC stream cipher circuit structures are designed by using CLLA and CSA adders. With the improved ZUC encryption mode, com-
bined with high-speed memory communication and multi iv parallel encryption, the high-performance encryption scheme is real-
ized, which greatly improves the encryption and decryption efficiency. When the scheme works, the encryption algorithm can be
configured using the control module. Experimental results show that,compared with other schemes.the working frequency of the
proposed algorithmis increased by 40. 8% ~ 209. 5% and 62. 1% ~ 445. 4% respectively, and the data throughput reaches
25.728Gb/s and 46. 08 Gb/s, meeting the high-performance encryption scenarios such as edge devices and Internet of Vehicles
data encryption.

Keywords ZUC algorithm,FPGA . High performance encryption, Hardware implementation, Pipelined
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Table 1 Relationship between module input and clk_counter
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s SCoJ.sl20. 5050w 50905 s[a.sL70.s[12]. 5[ 14 ]0s
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8 SC1],s[37.s[61,s[10],s s[5, s8], s[13],s[ 157,
[12].s[15].AddLine_res AddLine_res,W,mode=0
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AddLine_res.mode=1
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Fig. 15 Semi-pipelined design of AddLine internal structure
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Table 2 Resource performance comparison of various schemes

ES =% # % /MHz Z# vk & /Gbps LUT FF Slice
X k(2] Virtex 5 222.0 7.111 — — 575
X #k[5] Artix-7 Xc7al00tfgg484-2 166. 3 5.322 — — 305
Xk[8] Zyng-7020 142.0 4.500 19553 — 6011
X #[16] Virtex-5 172.0 5.504 — — 395
Kw[17] Virtex-5 65.0 2. 080 — 641 386
X #[18] DE-115 115.0 3. 680 — — —
A B kR K &k H AR 3R xcku060-ffval156-2-i 201.0 25.728 5818 3475 —
g AR K & AR B xcku060-ffval156-2-i 360. 0 46. 080 91891 79810 —
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Fig. 17 Module throughput at each working frequency
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