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Research on Impossible Differential Attack of Cipher SMS4

SUN Cui-ling WEI Hong-ru
(School of Mathematics and Physics, University of Science and Technology Beijing, Beijing 100083, China)

Abstract To analyze impossible differential cryptanalysis on the block cipher SMS4, the results were presented based
on one l4-round impossible differential route. One impossible differential attack was applied to 16-round and 18-round
reduced SMS4,and improved result on 17 round CLEFFIA-256 was given with the number of chosen plaintexts being
reduced to O(2% %), Computing result shows that the attack of 16-round SMS4 needs O(2®) choosing plaintext opera-
tions,and O(2%) encrypting computations,and the attack of 18-round SMS4 needs O(2') choosing plaintext opera-

tions and (2% #) encrypting computations,
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