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3D Chaos Map and Cellular Automata Based Image Encryption

LI Jing-yi CHEN Ju-hua
(School of Information Science and Technology,Sun Yat-sen University, Guangzhou 510006 ,China)
Abstract To design a high efficiency and good performance image encryption system, a novel scheme was proposed
based on 3D chaos map and 2D second order cellular automata. In this algorithm,image pixels are permuted using 3D cat
chaos map. Then in diffusion stage, each pixel value in bit level is permuted using 2D second order cellular automata.
This scheme belongs to the class of symmetric systems, which also has a large key space,and both encryption and de-

cryption are parallel. The results of several experiments on brute force attack, statistical analysis and differential attack
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show that the scheme can achieve a high security in few iterations and won’t enlarge the cipher image.
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