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Abstract NAT hides the internal network structure to the external network. On the one hand,it offers access to the il-
licit terminal facilitates,causing potential threats to the network. On the other hand,users can also privately share net-
works through NAT,which directly harm the interests of network operators. Effective detecting NAT devices plays an
important role in network security and controlling,network operation and management. This article analyzed and com-
pared the current NAT detection technologies. The advantages,disadvantages and the applicable conditions of each tech-
nologies were described. A C5. 0 decision tree based NAT device detection method using features of the upper-level ap-
plications and training data was proposed in this paper. The experiments with real network traffic data show that the
model can identify NAT device effectively.
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