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Access Control Subject Similarity and Constraints
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Abstract Constraint is an important factor in access control. It restricts sensitive combination of objects to be accumu-
lated into similar subjects, However, conventional access control constraints lack flexibility. In order to improve the flexi-
bility of constraints, we firstly respectively analysed potential inner-relationships among subjects and objects, and the re-
lationships between them in access control. Then we proposed the concept of similar subject groups,and on this basis
proposed revised access control constraint. Secondly, we implemented an experiment of subjects accessing objects. Ex-
perimental result shows the presented constraint is feasible and flexible, This revised constraint not only has the capa-

bility of conventional access control constraints, but also effectively prevents similar subjects’ collusive attack to the
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system.
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