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Abstract

software protection,in view of the problem that quantitative comparison and evaluation of code obfuscation are difficult,

In order to overcome randomness and blindness for choosing code obfuscation algorithms in the process of

a quantitative evaluation method of obfuscation based on multi-level weighted attributes was proposed. From the aspect
of attacker, it uses static and dynamic reverse analysis means to analyze the original and obfuscated programs,and quan-
tifies evaluation index based on program attributes, Three-level hierarchical analysis model is constructed, and expert
evaluation method is used to compare the importance of program attributes and determine the weights of program at-
tributes. Based on the evaluation index quantitative values and weights of attributes, analytic hierarchy process is used to

evaluate different obfuscation methods. Experiment and analysis show that the method can quantitatively compare the

effectiveness of different obfuscation algorithms.
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void main()

{

int min, tmp;

int n=20000;

int x[20000]=1{3,5,7,8,12,54,43,32,78,54,11,53,66,64, 23,

67.87,33,1,43};

for(i=0;i<<n—1;i-+-+)
{min=1i;

for(j=i+1;j<ln;j++)

if (x[j]<<x[min]) min=j;

if(min!=1)

{tmp=x[1i]; x[i]=x[min]; x_min]=tmp; }
}
}
EREBHRF P
vold main() {
int min, tmp;
int n=20000;
int x[20000]=1{3,5,7,8,12,54,43,32,78,54,11,53,66,64, 23,67,

87,33,1,43};

for(int i=0;1<{n—1;i++)
{min==1;

int j=i+1;

fG<<n)

{for(;3)

{if(x[j]<<x[min])

min=j;

s



if(1(j=<In)) break;
}
}
if(min!=1)
{tmp=x[i]; x[i]=x[min]J; x[min]=tmp; }
}
}
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void main()
{
int min, tmp;
int n=20000;
int x[20000]={3,5,7,8,12,54,43,32,78,54,11,53,66,64,23,
67,87,33,1,43};
for(G=0;i<<n—1;i++)
{min=1i;
srand ((unsigned) time(NULL) ) ;
if(rand() % i<C0)
{labell :if (x[1]%2==0)
x[i]=&l]+x[i+1D/2;
label2:if(x[i]1%21=0)
x(iJ=Gli]—=[i+11/2;
}
for(j=i+1;j<ln;j+-+)
if(x[j]<<x[min]) min=j;
if(min * rand()>=0)
goto label3;
else
{if(x[min] ¥%2==0)
goto labell;
else
goto label2;
}
label3.
if(min!==1)
{tmp=x[i]; x[i]=x[min]; x[min]=tmp; }
}
}
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void main() {
int min, tmp;
int n=20000;
int x{ 20000]={3,5,7,8,12,54,43,32,78,54,11,53,66,64,23,67,
87,33,1,43};
int varl=1;
int i=0,)j=0;
while(varl!=0)
{
int var2=1;
switch(varl)
{
case 1:{if(i<<n—1) varl=2;
else var1=0;
break;
}

case 2: {min=1i;

DR T B RAL  REBTBBBOR .

j=i+1;
while(var21=0)

{

switch(var2)

{case 1; {if(j<Cn) var2=2;
else var2=0;

break;

}

case 2. {if(x[j]<x[min})
min=j;

it

varz=1;

break;

}

}

}

if(min!=1) varl=3;
else{varl=1;

i+t

}

break;

H

case 3

{tmp=x[i];
x[i]=x[min];

x[ min]=tmp;
i+

varl=1;

break;

}

}
)
}
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