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Abstract With the increasing amount of data generated by individuals and business users, the advantages of cloud sto-
rage such as lower price and flexible use of storage space are obvious. As a large amount cf data are outsourced to the
cloud server, encryption methods are used to achieve protection and limitations of sensitive data generally. It makes tra-
ditional search scheme based on plaintext no longer applicable. How to achieve efficient file search on the basis of priva-
cy protection is the primary consideration. On the basis of the existing encrypted data search schemes, Chinese charac-
teristics of homophone and polysemy were analyzed, and synonyms of keyword were constructed using Chinese and
English,and the sets were constructed respectively. Fuzzy search scheme over encrypted cloud data based on keywords
was proposed. Search of Chinese fuzzy pinyin and synonyms is achieved,and the private key is protected by pseudo-ran-

dom function, High security, good practicability and high searching success rate of the system were verified by security
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analysis and system experiment.
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