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Abstract The integration of heterogeneous wireless networks (HWNSs) is an inevitable trend in the development of
next-generation networks. UMTS, LTE, WiMAX, WiFi and other wireless networks compete and cooperate mutually.
Secure billing is the primary challenge faced by the commercialization of HWNs, We proposed a non-repudiable billing
protocol based on the self-updating hash chain for HWNs. By using the novel self-updating hash chain technology,mo-
bile stations (MS) can quickly update available hash chain which ensures continuous fast authentication, The proposed
protocol provides the evidence to solve billing disputes, therefore, it achieves non-repudiation, confidentiality and accura-
cy in billing. Moreover, the theoretical analysis and performance simulation demonstrate that the proposed protocol has

some advantages in aspects of low computational cost, lightweight delay and can meet the performance requirements of

HWNes.
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