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Abstract Buffer overflow has become one of the major sources of program flaws. All of the existing solutions for detec-
ting buffer overflow have serious drawbacks that hinder their wider adoption by practitioners. In this paper, we re-
searched those solutions, analyzed their advantages and disadvantages. We presented a model for buffers in the program
and related operations, At last we designed a buffer overflow detecting approach based on model checking, A prototype
tool was also developed to verify this method.
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void func() {

char str[ 15];
str[10]="*a’;
strepy(str, *buffer overflow!”);

}
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void func() ¢

char str[15];

char * p;

p=str;

strepy(str, “buffer overflow!”);
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char st 15]; _str_, length=15;_str_, size=0;
char * p; PointTo_p={ };
p=str; PointTo_p={_str_};

strepy(p, "buffer overflow!”); _str_, size=16;
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p={(char * ) malloc(n) _p_. length=n;_p_. size=0;
strlen(buf) _buf_, size=0;

strepy(str, buf) _str_, size=strlen(buf) ;
strcat(str,p);

gets(buf) s

_str_. size= strlen(str) -+ strlen(p);
_buf_, size=65535;//A 7 LA H R oo

p=strdup(str); _p_. length=strlen(str) ;_p_. size=strlen(str);

4 ETFHEANRLRMNESXBHENERTRE —
MCBuffer

F TR IS A A B, A G T — M C B )5
HR 28 b X 3 R R Y JR & T & MCBuffer (Model Checking
Buffer Overflow)

MCBuffer B TR K R MBI C #7728 o DX 34k i)
MR, ASCIEMAK CIETHEEFEL Modex il CIEH
FERY, 78 I R TR SR b X R AR SCHRVE AT B, B X
Promela /R BT, A RB I T B SPIN, #TEBE K,
BAEZMXEH . RGP E P X8, W R8O
BHEXMRARTRNEMXE L, REKRHEHE X
R AR IR, FRE VR R 28 b [X i o 2 B FRT HEA T BRI
BREATRR. B 1R TR, RN RA
HIRRMELHMES . FTERBRS T EE LSRRI AEL
.

E& 84
:|> SPIN ——%
g Zo
W fk oy & o
X 3

A e
1 R#&d

Modex

CEF

B 1 MCBuffer Z5/HERE
4.1 BERRFRIMEL
BEARRMNTRESAREA — SN £
R RG A BRI HE RN, D Promela $5 513 & F



HARIFITRG, T SMV W IEGE S THREG RN ER.
st xt CIEENRBEFHTHAKRE, —HRBRE—1
EENRTERE,

Modex™1 & Bell LB EHF K — 4 C BT HEEHMB T
B, B EE RS Flex HATIHERAHT, #R/5 ) F Bison B E
BT RS AT IR AT A XA R A AR S I N,
AT RS REE BRI TR . ERBI RN
FEEREAHET B EWN BN Promela #/8, BRI
T LA52% Modex HIMIC T A R BRACHD , ZE ML A B 04T T 40
W

Modex FESEBURT 7] LUF| FABCABC &, B sh 1T &1,
WA EREXH, FTHBEE. REERANHRZE
KTEBEHREAR T RENERBIET K, HEREAR W
AT DARE A 82 2 vk, I T SE DR B s 0 R AT BT
ik,
4.2 BrhXEE

SRXERFSEN —F BFX R, EHTE WK RE
it AR E A B H B AR /MNER T8 X B4 AR A K
MRS RAZ WX B XS X b AR, E
it B E R ST, A S — MR EES R buf_model
FKILRARERTHENKX, RETHENENErPX buff
EMER—ER buff ERHFAESG B BN LE,
AT B BE M RTHERAE RN

struct buf_model{

char file[100];/ « BR#ESCH = /

char func[100];/ = FR7EsRH = /

char name[ 1007];/ x ZZMX ZF * /

int length; / » T4 B = /

int size; / % HHEFHRIER /D % /
}
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void main() {

char buf[107;

char * p;

p="Buf Overflow Checking!”;

strepy(buf, p);

# 3 #3225 Promela 0%
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c_state "buf_model _p_" "Local main"
c_state "buf_model _buf " "Local main"
c_state "char * p" "Local main"
¢_state "char buf[ 10]" "Local main"
[ BREMFYH «/
c_decl {

typedef struct buf_model{

char file[ 100]; £S5 & X

char func[100]; /xR E %~/

char name{ 1007; [ * B RLFE /]

int length; /* WMo BEEE «/

int size; /x BRTHAERN =/
}buf_model;

active proctype main()

{ c¢_code { strepy(Pmain—>>_buf_, file, "example. ¢");};

c_code {strepy(Pmain—>>_buf_. func, "main");} ;

c_code {strepy(Pmain—>>_buf_, name,"buf");};

c_code {Pmain—>>_buf_, length=10;};

c_code {Pmain—>>_buf_, size=0;};

c_code {strcpy(Pmain—>>_p_. file, "example, c™);} 3

c_code {strepy(Pmain—>>_p_. func, "main");};

¢_code {strcpy(Pmain—>>_p_, name,"p");};

c_code {Pmain—>>_p_. length==0;};

c_code {Pmain—>>_p_, size=0; };

c_code {Pmain—>>p="Buff overflow checking"; };

c_code {Pmain—>>_p_, length=strlen("Buff overflow checking”");};
c_code {Pmain—>>_p_, size=strlen("Buff overflow checking");};
¢_code [(Pmain—>>_p_. length>>=Pmain—>>_p_.size)]{ } };
¢_code {strcpy(Pmain—>>buf, Pmain—>>p);};

c_code {Pmain—>>_buf_. size=Pmain—>>_p_. size;};

¢_code [(Pmain—">_buf_. length>>=Pmain—>>_buf_. size2)){ ; };
{3}s

}

e 33 o



XAETHET p HR/ANER T buf BIBRH, 72 A
strepy BZ G, BEXREB MR H. £3HHIHT
MCBuffer #4t4 f# Promela {45, 7T LA & 4 F SPIN i#
TRIE. R BAMATR SRR SPIN HRBEHTHIANE
IEFRME. IR EetE R 2, M R P P LM
WX WX .

& 2 BA 3 33 MCBuffer il IBATES . ATLIEH,
MCBuffer ﬁi%ﬂﬁﬁ?ﬁ!ﬂ@]T?ﬁﬁﬁgqjﬁﬁﬂ’J%WX&‘i&llﬂ@

v ieordrastimptsharesoplsmottoties. o0

[ BBk Vww | Teninal Go ﬂdw

8 n2in(1): [ Pmain->_buf _.size=0; ]

“s-. main(1): [ strepy(®main->_p_.name,"p"); 1

110: wain(1):{ Pmain->_p_.length=0; )

a2: main{1):[ Pmain->_p_.size=0: ]

na: main(1):{ Pnain-»>p="Buff overflow checking: ]

8 main(1):{ Pmain->_p_.length=strlen{"Buff overflow checking");
il

HER main{1):{ Pmain->_p_.size=strlen("Buff overflow checking”); 1
20: main{1y:{ ; )

22 main(12:[ strcpy(Pmain->buf Pmain->p); ]

i24: rain(1):{ Pmain-»_buf_.size=Pmain-> p_.size; ]

‘pan;| (Pmain->_buf_.length>=Pmain->_buf_.size)

1261 main{1):[ ; ]

"spin: trail ends after 26 steps
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