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Abstract Symmetric cryptographic algorithm description language(SDLSCA) describes the design ideas of algorithm in
a natural way of thinking similar to the professional language. In the design of cryptographic algorithms, the components
of algorithm which has safe and good performanc will be repeatly used, such as Substitute, Permutation, In this paper,
based on the analysis of designing rules and features of a large number of public cryptographic algorithms, the function
scheme was added to SDLSCA. Key techniques of the SDLSCA function were proposed in detail such as definition, call-
ing and implementation. AES was described to illustrate the application of the function, The practice indicates that by
making proper use of functions in SDLSCA, algorithm description can be simplified, and the efficiency and utilization
rate are improved,
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/function fun_name(nl) (paral, paraZ,+*+)

BteEAl 1

BAEE A n;

\function

BRI R SHFER 2D AR K LR A

A AR IE A SO SDLSCA g LB IR B IR 1E4F .
[FIBf RESCIFIR BRI TR, I HE A P A2 RS AT LU
FAPERRH. 18 1L N R D BB, (6 B vk A 3R 5 o 18] vk A
T RRBLO THREHRHAN, BB TERHERHOECR,
HERBHEMEBEERHR D, BRI BB MRE.

2 BEMEHSL

2.1 BEYHENRER
SDLSCA 1 iR ##38 s = _E B 7R , B fun_name %
TREREIRRIR, B R . nl TR AR M F/N (RS
KD QR nl =0, TN KRB AR IEME, (paral,para2, )
FESHE L SR B R, P BASEE T UE L g
ES AL B,
T Z7E main RECP TR LR E LA REIE R .
/main
varl=3;
var2=>5;
function var3={un_name(varl,var2);/ * varl,var2 43 A # paral .
para2 (2 EIAER) , fun_name B EH K M {E ] var3
FRVHIE] * /
function fun_name(varl,var2);
\main
2.2 BWHIZH
SDLSCA F R$H AP B 2 R SE IR AR
FE BRI ERAE T RFUEE N E L BB
LS FTREOR N S BEE . T EE PR 8 RBCL B
Hik.
2.2.1 HEEHAM
H#E SDLSCA R¥E SCR A7 =0, 430 B ANTLR
S ST RBCE SCRYE A BB R RUR T EEE X
TR -
functionstate = SLASH FUNCTION(BLANK) + stringname OPEN
1D CLOSE OPEN(| (}"%.") var (COMMAC(|'&") var) » ) CLOSE
(NEWLINE | BLANK) * (sentencestatement (NEWLINE | BLANK)
%) * BACKSLASH FUNCTION

A ESRIE R HL T A, B8 R XA ML “ stringname”,
BV LA B8 T RIS T 36 i F A 8, Hob “SLASH” f“FUNC-
TION"S X B FH MR IR RS SDLSCA B MM P KXk
B, REEEMNME A 1R,

S e T e Sy R S
L» ( )
Rl
var var
s Mo

(—[EEWLINE,.BLANE\% ’I\ﬁ i @—r\\mcﬁmi

B 1 REUE SRR HIE
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REBUE HLE T B4 R EMERR B SRR M.
SEUERBH T B, “VarlBR T BEHEE. BN
W=y * sentencestatement” # 7 T 5F F A b 8 7T B 4T 1B 4,
HREUA BRI .

functioncall = FUNCTION BLANK + (|var '=") stringname
OPEN(| (('&'|Dexp_1) (COMMA ('%."|Yexp_1) * ) CLOSE SEMI-
COLON

PRSI P IE R FL N AN A 2 B
functioncall ]

o o =
o0 L0

2 REAREEANE

2.2.2 BEAABEM

AT FEESRBARRAE B AU T T BAR S A
typedef sturct function
{

char * Name Ptr; //#8 1 ¥4 , BEIIHE—FRIR
int Para_Count; //JESRIME
Var_Str * ParaTrasPtr; //35107E S MilG 48822 F A4
// BRBOR [EME, MR F 26 8 void W reval=
NULL
Var_Str * FunVarHeadPtr; //HEPAEBSH RN LI
excute_Sen * FuncSenHeadPtr; //F EEAERITEMWERL
e
struct function * Next Ptr; //#8 F— 1 RELEE S
} Func;

EHE LR B I, FunVarHeadPtr 2y of 0 89 )
AR EER LI, BRI — I S R EGR M AR
B AR IR BB UWTER S RTHER . & LXH
MR T R REER R ERZERNE. B
PEFAEEE A 3 FiR.

Var_Str * reval;

'Y
Name_Ptr
Para_Count
ParaTrasPt
Func
reval —ﬁ
FunVarHeadPtr Var_Str —» var Str |—» """
FunSenHeadPtr
Next Ptr M excute_Sen }—bﬂxcuteisen }——» """

B3 REHFELEN

FunSenHeadPtr & 7] 894 FEE R 777 T B 5 & 17T
PATIBEA] . FEREUE BT, 5 o6 B0 38 B3 AT LR A
R R AT ] F 778 B FunSenHeadPtr 45 [ (18] F 4R .
ERBOARR, Bk, MINBESHERAEE S, ZEBHMIT
FunSenHeadPtr A] F4E 3, B 5 ¥R B EH R4S reval, BEEIN
ARETEINFEEERRFLERRERER FunVar-
HeadPtr 1, BT ERE B IZER. WRBRERTHT
o A T A el B, B R A R A AR B 2 R R



BELRTRAAARENERER, SRR EPITR G
BREAAEREREER.

3 ETF SDLSCA i AES HikpIHiiR

THER AES B 06, 4 s B P B R
B PRR BN S, B8 AES B REMRE R &
BEHRPE RS AT FHARE AR MESES M
LB FERR EIR P B E SCRRBKAT AR T S AR PR R
¥. ZREERNFEE EIBEP EEAAXERFAEEX
EEMALG AW HERE. TEMAFWREREC B
BB RRR P A AER.

FHREBEENL
/function SubstituteBytes(0) (& State(128))

(s00(8) || s10(8) 1| 520(8) || s30(8) || s01(8) || s11¢8) || s21(8> ||
s31(8) || s02(8) |l s12(8) || s22(8) || $32(8) || s03(8) || s13(8) || s23
(8) || 33(8))="State(128);

s00(8) =substitute(8,8) {S} (s00(8));//S A #, S H AES Hik
i S &, substitute N FE %L

$33(8)=substitute(8,8) {S} (s33(8));

State(128) == (s00(8) || s10(8) || s20(8) || s30(8) || s01(8) || sl1
(8) |l s21(8) || s31(8) || s02(8) || s12(8) || s22(8) || s32(8) || s03(8)
[l s13(8) || s23(8) || s33(8));

\function
# AES & B P HEERATF B SR
//AES i £ BIFHER 5

/loop(s=1;step=1)=9

RoundKey=Rkey[ s * 4] || Rkey[s * 4+1] || Rkey[s * 4+2] ||
Rkey[s * 4+3];

function SubstituteBytes(&-State) ; //FEH &

function ShiftRow( & State) ; / /AT

function MixColumn(&-State) ; / /3R , % ¥k BE E K

function AddRoundKey( &.State, RoundKey);//3 8410, % B #
RFAFPBELER
\loop

R FA R T REH A AES B X 111 47085, W&

AES (ERBH#3 10 C B & R IEE 300 77, A

B A A B EE S, SHAF K CIES BT
b, RS RIAT AR KR . SEBRIERT , 32 F ek 2R Zh BE 7T
KW IR AREATE R BRI .

HRE FUESTEBREETRAEM L2/
Bk BAR, BriT LB T SDLSCA B shak. &Ja Ll
AES Yo, F P BE s BORIF P B B SO R BHEAT B R 48
g g8 AT AR 18 B AT X L SE T SR UE AR I TR 1
WEERME. R S5H R AR B LT T Xt
W, SRR, B R BB LA K LB R R, 1R
B R ACR A AR, % SDLSCA # R RAT T TIBE
ORI I L BRI . ’
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