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Collaborative Position Privacy Protection Method Based on Game Theory

CHEN Yu-feng LIU Xuejun LI Bin
(College of Electrioncs and Information, Nanjing University of Science and Technology, Nanjing 211816, China)

Abstract Location privacy protection is arising people’s more attention and research. Currently location privacy-preser-
ving based on users of mutual cooperation without a central server is now the focus of the study. In order to better pro-
tect the privacy of the user’s location in real untrusted environment, this paper provided a location privacy protection
method Privacy_l which is based on the idea of user collaboration game. Anonymous group is formed by users collabo-
rate, density center of anonymous group as the anchor instead of the true position to initiate the query. To calculate the
anchor through secure sum, this method could eliminate the situations that do not cooperate in good faith in real implau-
sible circumstances. Meanwhile, according to the users’ different location-privacy requirements, different anonymous
protective effect is achieved by setting different levels of privacy protection parameters. In addition improved incremen-
tal query method is used to improve the efficiency of nearest neighbor queries. Simulation results show that this method
has better performance,and can be applied to reality better,

Vol. 40 No. 10

Keywords Game, Collaboration, Location privacy, Privacy-protection

1 5l

12 B R % (LBS, Location Based Services) f£B GPS 16
ZEMBERNER, BREXBEE KBS, BRAPEME
FX SRS MIER, AT BB E iR F R A BRI B . BRI
BRF RS M BRSBHBHERERHPAE
MEANAELEHBAPNSH, TR BHEPBRAG
a0,

AT AL B IS R RN, CRR3 IR R T4
BELAEAY, EHNEARBERLERTHAALENE, A
—AMEEHM -1 AP HELXKERERA P MESE.
AT 07 B R 55 IR B T £ NP SR E—NRE P
B0, HRAKSEETF FELBRNARRRARET
DRE RGN, RMRAXH T EFEEREZHAL,
BEMKBE B RAL PO RS B/EHRRART T

SR H 8. 2012-12-23 R4 H#9:2013-04-04

P, CER(13J4H T SpaceTwist J7 ¥, B I /5 BEHLZE B
HOEEMERHER SRR A EHZMARERTS
RE SN B A B RS RAR AR RS A N, FRER
BIMERAMAF AL ERGTHE . BIABERNEASR.
SR SpaceTwist HFETHEEZ D k-BZ MR, FEAHMHEK
HEELSTE P EA AP REE— X, IMRE
RBRAE-MRPREER, AHEERETHREBEANS
KRHEP, BB B SRR E T—-FETH
PEMER R AR Y175 Coprivacy, B P 2 8138 M 4 B B
fo , ANEERLRE R, BT ARSI e RE R4,
AELERELAXBRESE ELNHE. ARAPER
PAEE R XS EE P OERNEALHERZERAZEAS
BESLME, R EITSEWERNSR, ETRERF X
QBB BAIESE AR, (B Coprivacy TERET
FRA UME R P &R TS 19, THAR R MER P AT S B AL.

FXRER RS (61073197), LR B T #1HR] (SBE201077457) % B «

ﬁiﬁ(IQSS— ) 91( J!ﬁ:tét ] i@ﬂ%ﬁmﬁﬁﬁ%ﬂ‘ﬁﬁﬁﬁ ’ E—mail; chen_yufeiye@ 163- com; i‘] #g(lg’]l _) ) % ) iﬁi y EU&&? EE%B‘:
U SO SR R R BRI, S 1979, B L, BRI, EEBFN M b BAR LS R AR ME B AL,

e 92 o



AU EH P HEAER TR SR O RS SRR
AT UMER PREAR TSRS, R T —METEE®R
BEMAPHEAENLERMRP T L. BHEERERE
RBFRe e BARHATRISE, 47 TR P Z M #A A&
FE AR B C B EE A, AR ABATR g B X AT E
WETRPZEAER . ZRCEET CRL2]F 2 2R
HiE, R BB YORFUG OB R 77 Bk LA BRI
RBHEAREREEE, LBERP P L ERRNER.

B 2 W EBRMBTHXARIAE: S 3 WA 85
WERH 4 R T —MUBERMRF TR B S WHLST
LR HER5HE T AT,

2 HXHR

EFNERAEFHRRELSIETIFS¥ENRE,
FBABT —EHRRR. ETAERMRFHBIRECR B
EBRARET LM S B RARIP T EMET A LR
A AL EBAMRY TN L TS H BN M AT B IR AT
ME AR ASCRYMITERAEMRIWER FRENET
T O MR FGA A B RARY T .

ETLP LRSS HOMERRART EES WA HED
ESTRAFPUMERTM . P IMERRENERESR FEN I
ST RRER MR, XM T AT B E BN RS RE.
TE PP UM B T s — R0 A B 5 B BN 4 B 7 Bk SRR
BRAGRY XM RS ERBRWER. AXHHR
RETR P OMER, HUMER P B MERE R TREINAR
FhRW 2R, F P Z T AR TS & 18 s T 4 U P B B
YEW 283738 /N T 2048 BUA B AL i e 25 B B4 Y BUK IR &
fE. AMEBRMFTET LIRS ZHAXFHRRE R E?
12 FASCHRL 2]eh 22 2R AN J7 vk » AT LARR RS B B RA A B UM
RN L AR,

MR B RMERR R LTI B, R
(MRS —AFHHRFRET SR BENA ERMRIK,
BRXEFERHRTAEZLBESFEEET, APZEE—
IR A EEIERE , Y B A BRI A I , 5 R Z BB AR
6] A E s T 24 BE 42 e B B RS /N » 9 i Z [ R T B
AR

SCHRL16 148 H BT 4R R IR AMR Y 43 NI E
Tk, EEBIE T AR REAEEE P S 5E PR FEE, AML
BHERREFRTOEE T, S5 0IEHERBE AL —1
AT SRS , T EL 45 T X R IOIR & R 4 24 3 ok
T T RO RN SCF A T A RBIEE TS 5E5%
FAE S B SR B ER KR , R R A I R R — A
A RICRALR G A

30 H B0EE T IEFR IS A P E IME R AL B B
T RAESCIR(L, 2, 14, 16 I BT R B 2 BRI, A0
EEFRE . (DRE TATEIRT A HEIMES A B R
RO IR T SORCL IR B 7 s i b FRVE R ()18 43
LI B ITRATT 8 MR T A B BRI MEP A
AELEVEREE, FCRE T Privacy_I(s,8, D E B, s R
RAPRENERXBER L RRELKR, 0 RRH X
FTRFREWRE . BB ARESH )0,k KFFH
AEBEART KT, BRAR AP TRAR LA ERE
SAFER), BERETEN, XHERT A BEAINE

RAKFI RBEB AT RBIARBR. (DECERSFX
IEABA AT Ty S T — e B R T TR g ROE
PREIHTHERRE,

3 TEIFICEA

183518 (game theory) BHI X PR 5 S EM— R EF
BAIRICE, BT RN RE—RIIRE MM R S, 4
MERREIRIBENIT . EREHE, FHRBYAIE
FEENHER TR, BRSPS AERE, R4 B
WE BT A S%¥ OHEMAYES, TFER BT 1R N A
FREHEE TME, BREIRER FHESR . ABRSE RE
PR PR R R AR QoS XH¥%.

SERME BB BGZRS b — R B R A, X

“EEERRENS S ANIAEMS 5 AR (R
] RASRBDHEEENTH, “BEBHEFE2S
AFaE#EfT 3 B Rg#F R, AR LERBARE
FRAR I —URE R, L IE A U

EX THTEE Ao MB25ANERARAEREG
={Slv"'9 niulv""un}ﬂl-&m%gﬁé s*=(sf yoeuyst R )
B— A%, MR FE—A i, 57 BRACHMBS S A
Fsti=Cr sy sty SO OBMBRTE N2 E5ANE
ﬂﬁﬁﬁmﬁ’ B a, Gs 322U (5i552), Vi €S, Vi ﬁ%ﬂ%%~
MEREFR, " BRTRERUEBHM " €arg fineasﬁfui(s{ )

eyt Siasiiery sy ), B i=1,2,0m

P R - MR ES S AES—TMAENE
BT REFE—FREE 01730, WA R o, A
B IR— R RES S ANEREREHRT LM EER
SHARREVL IS EEA R 8977 30, AR IRAE IR -5 k. T H
SHHBEARIERERE X,

EX 2B A BRI £ n NS5 NEEMN R
ABRG={S1,,Sssum»u P, BESEAN i Bk AN
R Si= {5,y 5, } » ARSI AG 0; = (on sy )V BR A i 1
— MR AR, X B op =0(sa) J @ B8 sa FOBESR, X F TG

K
B‘J k=19"'9kv0<aﬂe<1’ zllaub:l,?E%ﬁﬁmggﬁ% " = (o7,

esof e Y R—AA I, MBS FHRER i=1,2-+,n,
—Fij:ﬁijﬂ’i (sa 70’*1')>ui(s&’ N A s’a €S,

4 EBERRARPAE

AXBRORERLEF DR PP BERMRFRE
BEEAETRN, EAEREST AP 2ERARIEGE SR
BAESEN. MRIMEHNTA Y SBRBEN, N TFHEA
BEX B BRRE TR B GORBE, W&l fE A 1E3t
IRV AR A58 LH B 57 B R 5 A S 0 SR UMV S N PR AR KR 19 A, X
FEABEN A BRRHET RSB (R, R &R
RREERKMERER? ETHRRRAKER APrZ
BT AR — RSl
4.1 EEBARPHHMEIEXRIT

FXRHHHTERET AP GENLERRBEP T,
ERFEERRST B P T LB A el R A 1E.
FAEM ST RS, 2 55 @ KBRA LT LR BR
ALE RS 5 0 B BAVRY 2 SORI 2, IS A MR R
¥ EESCRI1618450, 18 XN & RS /D TS &

+ 03



el aint, 2 5% 2 | MR R H R RiRfE A1, T
EV AL U & re g e e PR el
HE5HHRMARREREPRIESIE. b TR
FHEZEDUT EAAAE R, AT RS A1, R RER
BERBIEBMIAER S . Rk, AR ERT ERERIEKIR
EYEW /N TR AR, P SRS A1 PRIE
o B IR 55 A0 RARMRA B A A b

EARSERT AP LUERRREEERNEES
A, XR—MIRA R IE. §E° R (HarsanyD "™ JEH, 1R
FREHEETARELEL T HARBATSE. Bhxe
BERRE—HARS, BEL P AX KA 8 BiR R
EATREERETHY. EAREERT.8MEE5ANER
FH E R R ET , XT3 RIS F LT R RAHE
8, REENSE5 AT REEN RN . ERIITBH
AL EBRART RIS, B RBAH BN ERBESET
S5 AMHLNEETS), WET S5 ALMARAEX ik
HAsi i mg AT T o€ B 2 M R 4. BECH
(161, UM T 5w M-S 5E P1 5 P2 HER T, PLEL

* ___ 01 Y N 1y x 62 ¥,

BE1E. Kb « REPIE RS SRR KRS, 0 A% PLIERME
A1 P2 RIS TERT P2 k2, —0, IRE PLWESE P2 K
W& ERS P1 k28,0 VL P2 iR1E & 1E P1 IKSRA 1ERT P1
wilkas, —0 A3 P2 {5 & 1E P1 IR A et P2 Bydes , 3
H 4>0,0,>0,6,>0,

o NBA F R A SRR EER? HE%CE2]#
W ELRAF &, M ERT T —ERL, R B
HEBERBER.

4.2 (BREARPEERHR

SCER(1 R T —F B A E MER B & BRAMVE I Bk
Coprivacy, AT AL BETHA AP IMENBERTERAMN
FIEBAMRY . AHGH T Coprivacy Kk, 1 %30k [2]8
BREEZF RIS BE T —FERTERETHPZREN
PMER ., L, TSP RAEEREN,WAS
— AP WA -8R0, MEFIAME SERABKRE, I
BXF—-EHEAMRSREWREGEEZN. Bk, &3
R MELRMEY: Privacy_(s, 6, D T CER[2 ]9 H %
ERMHEL. Privacy_1(s, 0, BB s REEAH P FH
FRABRASEANNT BH—INEE e REBELEHE.0R
AP FREIREMRE .

4.2.1 FEEERHBL

EX 1(EHQ HAPRHNER QA UBRRIUTE

R:Q={id,t,con,s,0,k},
A, id FAFP R HE A ARG, BRE P AR
REBHE R, con RNFAPBANERARNE, s RAAPIEE
HEZ X R, 0 Z AP TR IREMRE - Fr A
FigENE &S,

BRid EHBAPREERRREAHERN: K
con,s,0,k %%%H@F’?E%B@W%ﬁ %ﬁ k %ﬂ s @k,ﬁ"])ﬁ‘%
FR PR RR , R A AL B A1 R K 5 0 AR K UL BA FB P X iR
Z B HIR/N, R R .

TN 2kEBLZHE KS) WTUERALERAN

K-S={gid,k,s,anchor}

R, gid FRZELHNR R L RRELZHA P EHEHR
R, s ERELHX RN B/ DER, anchor RANKERH
. 94 o

RS W R B MRS & AR RALE .

EX 3(& e Co-Agreements) ERELZHG. B/
ZRBEFE AR UBRER N

Co-Agreements={id,l,k,d0}

A, id BRAP R HERNK id B, 1= (2, WERBPH
TEME, x RN BNEE, y B BNSGE, TUEAL
GPS 34i3k18, & REE B AP HRA N0 BARAP X FR
FIRZEMBRH.

EX 4 BRIKER dist(p, QFRE p 5K q EZH/VE
LHIER

dist(p,@ =/ (p.—q.)" +(p,—q,)*

4.2.2 ¥k

AEACHARNEER S, FEMNERADRPHOASA 3 #
REB:DAERMEZAS, AEEMEZHTHENBF
AR HEZHBSLERNS B Rk E Bk AR
BLESBA P IR RIGESAP B E A TET b, BURE
2 XIRR 0 P P X KR 42 ) B I BER s, i 2, T
BEZ4,. MY KREAREEIBEN L DEEEZH D
HRFBYS, EZERWAPELSEDLLREE S
RAMMAFRBTERERSNTE. ERHLEEELTSA
AP AR RS REBEAUT BRI ERAHN
WE—TRFDCEEZATHORBHEA. dAAF
AR AW EZ BN ERSEBEFTRAES
W, ARG EL AR BA0RE, ERABS N 412
B E AN R TR S AN BT AR AL B

B EBELHMEN. RAXARLILIJEENITRE
TEAH, IRIT AEEMEZEPHENIEF, 8%
AREREZHYER, RFEHHE S FORM_GROUP, i
BRBENBEh,id, gid) , B W T W48 ISR BT B0
WIRE . B & p 2P 8 FORM_GROUP(A, id, gid),
HARENBRETS AR, A FE NI, 35w K%
HEr BE— ACKHA. RE p BEHCHARSES
HER SRR WHRS REHE , QR 2 N R, A
ML, BF p AL, IR A>1, W p ¥k W 1 IR RIH
& FORM_GROUP A7 #5 , MW7 R85 Re B F2 1 AL B ma
B, SWEESEYANENE, BB MEEBEREREXR
MEENA IR =1, p BACHEEEEMAR L
BB ANESTEIPEHBREBEEF v/ R LUk
B ERELE TR KAEZHARHE t—1 A p
KT BBt i 1, EH #% R K E FORM_GROUP,
R, BEIBEARELS BEIEAR -1 IMEEZ2TR. B,
RELXREARBANEEHERERHB/DNXE s, R
AW W ry BEUIABELC B A Y KX B2, 5
WRERAIE,

2|2 s, WAEANEREE ST TSR
AEHE TR AP ERRN EH K, BB HARER
HARL M E R A RS , N TR BIRAE B16 A4 RN BAE A 1R
B, HART A ERERIBET .

HREEE r, BEVERAR BELSETRBRRAER d
BEN—EER, FSREEFS 0,1, k— 1, A
BELZHENES, AEHELHPHARERRERE
ERIEETHER R P B RAFPHE N RE R
re BENEHHNE—NRA poEE1E 124, BHE—
B AR B O S ER E AT AR (B 1




834 . B po WECHE—REEN E— B 7.
RREBT—NUE ppy BB po BB EECHE—
BB UERBT—NE v  ABHAAFAERRAER D
S — Y BRI R N Ik, NI BE — B oo BEBE
BRI po 1B sums. [O]MME (BE 155 4—9 1D . 4§ summ.
(O ZE 7 BRIHLE sum,. [0], BBV BEVLIBUN ror » TR
FT—WBBURM, BJG BB E 7ot BEIFH sum: . [01(H
218 10—1447), B sumi. [0 sum,. [OJEERE

W P X B MRS IR 0 B

EENTEGE1$ 15—1647), RBETHIRKEHN
sumy, [1],00¢ sumy. [k'—lj,ﬁjﬁ’ﬂi‘f‘ﬁ@ﬂﬁﬂ&@ sum
(BE 18171, BE5TEESENEE L, RS

amhorz%’”(ﬁ:ﬁe 14520 7).

¥ix 1 B R Anchor_acquired(n, k)
Lo B SR id SARR—EER
2. AT BRI RS A K T B AR ME—RA p<r,
3. p; W G W BEBLAT R KB Ly 1y oo sy
4. n<=0,sum,, [k'J«0, sum,. [k'J<-0, sum<0
5. for(i=0;i<<k’;i+-+)
6. forG=0;j<k;i++)
7. if(j=0) sumn,. [i]=p;. [i]+x,
8. else sum,. [i]+=p;. [i]
9. end if
10, if(n=0 and j=k—1)
11, sum,. [i]=sum,. [i]—r,,m++,j=0,n++
12, endif
13. end for
14, sumy. [i]—=r,
15, i£C | sumy. [iJ—sumy. [ >
16, n——,m++,i——
17.  else sum+=sum,. [i],n<0
18. end if
19. end for

20. am:hor=%n

WE 18 2 iR, 4R 0 RB BB BB E LRI
HEZXEHER/NERE O WEEUACH dSHER
SA—NELIR, FEHEH AT EY SRR, XEFFH R
MEERN 12, RFAE Y RNEEN 2, AP RAEHEN
LEAXEN 2.5, TROFEEECHBIRS R 2 #, 5%
88— SR bn_EBEPLEK o, RIEPRSX B AT R 1,4
A1 B O BEESBFG B B RE—GEIEmE M
A O RIRIBRBMEE L, AT A, —~ENARE—
AR L, BEMBE n BH swm. 1, HEVH R O BRE
HE RS —0EE S LRV ., R EE X BRI S
FA LERH#T ERER, B BRI A 11 REXRY
Bl WE o B3 sume. 1. REHIWT | swm. 1— sump. 1| <<

S BT , SR B B XY R 2 R 2 R

RER , BE R BB H S s Bt sum. 2,
BSRER sum:. 15 swm . 2 HIIMER BB R sum=
sumy. 1+sumy. 2, REBRAHE L, B0 | swmi. 1— sums,.

11> U 5 0 B B B M F— BB B A7 A 0

R,

n=1

h=2
$=2.5m

K=12
K =2

Bl EBEEHET
0 0 .
+ +
N T 1
+ +
1 n
[ Sumi ]
|Sum1.1-Sum2.1|<5/k'
B2 #citeas

$W3 RS EESERLE. AP iTES
B4 anchor J5 , B BRI A anchor RGBGHN BB~
AP, ARBFRBEAE BN LECHBATERS
Bopi e MANAF N E. IR p b=k, P FIEREA
HWEA P FEATR, AP T U EEERARG RS A
BERSREHRZEMEESE R, IR b b<<k, AP ERN
EBEZARNHEAF FEATR, A THERAF FEAFR, &
FENMNEBRFREFERE p. b—k WBREAN,
UEESEALCBEEERE 2. BAMBRFRON
B SRR » MALE AR A R R /B K B F HE P
JEBABA Wnld, 38 WhERAXA A HEREG®R
®28 29D . PN Whn]hmiEES LR 52 E
BOBEEE , Y dist(p: o) +dist(pi s @) <dist(q, wir1 ) I B BT,
RAEWn]P S MUBERE P BOLs (B 258 3—7
). MREWh]IHFEARB A, Wy KB REE, BF
R B AR %5 R R B2, b R e JFOR 2l B AR m A
B R RENAE, N ERFEEX m MIBEER LXK
MIE—-BEEREZGHF AP AE o MIBESERRA
THm MEREDRIE A BEN N ERS I 2
% 8—1217),
Wik2 NELSERLHE
L/ PR pERERBERq
2. Win]<fr B IR FRUFTEFSA p B  BLEFH nMIE
3. for(i=0;i<<n;i++)
4. if((dist(p,q) +dist(q, W[i]))>dist(q, W[i+11))
5. continue
6. else return i
7. endif
8. if(i=n—1)
9 p AL BRFREFER n+-m M RIEME
10. n<n-+m
11, endif
12. end for

'950



AN 3 BN, A B RSB R AR IRESELERIR
B4 AR BEILH 5 A 8, 4 IR B A A BEES /)N
BIKHIBUT A4 A S WA UITE Y dist(p:,A) +dist(A,
B dist(pir1 » YW RET, p. N8 A REGERIA.

2 1
® °

Pit} 5

B3 EPEMA

EH AR o AEE A SBEAL T pn NE A HEIE
HBER, ME dist(p;, A >dist(pirr »A) W) dist(p; ,A) +dist
(A, B)>dist(piy1 5 A) +dist (A, B), Wi dist(pits » A) +dist
(A, B) =dist(piv1,B) , FTLIAE dist(pi,A) +dist(A, B) >dist
(pir1,B) , SR B GRAF: dist(pi, A) +dist(A, BY<dist(pir1 »
BYMFIE. WrTH p: JE A RBIEHA.

FIFEXT T & prs G>DEREE dist(piry» B) >dist
(pirr» B, A AAL B RS R R AL RIL B B W/NBIKH
FRINEY =, ML EWE dist(p;, A)+dist(A, B) <dist
(Piri » B, FILL LA BRRRERT LIS Y p: HES A SBLTRIIE.

5 XBRHE

AXEEMEH C++RBIEF BTN, fEFE R
Microsoft Visual C+ 46, 0, 3L 58 {43583 R 2. OGHz kb3
£, 4GB . BERAKT AR Windows 7,

51 GEEENSHIOR

L% 38 A o % 3 3048 5 B BF 59X A FT &9 Thomas
Brinkhoff [ P38 4 i 2877 4 4, B BASRTT Oldenburg B)32
B RVERRA R P . AR
HISEEME 1 iz,

1 ZHHERBINEE

B4 H THE

B AR 4000
E£2HBRK 10
RAGPRHEEE s 500m
APrRERERH D 1
BAERLFBRSEEAFERENRBEHAR S0 10
APy AEHRAEANE m 5

TRAEF NSZ #A7 — R B P& AR ERR
1Mbps, B3 F PR G E#1T P2P M. BAATEFR
B 54 R 2 Microsoft Visual C+-+6.0 T4
BHET, AR BBEBIA, 5N ERSREHZ EER
3G MR E S, W RN 2Mbps.

5.2 WiERRE

ARSI PERI SRS _EXT A% SCHR H T vk B4 T 35 e g B
]\ B 4 BLZ R AR 1 B B DA BOE R A WAL J /NG i
17 E1, 35 Coprivacy JrHk &G RIHFT T T L.

EARIRNESS, RABERT  XEFETEAH
B kR B B0 H A 5 S 259 0k S0 B V) 15 B B e 2 R
B, X BAET R AR E R S ET R P
B TR k-3 R A 18] H AR 3938 (5 BN vk
PEERREE, XEAETHARENTHEGRLES

. 06 -

ETHPERETR k (T8GR 0B HABE TR/
HEBEHRYER  XERAETHPELRER L LS
WR/NELER
5.3 XRERSH

A3CHE Privacy_l 77 %k H B4R 32 B K ] Coprivacyt s
HEE—3.

Average._Commu, message

e
&

/

Average_Res_tim
°
4
2
i
/ it ®
)
j 4

|

=]

8 10
User_num/thonsand

(o) W-H40R Rz B (F]

User_num/thousand

) FHEfRR

B4

EZTHPEEN LS, HEEELEE M 1000 3
10000, e X BRI A A HEAE N, WREKRH S HE
H 0. HSEHE 2 FHRIASHK. i Oldenburg 3
BETPEFH TS, HE 45 (b) AT 41, Y5 m 5t E 5
-8 1R RAEE AP SR AR AR BT A, 31 b Coprivacy
FREHERBERS. XERKXBFEAAPBETEH.BHE
TERT AT B R B 53 1 » (BRI Coprivacy 34 for 134 FI%k
BT EE A B4 AT Coprivacy HH 848 BB X F A1
BE BRI EZ AT EERMIE, BT AR S8R S K
— Mo AR E Privacy_ 75 ¥ B AT E T £ B i [E] 3k
TR BT S B3R5, (R R A Al E IR T A1,

BETEAFTRE WL, HBEEABEES B 252
. BE ST MMESEELBEN N, A NESR
RAF T, BAMEZTR L MEMERPREREDY
TH0 T B A E RN T, BRSO 85 BB 42 Ry
RERF Coprivacy, JEEBRAR M T X E 4 B/ X B8
PR, BEE & B4 B3, LA /MR KR (LA
5(b)), BASCR B ERAESERR/NE/NTF Coprivacy,
JRHE B SUR T B KT HEF R, TR R —FhE
HEN LB  ABTEH AN IR 4R 4T, /T LUk
BUTE B9 SRR BN B A BT LU SR & HIBORA Pk

Ano_succeed_ratio Approxi_query

2 BBREREEEE.

e =
privacy_1
5 10 15 20 5
k
() BERIK
120 Aveage.Commu.meseage . Aveage _Res. time
™ 2 - v ™ T
) ~+~ Copriva
@ s Coprivacy - Coprivacy
00— Pripv:cy‘l~k0 e 4 Privacy-1-k0)
== Privacy-1-k1 o g 15 -+~ Privacy-1-ki
B 80t - Privacy-1-k2 .7 2 - Privacy-1-k2
Fl e 3
L IRk
g 20 - < R
< = N —
0 -
0 5 10 15 20 25 30 0 5 10 15 20

(a) FIYHEFR (b) g0 BB )



%fA LR B 1Y Privacy_1 58, Hp A Privacy_1_kO &/~
WY P 3@ 0, Privacy_1_k1 RAKIRA &N 1,
FH Privacy_|_k2 FmikImH P BE N 2, —#2 5 Coprivacy 7
AT T I, HE 625 (b)) TH,EEEL K - s,
FXE (S B S5 T R A () #R A B, B SCHR i B O R
T B S R P 3 R B 0, S 3573 4 B 5 T 24 e R B T 4
ERE I, 3 HEBRE K TF Coprivacy, B 230 b 4% SHE
HEESSSRENE T, WA BRI 0y o i, B E
55w 7 B} RI AR Coprivacy #F%2 K &, H. Coprivacy 8 s 8
EEEEZERNBEME T, MALNTEHL —LE/ER
{57 BERLE . [RIE ] LUK 3 Bl A SCIR I 359 P P S0
B3I , EAR B ) - 25938 15 B 5 S Y v g B ) AR B 1, PR
BETAEERZ, SN AFEFRERS ENEEES N
AR AFERE A ANTPHERE S ERAZTHBEACHE
RAERRF.

MU BT ATE, RigfE R A SR P 8%, FHEERYS
-y oz A RSx4 00, R X LB &7 FG 3 N B B AR FROR AN
BB A BTN, FIREESRMMKEEE, FHEER
S350 B B[R] 2K, X B RIS R 5 E T AREER
B FRZGEEL A EEEERER.

GRIE BENERARP TR RERAGER=
W&, XBEETFERBMITE, HERES =B RSM
FAEP YT M BAR. Coprivacy 7k P HEUMER
EL4BRAEF FERRPANAPMBA ATMERERT
A B AER BN T AR ERA . RS EBERTTEEL
REHT —MERTEIET AP Z HEN T, oW
W LI AP Z RS EERT Y, DB T ROEEA AR
AYEFT LA EIE B R AHIZE BABEAR EREBRASA
A{EF R T PMES R, 44 T ARG A 1E T BB T —
ERENAEREW, UEF LB AP N ERATRMRY.
BREATEEEBCEN AR, ERTHTFEEEHRLH
BB, 3FEACH T SA LB CR(1]F —E
B, BRMENARE. KM TAX PRI EERE
BB P ZEAET B AR RIS, HIRESRNT
FERT IZES VBT S P BB SRR T R .

2 % X W

(1] BH,Bie, K/ N CoPrivacy. —Fh il 2 WME T B & KK 8 7
B RAMR ] HHEHLEEH, 2011, 34(10): 1976-1985

[2] kEZ, % ETHFRHELEHRAFTEI]L HEVRH
B3, 2009,26(4) :1497-1499

[3] Gruteser M, Grunwal D. Anonymous usage of location based
services through spatial and temporal cloaking [C] // Procee-
dings of the International Conference Mobile Systems, Applica-
tions, and Services (MobiSys”03). New York, USA, 2003; 163-
168

[4] Gedik B, Liu L. A customizable k-anonymity model for protec-
ting location privacy[ C] // Proceedings of the IEEE International

Conference on Distributed Computing Systems(ICDCS’05). Co-

lumbus, Ohio, USA, 2005 : 620-629

[5] Mokbel MF, Chow CY, Aref WG. The new casper: Query pro-
cessing for location services without compromising privacy[C] //
Proceedings of the International Conference on Very Large Data
Bases(VLDB’06). New York, USA,2006.763-774

[6] Xiao Z,Meng X,Xu J. Quality-aware privacy protection for loca-
tion-based services[ C] // Proceedings of the International Con-
ference on Database Systems for Advanced Applications (DAS-
FAA’07). Bangkok, Thailand, 2007 ; 434-446

[7] Gedik B,Liu L. Protecting location privacy with personalized k-
anonymity: Architecture and algorithms[J]. IEEE Transactions
on Mobile Computing,2008,7(1):1-18

(8] Bamba B, Liu L, Pesti P, et al. Supporting anonymous location
queries in mobile environments with privacy grid[ C] // Procée-
dings of the International World Wide Web Conference(WWW?
08). Beijing, China, 2008 237-246

[9] Chow C,Mokbel M F,Liu X. A peer-to-peer spatial cloaking al-
gorithm for anonymous location-based services[ C] // Procee-
dings of the Annual ACM International Symposium on Ad-
vances in Geographic Information System (GIS’06). Virginia,
USA,2006:171-178

[10] Ghinita G, Kalnis P, Skiadopoulos S. PRIVE: Anonymous loca-
tion based queries in distributed mobile systems{ C] // Procee-
dings of the International Conference on World Wide Web
(WWW?’07). Banff, Alberta, Canada, 2007 : 1-10

[11] Solanas A, Martinez Ballesté A. Privacy protection in location-
based services through a publickey privacy homomorphism[CJ /
Proceedings of the European PKI Workshop, Theory and Prati-
ce. Lecture Notes in Computer Science, Palma de Mallorca,
Spain, 2007 : 362-368

[12] Solans A,Martinez-Ballesté A. A TTP-free protocol for location
privacy in location-based services[ J]. Computer Communica-
tion, 2008,31(6):1181-1191

[13] Yiu M L,Jensen C S, Huang X, et al. Space Twist: Managing the
trade-offs among location privacy,query performance, and query
accuracy in mobile services[ C]//Proceedings of the IEEE Inter-
national Conference on Data Engineering (ICDE’ 08), Cancun,
Mexico, 2008 366-375

[14] Freudigery J, Manshaeiy M H. On Non-Cooperative Location
Privacy: A Game-Theoretic Analysis[C]// Proceedings of the
International Conference on Computer Control System (CCS’
09). Chicago, Illincis, USA, 2009, 1-14

[15] w4EM. MER SfE 8 LREIM]. 1. B ARHARM, 2004

(161 BE#H#, KB ETHRECHRAMEP B RBEERO.
FHLR,2011,38(11):161-166

[17] Brinkhoff T. A framework for generating network based moving
objects[J]]. GeoInformatica,2002,6(2) ; 153-180

0970



